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ABSTRACT

THE CYBER SECURITY GOVERNANCE BY INTERNAL AUDIT IN THE
TURKISH BANKING SECTOR

Mustafa Hakan SALDI
Management Department
Anadolu University, Institute of Social Sciences, May 2022
Adpvisor: Prof. Dr. Seval Selimoglu

This study is designed to frame the functions of internal auditors in cyber security
governance through the Delphi technique to collect the qualitative data from panelists
who are selected from the Turkish banking sector, legislators, and academic environment.
The goal of the study is to observe the processes in cyber security management which are
interacted with internal auditors’ operations in information technology audits by
proposing predictive solutions for industry experts and academicians. In the first part of
the study, the terms of internal audit, internal control, risk management, cyber security,
governance, and cyber risk are examined conceptually. Then, in the second part, the
interaction of internal audit functions with cyber security governance, risk, and
compliance variables are investigated. In the research plan section, which covers the third
part of the study, the exploratory sequential mixed methods research design is applied to
organize the route to be followed in the practice of the study. In this context, firstly, the
qualitative part is operated by using open-ended questions through semi-structured
interviews as the first round of Delphi, and then the quantitative stage is processed by
applying questionnaires for the second and third rounds of the Delphi. As a result,
authorization is decided as the most critical component in cyber security governance for
risk controls, and blockchain technology is recommended to automate and improve the

continuous monitoring of cyberspace for secure encryption.

Key Words: Internal audit, Cyber Security, Governance, Delphi technique



OZET

TURK BANKACILIK SEKTORUNDE iC DENETIM YOLUYLA SIBER
GUVENLIK YONETISIMI

Mustafa Hakan SALDI
Isletme Anabilim Dal1
Anadolu Universitesi, Sosyal Bilimler Enstitiisii, May1s 2022
Danisman: Prof. Dr. Seval SELIMOGLU

Bu ¢alisma i¢ denetgilerin siber giivenlik yonetisimindeki fonksiyonlarini, Tiirk
bankacilik sektoriinden, yasa diizenleyicilerden ve akademik g¢evreden segilen
panelistlerden delphi teknigi ile elde edilen kalitatif veriler dogrultusunda cercevelemek
icin tasarlanmistir. Calismanin amaci i¢ denetcilerin bilgi teknolojileri kontrollerindeki
operasyonlart ile etkilesim halinde olan siber gilivenlik yoOnetimi siireclerini
gozlemleyerek sektor uzmanlarina ve akademisyenlere gelecege yonelik c¢oziimler
sunmaktir. Caligsmanin, birinci kisminda i¢ denetim, i¢ kontrol, risk yonetimi, siber
giivenlik, yonetisim ve siber risk terimleri kavramsal acidan incelenmistir. Ardindan,
ikinci boliimde, i¢ denetim fonksiyonlarinin siber giivenlik yonetisimi, risk ve uyumluluk
degiskenleri ile etkilesimi sorgulanmistir. Calismanin ti¢lincii kismini kapsayan arastirma
plan1 boliimiinde ise kesifsel sirali karma yontemler arastirma tasarimi, caligmanin pratige
doniistiiriilmesinde izlenecek rotay1 organize etmek icin uygulanmistir. Bu baglamda,
birincil olarak, ¢aligmanin nitel boliimii kapsaminda delphi tekniginin ilk kismu,
hazirlanan acik uclu sorularin yar1 yapilandirilmis  goriismeler dogrultusunda
kullanilmasiyla gergeklestirilmistir, akabinde ise calismanin nicel kismi1 anketlerin delphi
yonteminin ikinci ve iliglincli kisimlarinda kullanilmasiyla gergeklestirilmistir. Sonug
olarak, yetkilendirme siber giivenlik yonetisimindeki risk kontrolleri i¢in en kritik parga
olarak tanimlanarak, blok zincir teknolojisi giivenli sifreleme acgisindan siber uzaydaki
faaliyetlerin siirekli izleme yoOntemlerinin otomatiklestirilmesi ve iyilestirilmesi ig¢in

Onerilmistir.

Anahtar Sozciikler: i¢ denetim, Siber giivenlik, Yonetisim, Delphi teknigi
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INTRODUCTION
The effects of technological developments are being undeniably perceived and

observed in business flows and models of the organizations. Especially, financial
industries which cover banking, insurance, and capital investment enterprises have been
transforming their information and communication systems with algorithmic-based
structures, tools, hardware, and software to quickly respond the customer needs through
resilient and robust technological infrastructure. In such kinds of service sectors, the
organizations have to deal with huge amounts of data that hold strategic importance and
can be considered as sensitive assets that reflect the goodwill of a company. Therefore,
specifically, the implementation of suitable cyber security systems into the banks is
necessary to gain customer loyalty and commitment by providing the confidentiality,
integrity, and availability of information assets with testifying the validity of audit and
control activities. Particularly, internal audit which has precise functions in operational,
financial, and managerial examinations in organizational processes, has also
responsibilities in cyber security systems as verification of internal controls and risk
management activities through the analyses of compliance-related problems and
governance issues. In the global environment, the risk culture of industries has been being
shifted with the exponential growth and avalanche improvements in technology according
to the innovations which are coming along with robotics, retail automation, artificial
intelligence, machine learning, virtual reality, wireless networks, cloud computing, fifth-
generation mobile systems, Internet of Things (10T), blockchain and quantum computing.
Therefore, the concerns are turning around the privacy and security of personal and
corporate data which are gathered, recorded, kept, processed, flowed, accessed, and
transferred by these IT systems. In summary, intolerable situations, which arise in the
technology space, have been affecting the information security infrastructure, perception,
and governance models of enterprises can be considered as cyber risk. In this context,
escalating importance to safeguard the critical assets from cyber risks come to the fore
with the reassessment of cyber security governance mechanisms. So, the new terms come
up and reconstruct the conventional approaches in corporate governance structures from
the internal audit perspective. In this sense, the role of internal audit has been being
modified to new developments and standards in both macro and micro-frame by
considering cyber risks into consideration. Precisely, the enterprises must adapt to these

transformations by organizing their cyber security governance patterns through the
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supportive role of internal audit. Concerning to mentioned reasons, this Ph.D. thesis study
is produced in terms of aiming to deeply investigate the role of internal audit on cyber
security governance in the Turkish banking sector by applying the Delphi technique.
Thus, this thesis study is designed to discover the role of internal audit in cyber security
governance by focusing on the Turkish Banking Sector. The research study will be based
on both the theoretical framework of the subject and will be backed by the application of
the Delphi technique which is selected as a scientific methodology to gather qualitative

data from bank managers, experts, and academicians.

1. CONCEPTUAL FRAMEWORK WITH THE DEFINITIONS OF
FUNDAMENTAL TERMS

The international finance mechanisms have been confronting with cyber risks since
the computerized structures have been dominating conventional financial transactions
due to the emerging technical improvements. Therefore, banks, which have a critical
significance level because their businesses are heavily based on sensitive clients’ data and
intangible assets as a result of the nature of the banking industry, are being affected by
varying cyber-attacks and threats. Especially, the principles which serve as a corporate
structure can be designed and established via adequate cyber risk management
approaches, strategies, governance frameworks, and continuous improvement of
organizational culture and learning. Also, the corporate management principles can
provide the organizations to step in a dynamic activity for the reconsideration of their
cyber security systems, strategies, and frameworks to be prepared for both the external
and internal attack surface. Thus, the first part of the thesis study is outlined to present
the theoretical and fundamental pattern of the subject in terms of defining and perceiving
the basic terms in audit, control, and cyberspace, before going into the deep research of
international cyber security policies, frameworks, Turkish banking sector and it’s

interaction with internal audit and cyber security governance aspects.

1.1.  Audit
In general, every enterprise operates businesses to be sustainable in a competitive

environment by reaching corporate goals and performance objectives. As a result of the
operations, enterprises need to record, monitor, and improve their activities by refreshing

their organizational cultures dynamically. Therefore, the top managements execute this



loop of systematical detection process by integrating audit as a way of following the
overall performance of enterprises. Briefly, a holistic, independent, and science-based
examination of the organizational activities which include finance, human resources,
production, marketing, and technology are performed by the efforts of qualified experts
is defined as audit (Kumar & Sharma, 2013, p. 2).

The audit is defined in the records of 1SO 19011:2018, as a set of organized, independent,
reported, and documented cycles to provide audit statements that testify to the objective
evaluations through the identification of which audit criteria are met. An audit operation
can be classified as process, product, and system according to the type of activity. Also,
the kind of audit can be categorized as internal or external corresponding to the
relationship between associates. Likewise, audits can be sorted according to their goals
as function audit which is performed for a particular division or activity, and management
audit which is executed for administrative concerns such as evaluations of specific
performance fields or effectiveness. As mentioned above, an audit activity can be defined
as internal or external due to the association of contributors such as the type of audit can
be called internal if the audit operations are being performed by the organization’s
employees and department. On the flip side, an audit can be classified as external if the
audit activities are being operated by outside agents. In other words, internal audits are
discussed as first-party examinations, whereas external audits can be considered as
second-party or third-party. First-party audits are executed through the auditors who are
put into service by the organization to assess the strengths and weaknesses of business
processes versus the legal framework and authorized external standards. Second-party
audits are implemented to a supplier by an external customer or by an employed
organization on account of the customer. Second-party audits are performed with extra
formal approaches which can affect the purchasing decision of customers in contrast to
the first-party audits. The third-party audits are done by an independent audit firm that is
free from conflict of interest and result after reviews with endorsement, registration,
certification, license authorization, award, citation, charge, or penalty. Enterprises that
are sustaining their businesses in high-risk classes must be confirmed by third-party audit
organizations to show their compliance level to international standards such as ISO 9001,
ISO 14001, I1SO 22000, or I1ISO 27000. Also, audits have goals beyond examining the

compliance matter cases and parameters which can be considered as the objectives for



adding value and providing continuous improvement in organizations to focus on
performance metrics (ASQ, 2021).

In practice, after an organization specifies the requirements in audit services for
which approaches will be applied to business functions, the chief audit executive (CAE)
is assigned for the utilization of professional audit standards. However, internal audit is
explained as a professional discipline based on sophisticated standards, there are
diversified ways in carrying out the internal audit services inside the enterprises. But, this
does not mean that every person without education or training may perform the audit
profession. Relatively, diversities in approaches and applications of internal audit services
provide resiliency, versatility, and adaptability in organizations. For example,
Performance Standard 2100 clarifies the internal audit function as assessing and
supporting the enhancement of governance, risk management, and control activities by
implementing systematic and disciplined ways and techniques. Differently, Performance
Standard 2120.A1 enlightens the activity of internal audit as evaluation of risks which are
relevant to the governance structures, business processes, and information systems by
taking into account the trustworthiness and integrity of fiscal and operational information,
effectiveness and efficiency of operations, security of assets, compliance with principles
and legislative framework. Therefore, professional standards set the epistemic guidelines
for internal audit services, despite they do not have a specific role in the development of
a methodology or practice. Feasibly, the final method of internal audit activity in an
organization is formed by the combination of elements as the operating sector, business
type and objectives, product and service segmentation, values, and intellectual capital.
Conceptually, another notion of internal audit role in enterprises is stood on risk-based
systems to provide validity in assurance function besides the direct consulting service and
support for installation of risk management structures in organizations. In essence, a
predesign is needed to follow risk-based systems audit in enterprises at the first step.
Therefore, the internal audit activities and services necessitate policies for outlining the
systems of organizations by preventive approaches to describe deficiencies and
misconducts in the first place on the part of risk-based systems methods. After the
designation of major risks, the measurements and assessments of specific controls which
shape the principle view of risk management strategies are taken into account for
evaluating the capability of control processes. Additionally, the compliance tests are

applied to inspect control systems in organizations for ensuring the accuracy of the audit
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results. Just in case, if there are still inadmissible residual risks inside an organization,
reexamination of control systems are operated and reporting mechanism will be stepped
in. In terms of completing the follow-up audit activities, the role of CAE is defined in
Performance Standard 2060 as reporting to the board and senior management about the
objective, authority, responsibility, and achievements in performance goals of internal
audit events according to predisposed routes and plans. As well, reporting parts should
cover risk and control cases referring to the fraudulent issues and governance breakdowns
for adequate acknowledgment of managements in enterprises. The criteria of processing
the risk-based systems audit in organizations are remarked in Figure 1 as a conceptual
model (Pickett, 2011, pp. 203, 204, 205).
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Figure 1.1. Risk-Based Systems Audit Flowing Diagram (Pickett, 2011, p. 206)

In the first step of the risk-based systems audit approach, it is necessary to define
the objectives clearly for measuring the organizational achievements according to actual
outputs. Next, the planning part of the limitations as time, cost, and budget are activated
for providing a continuous review of operations in each stage by audit authorities.
Variables in the voice of the customer should be analyzed thoroughly for ensuring a total
understanding of the enterprise risks which have impacts on the achievements of
organizational goals. By the application of the tryouts, after assessment and compliance
testing methods, the change over the function of the process flow for the next stage is
performed. From the technical point of view, structural outlining, flow-charting, cross-

examinations, control self-evaluating, numerical and statistical sampling methods are
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carried out for assessing the functioning of the audit services. The problematic cases,
deficiencies, flaws, and breakdowns should be considered with team charters by
alternating ideas for analytical and sustainable solutions through feedback systems. The
formal documentation mechanisms provide that all the activities in an audit service are
entirely cataloged and recorded for the assessment of quality standards and procedures
which are the core roles of audit teams and managers. Finally, the coordination and
interaction of processes in a flowing diagram of risk-based systems audit approach must
be transformed into practice systematically for succeeding the sufficiency and
effectiveness of risk management and governance mechanisms in enterprises (Pickett,
2011, pp. 206, 207).

Feasibly, organizational functioning can be simulated as a complete business model
with a sequence of processes that encloses functions of workflows in the financing,
marketing, production, human resources, information technology, sales, and marketing to
visualize and streamline the operations in audit and control systems (Pickett, 2011, p.
207).
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Figure 1.2. Risk-Based Systems Auditing Process (Pickett, 2011, p. 207)

Conceptually, an organization is harmonized with three elements as teams,
processes, and projects through setting objectives and risk management strategies for
review in depth by internal audit in all respects of the organization according to the risk-
based systems auditing process model. In practice, there is no possibility to ensure
outright neutrality in organizations however, in such kind of system, both evaluations of
the feedback mechanism and measurement of the deviations between expected and actual
outcomes for impartial assessment of achievement levels in objectives can be operated
by audit functions. (Pickett, 2011)
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Figure 1.3. Risk-Based Systems Auditing Process (Improved with Internal Audit Functions) (Pickett,
2011)

Technically, the compound of business objectives, control mechanisms, and risks
is established into organizations by control risk self-assessment (CRSA) methodology for

enhancement of risk management approaches and practices all through the enterprises.
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As such, this technique can be performed by all levels of management and audit teams.
In this way, chief audit executives (CAE) can compile a complete system from the aspects
of both audit processes and corporate objectives of enterprises. Also, this tool not only
provides a risk management strategy by proposing a self-assessment cycle but also
interacts with internal control for lean to focus on predetermined underlying risks in the
organizations. In essence, authorizing the project teams to consider their risk management
approaches and strategies can promote awareness of the key risks through organizational
agility and resiliency for making realistic decisions and actions. CRSA technique supports
the interactions between the operational activities which are conducted by project teams
and managerial processes which are coordinated by executives and auditors. In addition,
the acceptance of the consulting role for assisting the establishment of CRSA into
organizations by the Institute of Internal Auditors demonstrates the expertise points of
internal audit. Following a similar logic, the synergy is created by the interactions of the
CRSA participants, project, and audit teams for increasing value-added activities via
internal audit processes that can provide the symmetrical dispersal of responsibilities all
over an organization. The framework of Practice Advisory 2120.1 is proposed by IIA
emphasizes extraction points of internal audit role in overall mechanism as describing the
self-assessment activities’ effectiveness of management by examinations, regular testing
of control and monitoring procedures with scanning the validity of information used in
audit functions. Naturally, CRSA practices can be integrated into organizations with
alternative ways for simplification of the multidimensional consistency by adopting
techniques that are appropriate to organizational culture as part of intellectual capital.
This approach provides one of the benefits for organizations as clarification of the
connection between risk planning, analyzing, controlling, assessing, monitoring, and
performance management activities for achievement of effective governance by utilizing
risk management strategies in all parts of organizations. In practice, interpretation of the
self-control assessment processes in organizations can be applied as workshops by setting
team cases or group meetings through carrying out survey studies or questionnaires which
are called the applications of business risk management philosophy. Also, statistical
methods can be implemented for the measurement and inspection of self-control
assessment outcomes by using representative samples from stakeholders, management,
or project teams. To perform mentioned tools, techniques, and approaches in business

risk management strategies, primarily the board of directors hands over the responsibility
8



to the corporate planning officer for the construction of the link between risk management
and performance objectives in organizations. Therefore, organizations can take
precautions for the key specific risks, if the system design of the control self-assessment
model is supported by a chief risk officer who is supported by board management and
also responsible for planning operations through meticulous monitoring of audit and risk
management teams too (Pickett, 2011).

Fundamentally, corporate governance practices are needed to risk controlling
processes through diagnosing business risks with the formal explanations of how they are
being managed. Indeed, performing risk management operations is the core and pivotal
role of internal control. Also, the administrative functions depend on the identification
and execution of risks are operated under the full responsibility of the board of directors
and in this context, the role of internal audit takes place as ensuring that business risks
are being adequately managed to reach organizational goals. The effectiveness and
efficiency of internal audit activities can be improved with the settlement of its functions
as pillars of corporate governance into risk management frameworks of enterprises. Risk-
based internal auditing (RBIA) is linked with all-around risk management structures of
organizations due to the IIA’s definition. Provision of assurance that risk management
activities are being functioned effectively and properly in accordance with risk
perceptions of organizations through assessing the risk appetite and tolerance variables is
the major mission of RBIA. Therefore, the risk management frameworks of enterprises
should be constructed robustly to structure effective internal controls for accomplishing
the support of internal audits in corporate governance practices. There are challenges such
as monitoring improvements versus annual plans which are being altered relative to
variations in the business environment and setting organizational objectives with
assessing the performance targets of employees to implement RBIA in comparison with
traditional auditing methods. In reality, the design of risk management frameworks and
functioning levels of them covering the effectiveness of internal controls with the
categorization of risks and convenient reporting are the fields of internal audit’s focal
points for assuring the board managements (Chartered Institute of Internal Auditors,
2014).
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Figure 1.4. RBIA Implementation Stages (Chartered Institute of Internal Auditors, 2014)

In essence, risk-adjusted internal audit systems propose models for scanning how
internal controls optimize risks to admissible levels. Therefore, the inspection of internal
control structures is framed by the board managements through evaluating, testing, and
monitoring the achievement level of business objectives are performed and assisted by
internal audit with systematic approaches and practices. Methodically, risk-based internal
audit systems provide the measurements for how the capability of internal control
processes is adequate to tolerance and appetite levels of risks to understand organizational
culture and resilience for uncertain cases. In this context, the risk maturity level of
organizations can be defined through the problematics as how risks can be measured and
how the measurements can be scaled and utilized with the full responsibility of the board
management and support of internal audit functions. Correspondingly, the role of internal
audit focuses on thoughts and notions for the assessments of adequacy level of the risks
are being handled in proper with the organizational risk culture which indicates the
viewpoint of board management and employees in terms of perceiving and tolerating risks
(Griffiths, 2006).
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Figure 1.5. Risk-Based Systems Auditing Process (Improved with Self Assessment Functions) (Pickett,
2011)

Performance Standard 2201 of 1A advises about planning discussions for internal
auditors to consider the objectives of each activity in business functions by which of them
are capable of controlling their performance, the significant risks which affect the
operations with an acceptable tolerance, the competence and effectiveness of risk
management techniques and tools in comparison with commonly recognized control
models, the cost and benefits of making advancements for the risk management and
control mechanisms of business activities (Pickett, 2011).

Applicatively, the hybridization of audit objectivity and self-assessment processes
which have a key role in evaluating and testing the information and knowledge within the
organizations can develop an integrated approach. In this way, the risk management
activities can be assessed by internal audit services to provide an objective and
autonomous review of risk control systems. Also, the combination of both internal audit

and self-assessment operations can improve the organizational integrity through the
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formations of the multifaceted cross relations between each part of the business
management model (Pickett, 2011). In summary, as a nature of the business environment,
the internal audit role fits in supportive activities for recognition of risks and guiding on
controls through ensuring that the objectivity of internal auditors is not affected and they
don’t get a direct role in managing risks (Griffiths, 2006).

The operations such as crime, bribery, nepotism, demoralization, profiteering,
malfeasance, extortion, misappropriation, and money laundering are explained in terms
of fraudulent acts inside the organizations. The legal definition of fraud varies due to the
countries, sectors, businesses, and organization types, but commonly deceptive behaviors
and practices are providing a personal advantage for self benefits with the creation of
losses or damages for the other employees can be defined as fraudulent activities in
organizations. 2006 Fraud Act of United Kingdom was outlined for attracting notice to
escalating risks in fraud acts as deceitful representation, disclosure of sensitive
information and misconduct of responsibility and constituting up to date proposals,
articles, and practices. The role of management and internal auditors differentiate
precisely between each other to execute fraud prevention and detection activities in
organizations. In essence, managements have responsibilities for the establishment and
sustainment of effective control systems with acceptable costs in organizations.
Assessments and tests are conducted by internal audit activities through the assistance of
control mechanisms are installed by managements to improve the possibility of taking

precautions against fraud activities (Pickett, 2011).
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Figure 1.6. Risk-Based Systems Auditing Process (Integrated Model) (Pickett, 2011)

1.2.

According to the polite definition of the Institute for Internal Auditors, assisting processes
as the consulting activity, which involves designing a systematic, disciplined approach to
both assess and enhance the efficiency and effectiveness of risk management and
governance mechanism based on an independent and objective manner is performed by
the employees of an organization can be described as internal audit. On the other hand,

an external audit differs from an internal audit because, there is a separate corporation

Internal Audit
Fundamentally, audit operations are classified as internal and external audits.

that serves externally to provide audit operations for an organization (Gantz, 2014).
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Particularly, the main basis of internal audit processes is to support organizations
for reaching their objectives by enhancing their effectiveness of risk measurement,
assessment, and control units by providing organized, disciplined techniques and
mindsets. In similar, the internal audit role covers improving and reviewing the
governance mechanisms in risk management systems of enterprises by contributing to
value-added activities. Differently, internal audit processes are operated and executed by
the employees of an organization internally. Therefore, the functions of internal audit are
provided by taking the assistance of people from the inside of the organization.
Additionally, internal audit operations have to be performed objectively to serve as an
independent service. If this objectivity and independence of internal audit functions can
not be ensured, the operating mechanism of the processes will be flawed from beginning
to final. In fundamental, the consultative role of internal audit in enterprises supports the
assuring of risk management in consistent with organizational plans and objectives. As
well, the internal audit activities should be described certainly with a team charter,
funding plan, and senior-level manager for provision of organizational awareness.
Inherently, internal audit functions should be built on the voice of the customers
according to the needs of enterprises for value creation in governance models. In
common, continuous improvement philosophy in organizational management must be
integrated into all levels of functions in the role of internal audit. The items of value chain
mechanism in internal audit processes are designed to support the enterprises for reaching
their corporate objectives through governance, internal control, and compliant risk
management methods. Naturally, this mechanism requires professionalism with a clear
understanding of principles and standards for satisfying the quality metrics and
specifications of industries and enterprises. Thus, the functions of internal audit should
be operated methodically in a disciplined and systematic manner. Particularly, principles,
standards, guidelines, and policies should be planned, organized, and formed by the chief
audit executive for instructing the internal auditors due to the Performance Standard 2040
of the Institute of Internal Auditors. Necessarily, the assessment of corporate governance,
organizational management, and internal control processes is the uppermost task of
internal audit for taking into account the reliability of operations. In practice, the
evaluation formations should be executed neutrally and professionally in view of
objective observations and specific pieces of information. Potentially, the measurement

of effectiveness according to the level of attainment for corporate objectives demonstrates
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the performance feedbacks of business functions in relation to the internal audit role. In
long term, the control systems in enterprises are the indicator of efficiency and utility
metrics which are analyzed and discussed by internal auditors. Therefore, the link
between risk management, internal control, and governance is improved and reviewed by
the internal audit processes. In summary, the vision, mission, plans, objectives, and
activities in an enterprise should be fit together with a clear definition of risk appetite and
risk tolerance degrees by taking the guidance of internal audit operations (Pickett, 2011).

Fundamentally, the core items of the internal audit role are obtainment of
trustworthiness and integrity of operational and financial information for providing steady
improvement in efficiency and effectiveness of organizational processes in compliance
with standards, rules, and legislative framework by ensuring the uppermost protection of
assets. In detail, identification, measurement, classification, reporting, and monitoring of
the information assets are performed with the assistance of internal audit functions for the
provision of governance mechanisms through the development of value creation activities
in accordance with corporate objectives, principles, policies, and legal frame. Normally,
the basic authority of internal audit processes in enterprises is the investigation of
fraudulence in all operations of organizations to provide safeguard of assets with full
responsibility for the integrity and reliability of operational, financial, cognitive, and
technological systems. Therefore, in current conditions, the conventional approaches
locked up to check the results of accounting and financial records are outdated in the
practice of internal audit operations. As well, the educational role of internal audit in
enterprises is undeniable for the assessment of the organizational culture and risk
perception according to the parameters of both qualitative and quantitative variables with
human conduct. The role of internal audit consists of the review of information
technology systems for ensuring confidentiality, integrity, and availability of data sets,
software, hardware, tools, and technical equipment with taking the support of internal
control and risk management methods (Pickett, 2011).

1.3. Internal Control
Enterprises should implement control mechanisms internally to look over their

organizational environment for attaining their achievable corporate objectives by

examining and preventing misfortunes, risks, damages, and losses. In essence, the need

for internal control processes causes businesses to comply with the legislation framework
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by optimizing the inherent control environment of organizations. From this standpoint of
view, the installation of corporate governance models to enterprises is dependent on the
principles and policies of risk management techniques in internal control systems.
Synchronistically, risk assessment operations are tested and performed by internal
auditors consistently with internal control frameworks to eliminate misconceptions and
conflicts for presenting effective interaction with the empowerment of governing body.
The components of internal control structure in organizations are sources, operations,
processes, business functions, task units, employees, and culture arranged and considered
with holistic approaches in parallel with organizational plans and objectives (Pickett,
2011).

Risk management processes are functioned by internal controls with responding
strategies through avoiding or also known as terminating, transferring, and tolerating the
risks. In essence, internal control frameworks are based on the measuring systems of risks
which are established by determining the risk appetite and tolerance levels of
organizations. Therefore, the risk measurements should be identified before effective
internal control structures are integrated into the organizations’ risk management
strategies in order to optimize the risks relative to accepted levels that are settled by the
board of directors. In essence, the pivotal objective of internal controls is performing risk
management activities in parallel with the role of RBIA which has functions as reacting
to individual risks through assessment, monitoring, and reporting processes to
acknowledge the board managements. In this sense, the functions of RBIA do not cover
the audit operations of risks directly, however, their core missions are related to detecting
the risk management activities which are operated by internal controls (Chartered
Institute of Internal Auditors, 2014).
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The role of RBIA takes in place to provide assurance
of risk management processes for identification,

Figure 1.7. Representation of Assurance Provided by RBIA (Chartered Institute of Internal Auditors,
2014)

As a matter of fact, the internal control embodies processes that are implemented
under the full responsibility of board management through taking the guidance of internal
audit for providing sensible assurance relative to the accomplishments of business
objectives concerning risk management, governance, and compliance. The basis of
internal control frameworks is structured on three classes of objectives which are covered
by operations, reporting, and compliance processes in terms of performing how the
internal controls in organizations are being laid out, put into action and conducted feasibly
for reasonable risk management practices. Operational objectives to reach performance
goals include the protection of organizational assets in opposition to risks and losses.
Reporting objectives are incorporated by parameters of accuracy, timeliness, and
transparency metrics which are framed by organizational policies, authorized standard
setters and legislators refer to financial and operational activities through the support of
information systems. The objectives, which pertain to compliance criteria for adhering to

legal frameworks, are shaped by organizational culture and governing bodies to catalyze
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internal control activities. In practice, there are five combined parts that internal control

involves as control environment, risk assessment, control activities, information, and

communication as well as monitoring activities (COSO, 2013).
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Figure 1.8. The Items of Internal Control (COSO, 2013)

The internal control framework covers five components are mentioned through
entirely seventeen principles that indicate fundamental notions for the effectuation of
internal control with the practices in operations, reporting, and compliance processes.
Control environment principles can be stated as;

e The commitment to integrity and ethical values must be provided in the
organizations.

e The board of directors manifests autonomy from management and practices for
checking over the development and performance of internal control.
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The establishment of frameworks and reporting systems through adequate
authorities and responsibilities for tracking business objectives must be provided
by management.

Qualified staff in adjustment with business objectives should be retained,
improved, and attracted by policies and practices for providing organizational
commitment in enterprises.

Organizations hand over the liability to the experts who are responsible for

internal controls in the achievement of business objectives.

Risk Assessment principles can be explained as;

The organizational objectives must be specified clearly for enabling the
determination and evaluation of risks on achievable goals.

Identification of risks across the enterprise must be performed by the organization
through analyses as essential for understanding how the risks should be handled.
Consideration of the probable fraud events in assessment operations of risks
related to the accomplishment of business objectives must be executed by the
organization.

Identification and assessment of both internal and external changing conditions,
which can affect the internal control systems, should be operated by the

organization.

The principles of control activities can be illustrated as;

Control activities that add a contribution to the moderation of risks must be framed
and improved by the organization.

The establishment and development of control activities must be supported by
technology to expedite the achievement of organizational goals.

Deployment of control activities should be performed through taking policies in
for the definitions of expected risk scores and procedures that support putting
policies to work.

The principles of information and communication can be represented as;

The provision and generation of relevant information from both internal and

external sources should be functioned to assist the internal control activities.
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e Provision of internal communication must be performed for flowing the
information across the organization involving objectives and responsibilities of
internal controls to support the business activities.

e External communication which covers the information transferring processes
between the organization and outside enterprises must be operated in order to
understand the voice of customers.

The principles of monitoring activities can be depicted as;

e Periodical and continuous evaluations for verification must be performed to
examine whether the items of internal controls are in process and being executed
effectively.

e The considerations of defects and insufficiencies in internal controls must be
operated by the board of directors and senior-level management with timely
approaches through taking proactive and corrective actions if needed (COSO,
2013).
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Figure 1.9. Control Model 1 (Pickett, 2011)

The Institute of Internal Auditors (11A) is a professional association that proposes
applicative models for evaluating the ethical status, integrity, reliability, managerial
structures, policies, placement of authorities, and responsibilities of employees fit with
their competencies within the controlling environment of enterprises. Similarly, the
business functions in enterprises are operated through a planning and organizing style of

the managements to achieve the corporate objectives by governing the inherent risks
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economically, efficiently, and effectively with control strategies. In parallel with
organizational goals, the internal control framework embodies principles, rules, policies,
standards, moral attitudes, and management approaches to ensure the full protection of
assets from fraudulent acts, cheating, damages, and losses by the provision of compliance
with the legal environment. In practice, internal control systems of enterprises are
installed by board management via setting reasonable guidelines and providing assurance
for operating complete mechanisms in harmony. The efficient functioning of internal
control mechanisms is under the authority and responsibility of board managements for
assurance of organizations run on their operations to accomplish short term plans and
long term goals in accordance with the code of ethics and laws (Pickett, 2011).

1A frames Performance Standard 2130 to form the role of internal auditors in
internal control mechanisms as assisting the enterprises in keeping the optimal control of
the inherent business environment with the assessment of their efficiency and
effectiveness through the way of continuous improvement. The supportive role of internal
audit processes in the internal control framework distinguishes it from the activities of
board management. Particularly, the advisory task of internal audit for the managements
in enterprises is to inspect whether the controlling operations are coordinated efficiently
and effectively in equilibrium or not with corporate objectives and legislations.
Performance Standard 2130.A1 of I1A comes up with four major duties of internal audit
activity for assessment of the internal control functionings in risk management, corporate
governance, and information systems as providing the reliability and integrity of
operational and fiscal data, improving the efficiency and effectiveness of business
processes, full covering of enterprise assets and ensuring the compliance between
controlling operations with the legal environment. The involvement of consulting
activities of internal auditors for the control framework is arranged by constraints and red
lines. Therefore, the variables and parameters are set according to inherent risks, business
objectives, and strategies in control systems. Qualitatively, moral attitude, ethics,
standards, and organizational culture are the other determinants which have indirect
effects on the internal audit role in the internal risk control structure. In summary, the
engagement of internal audit functions into risk control strategies is measured by the
performance metrics of enterprises which are observed in efficiency, effectiveness,
employee motivation, and satisfaction with ongoing manner. Also, the control

mechanisms for managing inherent risks should be optimized by the guidance of internal
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audit, for example, excessive control can cause much bureaucracy and reduction of
organizational performance due to the stagnant workflows and oppositely the weak
control can bring forth the deterioration of awareness in efforts for achievements of
organizational goals. Naturally, the attributes of control systems are framed and affected
by the organizational culture which can be either hierarchical or flexible. In essence,
management boards are fully responsible for the incorporation of both cultural aspects
and governance parts of organizations for the achievement of control objectives in
harmony with business functions and activities for ongoing improvement in efficiency
and effectiveness. In practice, the managements of enterprises need the consulting role of
internal audit for controlling inherent risks to reduce entropy which is described as a
tendency for decomposition in the performance of control mechanisms. Therefore,
periodic reviews and assessments of internal control systems are required for the
provision of organizational discipline and resiliency. Briefly, the unsteady nature of the
controlling environment is optimized by the collaboration of internal auditors, internal
controllers, and the board of directors (Pickett, 2011).

Corporate Objectives

Preventive Cautions

PR— |

Limitations in
.-°1 Control Environment

Internal Risks

Controlling Strategies

o Accomplishments of

Control Objectives

in Risk Management

Figure 1.10. Control Model 2 (Pickett, 2011)

Mainly, all the corporations have to protect their assets from risks that stem from
unexpected events, frauds, defects, and wastes which cause inefficient processes and as a
result unsatisfied customer portfolios. Therefore, internal control is based on ensuring

relevant information is gathered from valid and reliable sources to monitor the risk

22



management structure of an organization. This process is operated in a controlled
environment which can be defined as an enterprise in a micro base by observing,
measuring, and analyzing inherent risks by taking assistance of information and

communication technology as well in today’s business conditions (Trenerry, 1999).

1.3.1. Risk

Epistemologically, the risicare term was used in Italian which means dare or attempt
as a derivation of the conceptual term of risk. From this point of view, risk corresponds
to decision-making and preferences instead of chance or fate. Particularly, the success
factors in businesses and industries are linked with the risk-taking approaches by
controlling unpredictable cases. The description of Her Majesty’s Treasury (HM
Treasury) conceptualizes risks as results of uncertainties in a frame through assessment
and synthesis of impacts and probabilities of unexpected events. Similarly, the risk is
explained as the ambiguity of the events which can have effects on the accomplishments
of objectives according to the Glossary of Institute of Internal Auditors. Therefore, from
the standpoint of internal audit, the cases which cause deviations on achievements of
organizational goals and objectives as come out with unexpected outcomes can be
considered as risks. As follows, in theory, the likelihood and output of an event are taken
into account to gauge risk. So, the risk measurement parameters indicate the uncertainty
level of events through scales in a defined time range by assuming the information in
hand related to cases is secure and reliable (Pickett, 2011).

In general, the types of risk can be classified as economic, social, political,
biological, and technological in a macro environment. From the viewpoint of information
and technology, International Organization for Standardization and International
Electrotechnical Commission (ISO/IEC) defines risk as the synthesis of possible
occurrence and outcome of a case. Equivalently, the risk is perceived as unexpected
results of events, in fact, it can be both negative and positive. Therefore, deviations and
variations from the expected consequences illustrate the measurement of risk (ISACA,
2012).

The tendency for modernization and civilization to industrial activities as
production, transportation, marketing, financing, exchanging, and supplying processes

are required controlling functions of information technology and communication systems
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because of the multiplex interactions in international business. Correspondingly, the
escalation rate of complexities in controlling the industrial systems has been gaining
momentum since information systems have been integrated into facilities and business
functions. In this context, risks depending on cyber security have been emerged to affect
critical infrastructures, industrial automation mechanisms, or supervisory control and data
acquisition systems (SCADA). In practice, wholly safeguarding of SCADA systems can
be unattainable because of the surrounding factors which are respected to international
legislations, governmental policies, industry standards, and organizational culture.
However, the identification, analyses, and assessments of risks or unexpected events
which can have impacts on the functioning processes of SCADA systems should be
performed for reducing their effects to tolerable levels (Radvanovsky & Brodsky, 2016).

Exploiting

Threat Factors Vulnerabilities

Transforming into Risks

Confidentiality

Cause Losses to
Organizational Integrity
Achievements AV&I'ablllty

Critical Assets and
Sources

Figure 1.11. Risk Conversion Cycle

From the standpoint of asset protection and security, the major parts of
understanding risks can be discussed by determination of mission and vision to perceive
which business fields an organization is struggling for further improvement through the
definitions of resource classes and their asset valuations with the consideration of threat
factors and vulnerability causes which can reduce the efficiency and effectiveness of the
business functions for desired products or services that will be delivered to customers. In
principle, the definition of risk can vary according to the sector and organizational
departments. For example, according to financial associations, discussions of risks are
dependent on the variables of the macroeconomic environment and fiscal statements of

organizations. Factually, due to the methodical description of the Infrastructure Protection
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and International Security graduate program of Carleton University, the risk is perceived
as in terms of damages that arise from threat factors that exploit vulnerabilities which lead
to losses of confidentiality, integrity, and availability in critical assets and sources
(Radvanovsky & Brodsky, 2016).

1.3.2. Risk appetite and tolerance
Risk perception is a variable which depends on critical factors like risk appetite and

tolerance. Enterprises set organizational goals before they initiate their business
operations by venturing their capital and critical assets. Therefore, the amount of risks
that organizations have to accept before they attempt their activities is defined as risk
appetite. Similarly, risk tolerance shows the admissible variability for reaching an
objective. Correspondingly, the acceptable deviation that an enterprise considered before
getting risks for pursuing organizational goals can be confirmed as a risk tolerance level
(ISACA, 2009).

Within the context of COSO definition, risk appetite can be stated as the amount of
risk which an enterprise is responsible to take for achieving organizational objectives,
mission, and vision. Two primary problematics are considered while identifying the risk
appetite of an enterprise as what amount of losses the organization is willing to accept for
chasing return and how much capacity the organization has for absorbing losses. Also,
risk appetite varies according to the industry and organizational culture of enterprises.
The risk appetite of an organization can be measured by taking into account of frequency
and magnitude metrics of risks (ISACA, 2009).
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Figure 1.12. Risk Map that Indicates Risk Appetite Bands (ISACA, 2009)

Risk map indicates the areas which are segmented as an opportunity, acceptable,
unacceptable, and really unacceptable for effective internal controls to take action if a risk
has over acceptable impacts on an organization according to the magnitude and frequency
levels of the risk. As a nature of diversifications between enterprises that depend on their
risk culture, there are no universally approved standards for risk appetite, so this indicator
ranges among the organizations.

From the aspect of information systems security, relative to the definition of the
National Institute of Standards and Technology (NIST), protection frameworks of
confidentiality, integrity, and availability or also known as the CIA triad of critical assets
and sources such as hardware, software, embedded computer programs or firmware, data,
knowledge, and communication routes are the indicators of how the organizations are
understanding and measuring risky events. Primarily, the policies and approaches in the
safeguarding of crucial assets can be observed and analyzed for recognition of risk
limitations of an organization in terms of confidential data will be disclosed in what ways
and to which authorities to explore how the controlling of management information
systems is being performed (Stallings, 2017). Within this context, the valuation of
information assets depends on both quantitative and qualitative assessments to measure
how the organization will be affected if there are possible adversaries which jeopardize
the confidentiality of critical info. Accordingly, the E-Government Act of 2002 (Public
Law 107-347) was legislated for emphasizing the critical importance of information and
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communication technology security, and as well Federal Information Security
Management Act of 2002 (FISMA) was warranted to task NIST for building standards
and guidelines in order to get awareness for the protection of information systems.
Correspondingly, Federal Information Processing Standards Publications 199 (FIPS PUB
199) were established by NIST in favor of framing the minimum requirements of
information systems security for managerial, operational, and technical controls. As a
matter of fact, the threshold values of risk appetite and tolerance limits, which refer to
information and communication systems, can be measured by taking into account the
standards which were recommended by NIST in FIPS PUB 199. In essence, the main
objective of this publication’s establishment is to categorize the information according to
the types of info such as private, medical, proprietary, financial, and sensitive which are
classified by organizational principles and policies in accordance with the legislative

framework (U.S. Department of Commerce, 2004).

Also, the information assets can be categorized according to their fiscal values with
defining the cost effects of adversaries to the organizations. In practice, data types of an
organization can be arranged in classes relative to their values as low or also known as
public, internal or also known as medium, confidential or also known as sensitive or high,
very high and restricted otherwise known as top secret or critical (UcedaVelez & Morana,

2015).
Table 1.1. Risk Mapping According to Asset Values of Information (UcedaVelez & Morana, 2015)

X =Risk Low Risk Medium Risk
0<X<2 3<X<5 6<X<8

In addition, observing the risk appetite and tolerance levels of an organization to

discover the elements of internal controls also assists to perceive the resilience capability

of information systems. The resilience capacity of organizations refers to cyber security
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can be defined through how much time is needed for convergence of the information
systems performance to the optimal and acceptable levels when unexpected events
emerge. The resilience potential of an organization shows the coping ability of
information systems when an adversary attack happens and preventive methods can not
be enabled to mitigate risk as well. According to the definition of the National Academies
of Science (NAS), resilience can be described as a system’s capability for adapting to
adverse circumstances by providing optimal recovery responses to reach the standard
efficiency levels with regenerating adequate performance. In practice, the resiliency
assessments of information systems can be performed with searching for the rate of speed
that shows how quick the recovery is provided.

1.3.3. Risk culture
The origin of considerations in risk culture was emerged because of fiscal scandals

in the United Kingdom and the United States which have important effects on the global
economy and markets in the 1990s and 2000s. Accordingly, the macro impacts of these
kinds of events have shaped the framework of the risk culture concept in enterprises by
two directions defined as top-down and bottom-up manner. The main goal of each way is
to engage with audit operations holistically. Especially, the strategic, middle, and
operational parts of managements in organizations have to set the risk tolerances and
appetites with interacting each other to reach the corporate objectives by structuring risk
culture framework in line with internal control and internal audit. This process starts from
the board of directors by appointing the responsibilities and authorities of employees for
respecting the main components of the risk culture frame in accordance with corporate
governance according to the top-down approach. In practice, the reviews and controls of
performance feedbacks are the basic missions of the inverse approach was mentioned
above as bottom-up. Therefore, the system should be designed in both two directions to
effectively consolidate internal audit and control operations with the framework of risk
culture and governance (Carretta, Fiordelisi, & Schwizer, 2017).

Correspondingly, organizational policies in security management of the cyber
environment frame and catalyze the development of behavioral awareness and codes of
ethics across the business functions among the employees for keeping safety precautions
of information systems in line. Therefore, understanding the organizational policies of
enterprises in cyber security systems through the discussions of how those policies can
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harmonize with security practices in information systems is essential for the
dissemination of cyber risk culture and awareness within the enterprises. Also, security
measurements with technical control infrastructures can be supported effectively by
setting organizational policies for building cyber security sense among the employees.
Pre system development phase of protective activities in response to cyber threats is
formed due to the security policies by classifying assets and distribution of
responsibilities to the system administrators and experts for an efficient reporting
mechanism when the information systems encounter unexpected cases. Also, the security
policies of an organization due to the cyber environment should be combined with the
industry standards. Data protection standards in the payment card sector in the United
States can be shown as an example for this case. In essence, the security policies, that
cover both organizational strategies and technical level practices, have common
objectives for the prevention and elimination of not only accidental cases but also
intentional acts which cause cyber threat factors. Natural catastrophes such as
earthquakes, flooding, fires, lightning, thunderstorms, tornados, hurricanes, typhoons,
and tsunamis can cause threat factors and transform into risks for entire parts of
enterprises including information technology systems as well. Business functions in
enterprises are coordinated and sustained by electronic mail mechanisms, voice over
internet protocol communication systems, and electronic data interchange structures
through information centers and servers with equipment and hardware such as computers
and mobile devices to provide processing and administration of organizational activities
by employees. Therefore, disaster recovery plans should be implemented to the security
policies of organizations to ensure business continuity in worst-case scenarios through
simulations, modeling approaches, practices, and testings. Fundamentally, information
and communication systems cover computerized structures, hardware, operating systems,
software, data warehouses, file directory systems, and network mechanisms. Also, those
components of information technology systems should be protected primarily by
precautions and policies because of their strategic and sensitive values for the
sustainability of business functions in organizations. For example, data server rooms must
be secured by climate control units through the backup of power supply with periodical
maintenance, or sensitive data are kept in digital warehouses should be restored in
alternative hard drives. Most importantly, critical business processes inside the

organizations can not tolerate any breakdowns or outages, so the enterprises take
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advantage of multi-synchronized data centers to overcome unexpected events. Enterprises
generate and derive an extensive scale of data and information in their daily activities and
if there are any losses or corruption in these assets, the business functions can be
deteriorated and the reputations of firms will be jeopardized with extra costs and reduction
of sales. So, in summary, emergency plans of organizations should be designed to ensure
the full protection of their critical data assets through backup applications and restoration
methods for providing maximum resiliency in information systems (United States
Government, 2021).
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Behaviour
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Behaviour Behaviour
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. Non
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Figure 1.13. Items of Risk Culture (ISACA, 2009)

In essence, risk management activities and methodologies provide enterprises for
adapting to unsteady conditions in terms of taking acceptable level risks. Similarly, a risk
culture with feasible practices can assist how to understand risks and be aware of them
through framing adequate behaviors for effective risk management and internal control.
Due to the diagram of ISACA, risk culture contains three fundamental elements as
behavior towards taking the risks, following policy, and negative outcomes. First,
behaviors about risk-taking demonstrate how much risk an enterprise can absorb and what
kind of risks it is willing to take. Second, behaviors related to policies show which scale
employees are complying with organizational principles. Third, behaviors refer to

negative results that display how an enterprise copes with losses or missed opportunities
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by learning from the mistakes by trying to adjust and improve or blaming each other
without exploring the root causes of the failures (ISACA, 2009).

1.3.4. Enterprise risk management
Organizations systematically have to cope with risks that threaten their critical

assets in both internal and external frames. In accordance, without having a risk
management outline it is not feasible to identify and control the uncertain conditions.
Therefore, a sense of enterprise risk management was developed in the 1990s to focus on
the diagnosis, assessment, and control of corporate risks. Also, this continuous process
was supported by the Committee of Sponsoring Organizations of the Treadway
Commission and the Sarbanes Oxley Act as the integrated framework (Olson & Wu,
2015).

Rapid technological developments in recent years demonstrate that encountered
risks in information systems can not be totally avoided, but could be declined with a
proactive manner by applying the risk management cycle which was offered by Kliem
and Ludin (1998). This process involves the identification, analysis, control, and
reporting stages of corporate risks to overcome ambiguous conditions. Particularly,
interviewing with executive management and information technology experts by
applying qualitative techniques such as Delphi, brainstorming, and system failure is a
probable way to identify risks related to technology (Olson & Wu, 2015).

As well, the control systems within the organizations are designed to shield the
unexpected and unacceptable risks with providing the compliance of legal and regulatory
bodies and legislative framework. Therefore, the internal control mechanisms have to be
fit with not only the enterprise risk management strategies for effective governance in
business processes but also the legal environment for satisfying the international
standards and complying with laws adequately (Pickett, 2011).

In essence, risk management processes in enterprises have to be dynamic and
adaptive as a result of varying conditions in the nature of the business environment,
because the risks which are encountered with uncertain events can not be totally
controlled, so the organizations should implement flexible and robust systems to provide
a maximum return with minimum losses. The alignments of organizational processes and
roles should be in harmony with risk management strategies for the improvement of the
resiliency and agility of business activities in a predetermined recovery period when
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enterprises incur uncertain events and risks. Naturally, the cycle of risk and control chain
in enterprises necessitates operable and efficient mechanisms for rendering the
multidimensional communication between organizational processes and employees
(Pickett, 2011).

The risk policies should be defined and arranged to provide complete awareness in
organizational activities to fully control and manage the risks in enterprises. The frame
of risk policies encompasses not only the protocols but also the workforces by enclosing
the roles with stipulated diagrams to indicate the coordinators, risk managers, controllers,
auditors, and activators through the sponsoring of board management. In practice, the
efforts in risk management are coordinated under the responsibility of the Chief Risk
Officer (CRO) who drives the activities proactively by both forming dynamic strategies
for risk policies and providing their integration into daily operations. In common sense,
the person who has the responsibility as CRO should meet the requirements of the task
unit as;

e Providing the adaptation of the board’s mission and vision philosophy into the
risk management systems

e Supporting the establishment of risk policies into the operations

e Obtainment of education and seminars to improve organizational culture and
awareness

e Installation of risk management practices all over the organization with
convenient techniques and tools

e Assuring for prompt reaction to changing business conditions and new types of
risks with ongoing approaches

e Setting up reporting mechanisms for assisting the board management to review
internal control activities

e Searching continuously for up to the minute technologies to develop optimal
information and communication systems within the organization (Pickett, 2011)

Due to the roles of CROs and experts in teams, the risk policies are designed for
providing synergic governance models through connection mechanisms between the
business activities and employees in enterprise risk management. First, the definition of
risks and statement of the mission is considered for the effective interrelation between the

board management and employees for integrating risk management strategies into the
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enterprises. The parameters of risk appetite and tolerance for the understanding of an
organization’s approach to acts of risk-taking or preventing are determined in respect of
risk policies. Also, in terms of risk policy, the authorities and responsibilities of internal
and external audit experts are described in detail for risk-based assessment, reporting, and
monitoring systems to demonstrate an organization’s resistance level to risks objectively
and independently by taking the guidance of corporate governance codes. Concisely, risk
policy includes a clear, compact, and lean framework of the organizations’ approaches,
techniques, actions, and positionings of risk management strategies through the definite
message of board management. Particularly, the practices of risk strategies highlight and
mentor how to put the policies into force and catalyze their activities in enterprises. In
essence, the risk management policy covers the outlining of governance structures in
relation to board management, the comprehension of policies to express the requirements
for legislations with the benefits of composing the risk management strategies, framing
the risk tolerances, appetites, and threshold ranges for providing organizational
perception with awareness of risks and ensuring the applicability of policies by setting
and presenting the organizational duties to the experts (Pickett, 2011).

In practice, enterprise risk management (ERM) is accommodated through the
enlargement of risk management strategies and approaches within the organizations. In
essence, there are five key activities for determinants of ERM in projects from the aspect
of internal audit which are described as settling a surveillance system, prescribing a
common framework for corporate code of conducts and ethics, marking business
processes and risks, installing organizational goals and assessing the proficiency of risk
management applications. In order to reach an overall audit structure, the practices of
ERM models are enriched with performance measurement systems by the addition of
strategy and key performance indicators (KPI) besides of objective which is the major
factor in risk management. Therefore, risk management approaches are advanced with
performance measurement applications in the part of strategic planning processes for

activation of ERM models in organizations (Pickett, 2011).

1.4. Corporate Governance
Primitive formations of corporations were occurred in the early history of the

Roman Empire in order to coordinate cities, territories, and educational institutions. The

main goal of these corporate bodies was to assist the construction of rules for organizing
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colonies and states. Later on, corporations’ role transformed into acting as merchandising
establishments in the early period of the sixteenth century. In the current state, ownership
structures are based on two main types of corporations as private and public enterprises.
Two forms of business existences differ from each other according to jurisdictions,
stakeholder attitudes, governance methods, and the cultural atmosphere of countries
(Shailer, 2018).

Conceptually, the grassroots of governance came on the scene as the controlling
and management methods of organizations were initially described by Sir Adrian
Cadbury. Inherently, organizations have common goals are defined as the
accomplishment of business objectives and performance targets established by board
managements. Nonetheless, the organizations have to operate their business functions
adequately with referring principles standards, rules, legal and policy frameworks to
measure and assess the performance in a planned and defined structure. Therefore, the
organizations require governance codes and policy frames for ensuring integrity,
openness, and accountability in business functions with providing a balance between
performance and conformance (Pickett, 2011).

The coordination of operations, processes, frameworks, and systems in harmony
with controlling and management activities which have major roles in business continuity
for value creation and distribution to stakeholders is defined as corporate governance.
Extensively, corporate governance as a term covers the liabilities and strategies of
enterprises relative to the principles and practices of governmental organizations,
legislative bodies, sectoral associations, special interest groups, shareholders, suppliers,
and customers through the adaptation of internal business functioning systems and
contributors by taking into account the risk and performance management structures,
directors, managers, and employees. Feasibly, there are two leading corporate governance
models which are taken in place as principal-agent and pluralist approaches by the board
managements of organizations. From the point of principal-agent aspect or also known as
Anglo American model, shareholders delegate their authority to management for
controlling business operations and taking decisions for investments. In such this model,
managers can be considered as agents who have full accountability to execute and
coordinate business functions on behalf of shareholders who can be discussed as
principals. However, this mindset may cause issues like conflict of interests which can be

observed when agencies do not take actions entirely consistent with the principal’s
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interests. From the point of pluralist and also known as the multistakeholder or European
model the interaction and governance between shareholders and business functions of
corporations are provided with multilateral manners as stakeholders who can be defined
as shareowners, creditors, employees, staff members, suppliers, purchasers, and formal
institutions can both affect and be affected from corporations’ operations and
management approaches. In regards, corporate governance practices are expressed from
the aspect of the pluralist model through the recognition of the shareholders and
employees as the main owners of enterprises relative to directors and managers. Also,
there is a frame of mind to classify the multistakeholder model as preferable due to ethical
norms because of the commitment level to corporate social responsibility and citizenship
values in comparison with the principal-agent perspective (Shailer, 2018).

As well as to above mentioned major corporate governance models, stewardship
theory was proposed that corporate governance structures can be designed in respect to
the ethics aspect which formulates the responsibility of managers and employees for
ensuring the effective control and utility of organizational resources in operating of
corporate assets. The affiliation of the pluralist model with stewardship liabilities includes
extensive series of interests to mechanize the corporate governance mentality through the
value criteria of social responsibility and organizational commitment compare to Anglo
American type. Besides these approaches, resource dependency theory was systematized
for focusing on the board managements’ roles to manage the organization’s internal
sources and external requirements effectively. In addition to these methodologies,
transaction cost and political theories were designed to understand the macro factors
which cover legislative, economical, and political aspects of the corporate governance
practices with the combination of organizational activities are enclosed in the micro
environment (Abdullah & Valentine, 2009).

Briefly, the theoretical models of corporate governance are mentioned above have
the common goal to synthesize ethical and moral codes of organizational behavior with
operational and managerial activities for providing continuous improvement of value
creation and sharing to stakeholders as well as customers. In essence, the segregation of
right and wrong attitudes in enterprises is defined by business ethics through corporate
culture and the management which are framed by employees, intellectual capital,
shareholders, and board of directors. Therefore, the proposed corporate governance

models, which are harmonized with ethical and normative values, formulate and architect
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the composition of employees, management board, independent audit commissions, and
the role of senior administrations. Correspondingly, the transformation of corporate
governance methodologies into practices is broadly dependent on collective relationships
rather than process-adapted approaches in actual business conditions. In detail, critical
parts of the large-scale external environment such as regulatory, social, political, cultural,
economic, and technological concepts and perceptions have impacts on internal activities
and corporate governance applications of enterprises. Hence, the operational and
managerial dynamics of enterprises are interacted by internal and external business
environment events and developments as strategic partnerships between firms, mergers,
and acquisitions, startups, and innovations in information and communication
technology. As well, the scandals, corruption, and fraudulent acts are observed in cases
as the fall down of Enron and the collapse of Lehman Brothers have effects on corporate
governance practices of organizations (Abdullah & Valentine, 2009).

However, the proposed theoretical framework of corporate governance models
have also weaknesses in the definition of complexities in dynamic and changing business
circumstances. Especially, the enhancement of the critical significance of data and
information assets relative to technological developments adds up novel inquiries and
assumptions for the philosophies in order to modify corporate governance models in the
theoretical framework.

1.4.1. Common body of knowledge
In explanation, the Common Body of Knowledge (CBOK) expresses the minimal

level of competency for an expert to perform effectively in the internal audit profession.
Internal audit experts steadily engage in fields where they can achieve particular and
professional skills through improving their knowledge. Correspondingly, the effects of
sectoral developments and technological shifts transform the expected proficiencies and
knowledge which are gained from industry-specific legislative environment involve an
extensive range of subjects for both general and individual practices in enterprises. Also,
this situation causes common problems for internal auditors as in which field they must
have professional skills and what knowledge they need to have and develop. Foremost
internal audit expertise fields had been introduced by accustomed auditors, before the
years of information and communication technology which involves internet and web
services were prevailed. Nevertheless, in essence, the least possible set of internal audit
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knowledge essentials couldn’t have been recognized through a precise frame since the
concept of the audit was presented as practice. In that matter, there has been no certainly
adapted CBOK for the specialists of the internal audit profession. In this context, the
absence of a clear CBOK was pointed out by Willliam G. Bishop had been performing as
president of IlA between 1992 and 2004, for the experts who practice internal audit
processes. Accordingly, in respect to the efforts of Bishop, the research studies were
launched by 1A for the need of a clearly framed CBOK. Basically, a minimum level of
competency required for performing effectively in a profession is defined as the common
body of knowledge (CBOK). For example, a CBOK was published by Bank
Administration Institute (BAI) for risk management professionals who are serving in the
banking industry. As a matter of fact that risk management is discussed as a critical area
requiring a broad scale of knowledge through the need for a CBOK to describe
proficiencies and expectations for banking specialists who concentrate on this field.
Correspondingly, in place of covering all the info concerns that an internal audit
professional is needed to be viewed as an expert in this career, the focal point of CBOK
is to define the minimal knowledge required for any professional in this discipline to serve
effectively. Although, the initiation of CBOK refers to internal audit is feasible for
creation of awareness in professional sufficiencies for practicing, the concerns of funding
and taking interest to this subject cause problematics that internal auditors suffer. Also,
there are different issues relative to the information technology and its expertise fields
because of the agilely varying nature of the digital environment. For instance, an 1T-based
CBOK was established by the attempt of the Institute for the Certification of Computer
Professionals (ICCP) to develop its own professional set of knowledge, but the
framework couldn’t be entirely launched as a result of IT processes are moving more
rapidly than any professional or team is able to define and document (Moeller, Brink's

Modern Internal Auditing: A Common Body of Knowledge, 2016).
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The formations of CBOK documentation diversify relative to what profession an
institution targets to develop in which minimal knowledge they need to frame either by
general outlines or detailed explanations. For an instance, the Project Management Body
of Knowledge (PMBOK) has been established by Project Management Institue (PMI) to
define a required set of information for the professionals who are planning to continue
their careers as project managers. This example of CBOK that PMI has been publishing
describes all required parts of project management processes as inputs, methods, tools,
and outputs as well as how to link this set of knowledge with business applications. In
this context, a set of professional knowledge with general management discipline and an
understanding of practices are needed to improve internal audit capabilities.
Progressively, the role of internal audit as a profession has been derived from assisting
accounting operations with computative verifications in terms of evaluating internal
controls. Fundamentally, competency as a term covers the information, qualifications and
behavioral skills are required for performing effectively in an authorized role. To make
sense of this assertion, a comprehensive schema for the internal audit profession was
established by I1A to demonstrate how basic competencies refer to each other.
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Figure 1.15. The I1A Global Internal Audit Competency Framework (Rose, 2015, p. 5)

Epistemologically, according to Confucius who is a Chinese philosopher, people
who aim to acquire true knowledge should identify what they know and don’t know. In
this context, professional ethics has the maximum score in all of the core competencies
due to the international practitioner survey of CBOK which was carried out by researchers
of 11A in 2015 to provide self-assessment to internal auditors relative to their key abilities
and personality skills (Rose, 2015, pp. 9, 10).

In essence, both personal and technical skills are needed to enhance a sustainable
career in the internal audit profession for contributing to value-added activities and
assurance of risk management functions. Purposeful talent development plans are
required for achieving additional improvement in industry-specific capabilities. In
practice, the functions of internal audit are kept up with not only daily operations are
performed by technical abilities but also strategic thinking is established through critical
reasoning or known as the analytical understanding of social relations via personal skills
(Rose, 2016, p. 1).
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Figure 1.16. Seven Skills Which Chief Audit Executives Want (Rose, 2016, p. 2)
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According to the findings of the Global Practitioner Survey of CBOK 2015 which
is the greatest open-ended study of internal auditors worldwide, analytical thinking and
communication surmounted the other five skills when the chief audit executives (CAES)
had been questioned to decide on the major five competencies while hiring and building
in their internal audit crew. By reason of the survey results can be determined as analytical
thinking and communication are shown as personal skills which gather every other part

of the competency set of an internal auditor to realize audit practices (Rose, 2016, p. 2).
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Figure 1.17. Which Skills CAEs are Searching For While Recruiting or Building The Most In Their
Internal Audit Department? (n=3,304) (Rose, 2016, p. 3)

Technical skills are covered by major five components are shown in the graph as
accounting competencies for how to assess financial reporting controls, risk management
assurance for how to function risk-based audit with providing continuous improvement,
and information technology capabilities to evaluate business and IT processes through
performing audit role, industry-specific knowledge for providing assurance, strategic
reviews, and consultative services, data mining and analytics for simplifying the
functioning processes of efficiency and effectiveness assessments of audit operations
(Rose, 2016, p. 2).
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1.4.2. Committee of sponsoring organizations (COSO)
In 1985, the Committee of Sponsoring Organizations of the Treadway Commission

(COSO) was established to promote the pointers as opposed to the corruption in fiscal
reportings of both private and public enterprises for auditors. In consideration of this,
COSO has an advisory role on the internal control frameworks of enterprises for fulfilling
the financial reporting obligations by constructing risk management models (Tipton &
Krause, 2007).

In 1992, a framework was organized to provide the elements and principles of an
effective mechanism for internal control operations in enterprises defined as the
Committee of Sponsoring Organisations. Initially, it was not covered with formal
standards and legal procedures, then it was modified to risk assessment operations for
internal controls of external auditors which were accepted as one of the key factors for
Sarbanes-Oxley Act (SOX) compliance. But, this set of rules shows some weaknesses in
reflecting the technological shift in industries since it was first designed. As a result, this
management tool was enriched with up-to-date approaches, information technology
management, and governance in May 2013 (Moeller, 2014).

The items of internal control are formed by risk assessment, reporting, and
monitoring functions. Following a similar logic, the control of information technology
operations is executed by the guidance of COSO through the items of the internal control
frame for reaching the root causes of problematic situations. Integrally, the role of internal
audit steps in scheduled reviewing of abnormalities is identified in internal control items.
Most commonly, the multi-dimensional approach of the COSO internal control
framework is used with three-axis as X, y, and z for profiling the relationships in

organizations (Moeller, 2014, p. 107).
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Figure 1.18. COSO Internal Control-Integrated Framework Principles (COSO, 2013)

Entirely seventeen principles, which are established into the framework, are
mentioned through details in the stage of internal control, for reaching maximal

effectiveness in internal control processes which have interactions between each other.
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Figure 1.19. Control Model 3 (Pickett, 2011, p. 104)

The role of internal audit, which is related to quality metrics, is described in the
performance standards of 1A and ISACA for the professional practices. Mainly, six
performance standards are considered under the part of managing internal audit activity
which is coded under 2000 series with subtitles that are denoted as 2010 refers to planning
that is framed by 2010.A1 is named as annual risk assessment and 2010.C1 is termed as
acceptance of consulting engagements, as well as 2020 pertains to communication and
approval, 2030 relates to resource management, 2040 addresses to policies and
procedures, 2050 belongs to coordination and 2060 connects with reporting to senior
management and the board of directors. Internal Audit activities must be controlled
effectively by CAEs to ensure that these activities are adding value to the organization
(Moeller, 2010, p. 69). Particularly, risk-based plans must be developed by CAEs for the

determination of the primary concerns of the internal audit role and precisely showing
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that these priorities are consistent with organizational objectives. The establishment of
risk-based plans is executed by the board of directors and senior management by taking
the guidance of the CAE to understand what the organization’s major goals, Strategies,
and risk management approaches are. In practice, the adjustments and reviews of risk-
based plans should be conducted by CAE in terms of reacting to alterations in the
enterprise’s risks, policies, processes, systems, performance, and controls (Zain, 2019, p.
10).

Achievement of the Consideration
objectives and

Conformation  with Perception of the

liabilities which are standards code of ethics

stated in the internal
audit charter organization

Figure 1.20. Value Added Effective Internal Audit Activity Management

Feasibly, enterprises require a formally defined framework for internal control
systems, and I1A Performance Standard 2120.A4 forms a set of organizational guidelines
for the auditors to actualize the assessments of control activities. Also, these criteria
provide the enhancement of the control framework within the organizations by taking the
assist of the COSO control model which contains monitoring, communication,
information, risk evaluations, control activities, and environment. In essence, the basis of
this model is a controlled environment that shapes the types of management’s doctrines
and thoughts for business activities, assignments of task roles, authorities, and
responsibilities in line with behavioral norms, competence, and ethical perception of
employees. In the second level, risk assessment of the control environment is needed for
the identification of prior and related risks with the approaches of how the risks will be
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managed which have impacts on predetermined achievable corporate objectives.
Principles, procedures, policies, quality standards, and duty classifications are designed
for the stipulation of management’s philosophy with the guidance of internal audit
functions to ensure the steady performance improvement of enterprise and protection of
organizational assets in control activities. Information and communication systems
provide required data in organizations for employees to carry out their tasks, authorities,
and responsibilities in a defined time range. Generated data from both internal and
external sources is provided for business flows cross-functionally through the information
and communication mechanisms as down, up, and across in organizations for decision
making, governance, and reporting. Holistically, the data generation, storage, and
processing systems should be executed in harmony with management’s philosophy,
expectations, and corporate objectives with a clear definition of task units, organizational
roles, and responsibilities in the control environment within the organization. Further, the
enterprises need to have effective interaction with exterior customers such as regulators,
suppliers, subcontractors, and vendors for a complete governance mechanism.
Necessarily, monitoring infrastructure is designed in coordination with enterprise data
management, internal audit, and control systems in business utilities. Therefore, inherent
monitoring mechanisms are responsible for the evaluation of the overall performance
quality in organizations by taking the support of information and communication systems
for the isolation of ineffective activities as a core responsibility to sustain and detect the
consistency with organizational culture, goals, plans, and policies. Briefly, the proposed
model of COSO is the dynamic and applicable guideline that embodies the
methodologies, approaches, and practices for how board managements express their
assessments of internal control activities at the corporate level. There are five leading
questions in the frame of COSO for enterprises (Pickett, 2011, pp. 104, 105, 106, 107,
108).

e Does the enterprise have the valid principles to control the business functions?

e Does the enterprise perceive the risks which can halt the controlling activities

within the organization?
e Does the enterprise integrate convenient control processes for drawing attention

to the risks in the business environment?
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e Does the enterprise have the capability for monitoring how the business activities
are being controlled?

e Does the enterprise have an optimal mechanism for controlling strategy of data
flow and interaction is being driven with bottom-up and top-down approaches in
business flows?

All these five key questions are respectively defined due to the control model of
COSO through the items which are explained as control environment, risk assessment,
control activities, monitoring, information, and communication systems. Subsequently,
the assessment of the quality level of answers to these inquiries partly shows the
accomplishment degree of control objectives inside the organization (Pickett, 2011, p.
108).
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Figure 1.21. The Control Model of COSO (Pickett, 2011, p. 105)

Factually, the COSO mindset pays attention not only to the financial reports or
fiscal cases but also to the values, assets, and complete mechanisms in the functioning of
enterprises. In order to develop this framework, the Canadian Institute of Chartered
Accountants (CICA) established criteria of control (CoCo) implementation to combine
every single item of the business environment for evaluating the interrelations between
each other, because control factors should be reviewed in the whole structure which
contains behaviors, beliefs, attitudes and ethical values of employees with principles,
standards, policies, governance and compliance systems. In essence, two major functions
of control mechanisms are remarked as determination and alleviation of risks in CoCo.

First, according to the instructions of CoCo, assessments of control activities’
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effectiveness should be coordinated under the authority and responsibility of the chief
executive officer with a complete manner that covers all parts of the organization. Second,
the assessments must embrace the reporting outputs for the board management and the
assessment cycle should be observed, analyzed, and detected regularly to provide ongoing

improvement (Pickett, 2011).

Purpose
Monitoring and Learning Commitment
Action g
Capability

Figure 1.22. The Model of CoCo (Pickett, 2011, p. 110)

The criteria of the control model initiate with a clear and precise definition of the
purpose statement which is the outcome of corporate objectives, strategic goals, mission,
vision, plans, policies, performance metrics, and targets. Therefore, setting objectives for
the future direction of the organizational activities in control environment provides the
driving force for the performance of employees. As well, the relationship between control
and performance parameters designates how an organization gauges and manages the
effectiveness and efficiency of business functions. The characteristics and values of
enterprises form, affect and obtain the commitment and motivation of employees inside
the organizations. Especially, the enterprises need to structure their qualitative and
intangible assets to fit with control systems to attract the attention of employees for both
ensuring mutual trust and feeling themselves as parts of the organization’s culture. After
the clear definition of corporate objectives and implementation of organizational
awareness for loyalness of employees, the knowledge, skill sets, tools, equipment,
wisdom, information, and communication systems are needed for the execution of

controlling function. Therefore, the efforts in control activities are sourced and supported

47



by the capability of processes and employees with taking into account their sufficiencies,
competencies, experiences, and behaviors through fair and objective policies and
mechanisms to be able for assessing risks and securing the control systems. Furthermore,
capability should be supported and guided by education, conferences, seminars and
technical training for the integration of continuous improvement approaches into
organizations. Later on, these conditions are being accomplished the action part of the
model will be activated for the assurance of business activities are being controlled within
the organization. The final process of the cycle is monitoring both the internal and
external environment by learning from the cases and observations in harmony with
controlling functions systematically. Elaborately, the criteria of the control model propose
monitoring mechanisms for performance feedback of employees, the effectiveness of
business processes, and reconsideration of information and communication systems in

accordance with governance norms of enterprises (Pickett, 2011, p. 109).

1.4.3. Sarbanes Oxley Act
The protection of investors adversely to the defrauding, unfair, makeup, and tricky

actions in fiscal statements are required because of financial scandals such as Enron
Corporation and WorldCom which had impacts on the reliability of investing
environment around the globe. Therefore, in response to prevent these actions Sarbanes-
Oxley Act (SOX) was put into force also known as accounting reforms for the protection
of investors’ rights by the United States (U.S.) Congress on July 30, 2002, with the main
goal of detecting and blocking the financial frauds in statements (Vay, 2006, p. 1).

The authorization of revisions, which assists in recovering the financial statement
reporting and acknowledgments, was established by SOX to minimize the unethical
attitudes and illegal acts in accounting practices. Also, the internal control functions over
the financial reporting systems were enhanced by SOX with the settlement of modified
standards and punishments to mitigate deceitful activities in recording and disclosure of
accounting information for improving the reliability and accuracy of financial statements
in compliance with international frameworks. Affirmatively, the interaction and
collaboration between the board of directors, managers, and auditors were intensified
through new principles and procedures in financial reporting and internal control
(Defond, 2005, pp. 5-30).
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The guidelines and regulations were enacted by SOX have a role in internal control
mechanisms for measuring and assessing the effectiveness and efficiency of financial
reporting structures through auditing the reliability and accuracy of the information on
fiscal statements (Koehn & DelVecchio, 2006, pp. 14-19). Especially, the main role of
internal auditors had been altered to ensure how the internal controls are being efficiently
functioned in accordance with outputs of financial tables are generated from information
systems with taking in place the external audit for validation of the data that is shown in
fiscal reports based on investment and business decisions of board management.
Therefore, the confidentiality, integrity, and availability of data must be called into query
through information systems in harmony with internal audit functions, if internal control
activities are not being performed in compliance with guidelines that were established by
SOX. In addition, the standpoint of the Sarbanes Oxley Act emphasizes the critical role
of professional qualifications and abilities of auditors to promote objectivity for the
evaluation of internal control processes through using their independent judgments.
Similarly, in current business conditions, the concerns of internal controls over fiscal
reports are related to information technology governance beside corporate governance. In
essence, settling guidelines and standards for effective governance practices, which
embodies entire organizational activities, is a critical factor for shareholders to rely on
enterprises. Sarbanes Oxley Act was passed for countering the fraud cases in financial
operations and management activities to reconstruct the confidence of investors in public
markets of the United States which were also influenced by deteriorations of corporate
governance practices as side effects of fiscal manipulations in enterprises. Furthermore,
information technology governance methodologies and practices were affected by SOX
because of the modifications in requirements which depend on internal controls.
Benchmarking of activities related to managing risks, accomplishing compliance, and
governing standards for continuous improvement were activated and catalyzed after SOX
to frame both corporate and information technology governances for providing effective
relations in the international business environment between nations and enterprises. For
instance, Australian Standard for Information Technology Governance AS8015 was
issued by Standards Australia International (SAI) in the matter of organizing information
systems relative to corporate governance for supporting the consulting activities of
information technology audit. In this context, the guidelines of SOX cover

accountabilities of enterprise managements for internal controls in sections 302 and 404.
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The chief financial officers or the personnel staff who perform related functions should
authorize the responsibilities of corporate management to effectively outline and retain
internal control processes according to section 302. In essence, the requirements of
section 302 were constructed to cover the company managements’ role in internal
controls with not only financial reporting function but also adapting procedures and
frameworks for controlling processes. Correspondingly, two elements of internal controls
were marked in section 404 as the responsibility of enterprise and certified public
accounting firms. Internal control reports are encompassed by remarks to sustain and
develop adequate controlling principles and frameworks to validate financial statements
through the accountability of corporate managers. Categorically, the assessments of
managements for the adequacy of internal controls over financial reports through
establishing and periodically monitoring the guidelines should be evaluated by external
auditors with reviewing the affirmations of disclosed results on financial reports.
Therefore, authorized auditors’ mission is to make assessments of the discussions on the
internal control reports which are prepared under the responsibility of enterprise
management. Additional regulations and procedures were issued by the Securities and
Exchange Commission (SEC) and Public Company Accounting Oversight Board
(PCAOB) for clarification of SOX through taking the support of the private sector. In this
context, internal control efforts of enterprises were enhanced through in-depth guidelines
which were established by SEC and PCAOB to supplement the framework of SOX. In
the current business environment, the financial reporting processes are being conducted
by the involvement of information technology systems. In particular, the effects of SOX
can be observed on information technology governance as well as internal control over
financial reporting to review risk management and compliance parts of corporate

governance (Cuong, 2007, pp. 1-5).

1.5.  Cyber Security
From the beginning, security as a term puts in all kinds of systems in the life cycles

of organizational activities to ensure the business continuity of enterprises. Deductively,
from the standpoint of nations, industries, and enterprises, the official experts in system
management have the responsibility to provide safe conditions through security policies

with protection planning to support the sustainability of economic and business activities.
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Fundamentally, assuring the confidentiality, integrity, and availability of assets
concerning cyberspace is described as cyber security (Ryder & Madhavan, 2019, p. 2).
The security side of cyberspace accompanies with the need for a defensive mechanism to
enforce the cyber attacks. In other words, the main purpose of security systems in
cyberspace is to ensure the safety of assets from both physical and digital damage.
Therefore, cyber security term covers the precautions, resilience, and robustness of a
system to the cyber threats and vulnerabilities. In relation to this statement, the main
objectives of cyber security are defined as inhibiting cyber attacks, minimizing
vulnerabilities and damages with optimizing the recovery time according to the United
States Cyber Space Strategy documents (Westby, 2004, pp. 2-3).

According to etymology, cyber security expression had found a place in the
nineteen sixties. In these years, communication security term was pervasive, then over
the 1970s, when the computers seem, the concept of computer security came out. Later
on within the 1980s, threats such as Morris Worm and Cuckoo’s Egg showed that the
computers connected in a network were the main targets of malicious attacks. The
intervention of both network communications and computers was realized in such these
events and so, a sense of information security impressed (Kesetovic & Putnik, 2013, p.
217).

Due to the cyber risk concerns of the industries and enterprises, the applicative
methodologies for security structures in information systems have been developed and
adapted to counteract the adversary types which are sophisticated, well-sourced,
motivated, and covered in advanced persistent threats have strategic targets to extract data
from critical infrastructures of nations and organizations for malicious intentions. For
example, to diagnose and prohibit cyber intrusion attacks, a framework is designed by
Lockheed Martin as the unit of the intelligence-based defensive systems which is called
cyber kill chain. This model proposes a process through sequential activities for the
identification of which phases cyber-attacks should achieve according to reach their
objectives. In practice, the chain of intrusion activities is broken by cyber security
cautions and preventive actions through stopping adversaries at any step of the model.
The killer chain model is fundamentally structured on the principles due to the definition
of the defender’s objective via perceiving the intruder’s acts and provision of intelligence
through the perception of adversary type with detecting the complete success of attackers

that is dependent on the proceeding of steps in cyber Killer chain model from one to six
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then reaching the final phase. Correspondingly, the stages of the cyber killer model are
respectively classified as reconnaissance, weaponization, delivery, exploitation,
installation, command with control, and actions on objectives. From the start of the model
as a reconnaissance step, according to the adversary side, the planning of the intrusion
activities is constructed by attackers who conduct researches to get which targets will
make them possible to accomplish their intentions. This stage covers activities such as
gathering email addresses, identifying employees by using social media networks and
discovering network servers. From the defenders’ side, identification of recon can provide
to reveal the purposes of the adversaries after the fact. The methods for discovering the
intrusion acts in the reconnaissance stage are collecting visitor logs from websites that
were visited in history for controlling and alerting, working with web administrators
collectively to take advantage of browser analytics, developing detection applications for
browsing conducts particular for reconnaissance and arranging defense systems around
unique technologies and employees whose main objectives are detection of recon
activities. The preparation and organization activities of the adversary attempt are
discussed in the weaponization phase of the model. In this stage, the weaponizers who
have the capability to operate in house, public or private channels are coordinated by
attackers through the selection of decoy documentations for delivering to the victims with
file-based exploits. After that, selection of embedded backdoor, relevant command and
control infrastructure with labeling the mission of operation through implanting specific
identification code into the malware is systematized. Later on, the weaponization phase
of the attackers’ side finalizes through command with the compiler of the backdoor by
weaponizing the payload. From the defender side of this phase, the probability of malware
identification by detecting is relatively low when an adversary happens in real-time and
because of this reason, the defenders figure out the issue by analyzing the malware
prototypes. Also, the methods to defend the system in the weaponization stage of the
cyber-killer chain model are lined up as analyzing entire malware types, building
detection mechanisms by searching for new scenarios and payloads because they can be
used as toolkits of attackers, scrutinizing the time frames such when malware was
invented and used, accumulating relevant data and folders for future analyses, discovering
which weaponizer artifacts are taking place in common with advanced persistent threats
campaigns through exploring that they are extensively deployed or intentionally held.

Malicious emails, malwares on universal services buses, social media accounts, and
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websites are covered with watering hole attacks are transmitted by adversaries to the
targets such as data and web servers for launching the intrusion acts, according to the
third step of the model which is called delivery. Inversely, blocking of such kind of
intrusion attempts is stepped in delivery stage with measuring the effectiveness of the
defending systems as searching for the ratio between realized and blocked adversaries.
Exploitation for vulnerabilities in server-based systems, software, hardware, or human
conduct is aimed to achieve through malicious emails and links with exploit codes as
zero-day for access to the victims in the fourth phase of the model. When victims open
attachments of those emails and links, the exploit codes will be activated and injected into
the systems. Technical training and coding educations with email testing for enterprise
staff, web developers, and users to enhance organizational awareness, scanning the
information systems for vulnerability detection through penetration testings and
executions of shellcodes, auditing digital processes legislatively to discover the root
causes of exploit attempts are the methods which defenders apply to counteract the
adversaries in this stage. The fifth step of the model is called installation for intending
establishment of beachheads in systems and in order to achieve this goal the backdoors
are placed in an information technology environment through installing web shells on
web servers and adding autorun keys into services to keep access with victims for a
planned time period by adversaries. Implementation of host intrusion and prevention
systems through endpoint tools for observing, detecting, recording, and logging
operations of installation paths and extraordinary folder generations are operated and
executed by defenders to get compiling stages of malwares for blocking and inhibiting
the adversary attacks. According to the sixth stage of the model which is named as
command and control (C2), the victims are exploited remotely through command
channels like web, domain name systems, and email protocols which are initiated by the
malwares for the objective of enabling adversaries. If commands can not be released by
attackers, this phase is the last opportunity relative to defenders for cutting off the C2
channels in terms of preventing the effects of adversaries, Auditing C2 channels with
malware analyses, solidification of networks by reinforcing network nodes, adjusting
systems for blocking of C2 protocols on web proxies, prohibition of hosts by applying
domain name services sinkholing technique when the system requests for trying to
connect with undesired malicious domains and attending researches for exploring new

attack types in C2 channels. The occurrence probability of intruder acts purely depends
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on who is on the system and using such devices as keyboard or mouse. If the adversaries
reach the seventh stage of the model which is defined as actions on objectives to
accomplish their missions. Therefore, if the attackers can leap over the first six stages of
the model, interruption of information systems through collecting and overwriting of user
data and credentials for undermining cyber security and technology infrastructure is
fulfilled with a possibility above the level of critical threshold. From the defenders’ side,
the impacts of adversary events are assessed by the engagement of management with
updated plans and simulations of such activities which have damages to the information
system environment. In summary, the cyber killer chain model which is established and
developed by Lockheed Martin supports the cyber security systems of organizations in
the identification of intrusion scenarios and patterns through agile and resilient defending
mechanisms for adapting the information technology infrastructure to the upcoming

adversaries (Lockheed Martin Corporation, 2015).

Analysis Detection  Synthesis

Figure 1.23. Earlier Phase Detection (Hutchins, Cloppert, & Amin, 2012)

Global Cyber Security Index (GCI) which is a compound indicator was established
in 2007 by International Telecommunication Union (ITU) for evaluating the adherence
of 193 ITU affiliate countries to cyber security standards according to five pillars as legal,
technical, organizational, capacity building, and cooperation to enhance awareness in
cyber security. The main purpose of ITU by launching GCI is to develop governmental
strategies for implementing a universal culture through sharing of data and information
across industries to promote organizational culture and awareness in enterprises. In
essence, the computational model of GCl is based on 25 designators clustered in five sub-
indexes to measure the improvements in the commitment of cyber security in nations

through motivating them to promote their rates by recommending strategies and
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applications relative to identified weaknesses. Correspondingly, legal pointers which
consist of measurements are based on the frameworks relative to cybercrime and security
regulations of legitimate institutions. Computer Incident Response Team (CIRT),
Computer Emergency Response Team (CERT), and Computer Security Incident
Response Team (CSIRT) are the organizations that provide measurements are based on
the framework for technical standards to diagnose, safeguard, counter and control cyber
risks through advancements of cyber security practices. The measurements are depending
on coordination between institutions that build policies and governance models to design
and integrate the strategies related to cyber security covered by organizational metrics.
Capacity building indicator covers the measurements formed on the presence of
accredited professionals, research and development initiatives, technical training, and
educational programs to encourage the understanding of technology and cyber risks for
improving appropriate principles, regulations, policies, and strategies for nations. The
indicator in terms of measuring the cooperation metrics is based on intelligence and
sharing of information related to cyber threats and risks through attack scenarios with
how to react, mitigate and defend. Those five stated fields are combined in GCI by
industry experts for proposing a feasible assessment of cyber security culture at the
national level. In practice, political, economical, and social organizations should
cooperate with each other at the international level because dialogue and coordination
improve the governance structures for entire applications of cyber security. As a nature
of cyberspace, threats and risks have global impacts and emerged independently from

national borders or industrial specifics (ITU, 2018).

1.5.1. Cyberspace
Etymologically, the breakthrough of cyber as a term was initially proposed by

Norbert Wiener with the usage of expression in cybernetics. Then, in 1982, a short fiction
was created by William Gibson with the name of Burning Chrome for gathering attention
to computer-generated virtual reality (Fourkas, 2002, p. 424). Later on, William Gibson
coined the definite concept of cyberspace which has become popular since this term had
been mentioned at first in Neuromancer’s novel of himself (Mehan, 2008, p. 25).
Linguistically, cyberspace was consisted of two words as a compound noun phrase like
cyber was derived from Greek terminology which expresses kybernetes in similar with
the meanings of the pilot, governor, and ruler as well space was originated from the
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French word which means basically area, field or complicatedly extension of three
dimensions. The origin of the cyber term also refers to cyborg which defines a human-
machine integration that can be designed and provided through the connection of human
and technological environment. The developments in information and communication
technology (ICT) started up the discovery of the World Wide Web (WWW) in 1989
which provides access and exploration through utilizing graphical user interfaces, nodes
of network structure, and connections that cover a set of data, visuals, and multimedia
elements. Then in the 1990s, users and researchers tended to concentrate on Internet while
they are speaking of cyberspace. Particularly, the innovations in cybernated and mobile
systems provided the independence of the digital market environment as well as
hardware, software, and virtual reality platforms through the enhancement of network and
communication processes are related to the Internet for public and private enterprises in
both service and production industries (Fourkas, 2002). Furthermore, the critical value of
information-based systems exponentially has grown since 1995 when the deployment of
the National Information Infrastructure (NII) was accelerated by the United States
Government with the principal objective of developing a national policy framework to
encourage new technologies through a legislative environment to be competitive in
international trade activities. In this way, the unreal and imaginative demonstration of
cyberspace as a matrix in the novels of William Gibson transformed from science fiction

to reality.
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Figure 1.24. Diagram Representation of Sets in Cyber Space

In a short definition, virtual environment refers to the communication networks,
electronic connections, and frame of data warehouses and interactions in a digital
platform such as software and operating systems is called cyberspace. Fictionally,
cyberspace plays a role as a universal set which covers both virtual environment and
interaction with users. Therefore, this field involves both technical parts and personal
factors to take care of. As an example, the network connection between a person and
computer or phone line between two people’s calls can be depictions of cyberspace. As a
matter of fact, cyberspace does not involve the computer or phone on the desk but
encloses the entire communication platform. In this case, cyberspace is not defined as a
tangible place that a person can touch or feel physically (Giacomello, 2014, p. 2).
Contextually, cyberspace pertains to the artificial, simulated, and virtual environment
through the access of computerized systems to provide human beings for interacting with
each other with controlling and processing of the data. Therefore, a virtual domain which
is called cyberspace can be created with communication lines and network links in where
digital data and connections are enabled to move in desired direction and speed. Then as
well, cyberspace includes digitally connected databases, servers, and centers for
recording and transmitting knowledge. Also, online mail systems and teleconference
connections are being functioned in cyberspace as a subset of the Internet which provides
communication networks between multi-users in different locations. On the other hand,
asset allocation and industrial activities such as financial transactions, supply chain
processes, exchange operations, and commercial interaction between nations and
organizations are being performed in cyberspace through information and communication
systems. Furthermore, the navigation mechanisms are being structured in cyberspace
through modeling of three-dimensional mapping with augmented reality for geographical
positioning (Fourkas, 2002, p. 426).
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Figure 1.25. Virtual Environment Parts with Their Functions

The Modeling of cyberspace is an applicative subject since computer technology
had been emerged which theoreticians have been focusing on to propose new
methodologies and tools for practitioners. For example, according to the studies of
scientists and engineers of the University of Tokyo and Canon Incorporation in 1998, a
method was proposed in order to demonstrate how to build a cyberspace with a significant
level of reality by combining the models which were derived from randomized
standpoints that show images in actual domain with computer graphics (CG) approach
(Katayama, et al., 1998). In this context, the adaptation processes to cyberspace are
provided by having the capability of algorithmic and reasonable thinking which is needed
for commanding information systems through encoding and programming knowledge as
a computer language. Correspondingly, the tendency in transitions of societal interests,
legislative frameworks, and business scenarios in global dynamics has been moving to a
sustainably interacted renovated culture which is emerged and is reflected in the artificial
environments that can be described as subsets of cyberspace. Particularly, cyberspace has
come into existence through multidimensional chaotic domains with a high range of
flexibility which cancels out basic geometry as the nature of the imaginary structure of
virtual environments are independent of laws of physics such as the basic motion rule of

Newton. Consequently, cyberspace is different from the existing tangible place can be
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determined by fundamental principles of coordinate planes through calculating the
distance between two different points or locations. The amount of range between two
separate positions in cyberspace can be measured by searching for how long time is
needed for moving from one Web site to another one or downloading a program. Thus,
cyberspace can be perceived as an artificial platform that provides accelerated interaction
between network topologies with disregarding the geographical distances between places
as the minds of human beings can go into these electronic interfaces, but their physical

body parts can not (Fourkas, 2002).

1.5.2. Cyber threat, vulnerability, and risk
In general, the term of threat can be shown as an event or action which initiates loss,

hurt, deficit, or harm to businesses. Cyber threats can be described as cases that emerge
in the digital environment that have adverse impacts on the profitability of enterprises.
But, the harmful effects of cyber threats may influence both intangible and tangible assets
such as data warehouses, connection mechanisms of internet technology, computing
devices, or industrial control systems. Also, it involves complexity to perceive the
topology of cyber threats and because of this reason, the common classification of these
events is not precise according to scholars. However, commonly, in organizations, the
threats in cyberspace fall into two classes as basic technical errors like system defects
which may happen unintentionally having damage on operational level functions of
businesses, and malicious acts which have direct negative effects on all levels of
enterprises’ operations such as finance, marketing, production, human resource and
information technology (Progrebna & Skilton, 2019).

In practice, sorting of threats in cyberspace obtains benefits for the enterprises to
both reduce their costs and increase their focus on main targets. Categorization of threats
is supported by verified visuals, maps, and schedules that can stimulate the perception of
management for utilizing the constraints in cyber security. Feasibly, the varieties of cyber
threats can be matched by their detailed descriptions and severity levels according to
which assets they plan to affect for getting attraction and awareness of the organization.
For instance, a cyber threat can be classified as a hacktivist act having a high degree of
severity through its basics of existence to increase political tension in a nation, region or
company (Schreider, Building Effective Cybersecurity Programs: A Security Manager's
Handbook, 2017).
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Primarily, vulnerability is an indicator which demonstrates weak points of an
object, system, or organization. Theoretically, in cyberspace, the vulnerability of a system
can be discussed with probabilities as a measurement of consequences after a threat
emerged. In other words, cyber vulnerability shows the possibility of an enterprise having
blanks in its digital system, causing cyber risk when it coincides with the cyber threats at
the same time and platform. In assumption, the vulnerability level of an organization to
cyber threats can be computed by discussing all the potential ways for getting access to
data, an object, or an asset. However, this scenario is not feasible in fact, because of
human conduct and uncertain conditions in cyberspace. Therefore, in many cases, it may
not be possible to forecast when a vulnerability and cyber threat meet with each other
(Progrebna & Skilton, 2019).

Algebraically, cyber risk is defined as the multiplication of occurrence probability

and impact of harmful events on the critical assets in cyberspace. Although, in the first
step a cyber threat and vulnerability should emerge which causes a cyber risk. Therefore,
the description of cyber risk is the demonstration of coincidence possibility in the same
time and space of both the cyber threat and vulnerability. In other words, a cyber threat
and vulnerability must come into existence in the same platform synchronistically before
discussing a cyber risk. Consequently, cyber risk is varied with not only the severity of
the cyber threat’s impact and emergence probability but also the asset’s critical value and
vulnerability level which are affected (Progrebna & Skilton, 2019).
In practice, risk assessments of cyberspace are undertaken on the operational side of the
information technology department. However, the operational part of this process is not
just sufficient and should be coordinated by senior management which has direct
responsibility to guide for setting a consistent cyber risk profile as a backbone of cyber
security mechanism. Commonly, the key indicators while establishing a risk profile of an
enterprise according to the vulnerabilities and cyber threats are defined by the
classification of critical assets and information technology systems. Correspondingly,
simulating, testing, and monitoring the damage or loss of confidentiality, integrity, and
availability of critical assets are expected fundamental functions of internal audit in cyber
security (Wilson, Gaidosch, Adelmann, & Morozova, 2019).

Conceptually, the critical term signals the importance level of an object to show
how much risk is to lose. For instance, if a system or an asset will be damaged or stolen

how the impact will cost the entire mechanism. Axiomatically, the critical asset is
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described as the values of enterprises that have so vital importance in comparison with
others. Therefore, the destruction of critical assets in enterprises causes huge costs and
losses. Taking into account, first, the risk profiles of organizations are designed according
to their operating sectors play role in their critical asset classification. Following a similar
logic, cyber security precautions for the critical assets are planned by getting the
supportive role of the information technology department to ensure their safety with the
maximum degree (Lopez, Setola, & Wolthusen, 2011).

1.5.3. Cybercrime and warfare
The grassroots factors of risks in cyberspace are based on cyber threats and

vulnerabilities of organizational functionings and culture. Relevant to the organizational
weaknesses, the consequences of the cyber risks affect the critical assets of enterprises
both tangibly and intangibly with unexpected costs. So, the criminal part of cyberspace
emerges if there is an intentional attack to hurt an enterprise’s physical and intellectual
values. Viruses, worms, trojans, spamming, denial service assaults, ransomware, identity
forging, and data theft are the most known crime types in cyberspace. In this frame, the
legal environment of cyberspace is dynamically taking steps for protecting and regulating
the enterprises due to cybercrimes around the globe. Therefore, the set of rules, conducts,
and ethics in cyber security governance is not remaining stable because of the variations
in cybercrime types and concerns (Jain, 2005).

Table 1.2. Cost of Cybercrime across Industries in the Globe (Accenture Security, 2019, p. 12)

Average Annual Cost of Cybercrime by Industry(US$Millions)
Industry 2017 2018
Banking 16.55 18.37
Utilities 15.11 17.84
Software 14.46 16.04
Automotive 10.70 15.78
Insurance 12.93 15.76
High Tech 12.90 14.69
Capital Markets 10.56 13.92
Energy 13.21 13.77
US Federal 10.41 13.74
Consumer Goods 8.09 11.91
Health 12.86 11.82
Retail 9.04 11.43
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Life Sciences 5.87 10.91
Communications and Media 7.55 9.21
Travel 4.61 8.15

Public Sector 6.58 7.91

Terrorists can use cyberspace as a battlefield by undertaking a range of attack types
for making propaganda, brainwashing via radicalizing societies for raising their funds
through planning and communicating with each other as legal associations. The main
purpose of those kinds of attacks is to inflict damage to public and private enterprises’
reputations and market worth through deteriorating strategic infrastructures and critical
assets (Trim & Yang-Im, 2014, p. 141).
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Figure 1.26. General Classification of Cyber Attackers (KPMG, 2018, p. 22)

European Union Agency for Network and Information Security (ENISA) is an
association which provides data and recommendations to member countries, industries,
and individuals for the development of information security expertise in the European
region. Correspondingly, top cyber threats were described as malware, web-based attacks,
web application attacks, phishing, denial of service, spam, botnets, data breaches, insider
threats, physical manipulation, damage, theft, loss, information leakage, identity theft,
cryptojacking, ransomware and cyber espionage in ENISA Threat Landscape Report for

the 2018 year. Also, according to the executive summary of this report, the tactics and
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purposes of the organizations which trigger the cyber attacks are named as cybercriminals
have been switching relative to the progress in financial and technological events such as
blockchain, digital economy and currencies, crypto mining and fifth-generation mobile
networks (5G). Particularly, the modifications of cyber security systems concerning to
the emerging attack types in cyberspace are planned and reinforced by defensive
structures of the enterprises’ information and communication systems through updated
and refreshed techniques and tools as threat agent profiling and cyber threat intelligence
(CTI) mechanisms for determination of criminal acts. Also, the investments of nations
and enterprises to intellectual capital for building teams that involve cyber security
professionals to improve their skills and motivations by setting and arranging technical
training and education are indicators of demand to increase awareness of risk assessment
qualifications in internal audit and control processes. In addition, technical staff is the
previous symbol of organizations that has competencies for designing automatic tools and
methods to ensure the immunology of cyber resiliency in enterprises are taking place
when cyber attacks occur. Relative to the limited workforce in the cyber security field,
the competition in industries and enterprises also affects the retention of employees who
have advanced technical qualifications in organizations. Therefore, government
incentives are needed to keep the companies’ cyber security activities fresh through
policies that will encourage the stakeholders for investing to construct the organizational
culture by architecting the capabilities of labor capital according to new trends in
cyberspace. Equivalently, specifications of cyber defense systems have been replenishing
through these developments and cases, as well as existing frameworks and approaches in
cyber security governance require revisions for adaptation of organizations’ data
protection perceptions to both international standards and national policies (European
Union Agency for Cybersecurity, 2018).

In short, the emerging state of conflicts between nations or opponents result as
damages, costs, and losses of critical assets in cyberspace are called cyber warfare
(Kesetovic & Putnik, 2013, p. 219). In practice, cyberspace is discussed relatively as a
new field for both offensive and defensive mechanisms and strategies, has contradictions
because of its unclear nature. Historically, in recent times, World War One, World War
Two, and Gulf War can be considered as major wars that have common points in which
the enemies know each other precisely without a doubt. However, the definition of the

adversaries is not possible certainly in cyberspace because of the variabilities and new
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attack types. Therefore, the warfare tools, techniques, and tactics are evolving
momentarily according to the developments in cyberspace for security experts and
strategists. In current conditions, information technology security infrastructure
investments are getting attraction increasingly because of their importance and changing
perception of warfare due to cyberspace. In the macro environment, particularly, it is a
way of strategy for nations that have weaknesses in conventional army forces investing
in warfare tools in cyberspace for offsetting their disadvantages. For instance, the return
on investment of software, which can be used both offensively and defensively in
asymmetric combat, is cost-effective in comparison with a gun or tank (Geers, 2011, pp.
97, 98).

1.5.4. Cyber security management
Enterprises are interacting with their suppliers, business partners, sub-contractors,

and final customers by following quality metrics and technical specifications in
managerial frameworks. Similarly, cyber security operations are coordinated by strategic
management levels according to principles, procedures, and policies which are formed
due to both internal and external conditions. Roughly, the management framework of
cyber security contains the control charters, task units of operational staff, and emergency
plans for cyber attacks and breaches. However, it involves complexity to outline and
implement an optimal set of rules and standards because of the relatively uncertain and
unforeseeable nature of cyber threats. Comparably, the guidance of internal audit
functions to these standards should be dynamic and adaptable for encountering the
unpredictable nature of cyber risks. Therefore, cyber security management framework
processes must be set to agile and robust systems that involve not only human wisdom
but also technical tools and software packages rather than rule-oriented mechanistic and
rigid approaches. In summary, preparing, investigating, responding, and transforming the
cycle of the principles, policies, and standards should be based on resilient and intelligent
guidance of internal audit (ISACA, 2013).

Enterprises need to re-engineer their architecture of information technology by
securing their processing operations in the cyber environment. Mainly, cyber security
functions cover advanced technical subjects such as access administration, encryption,
encoding, firewalls, the protection of data, cloud and network systems. Technically, the
layout, connection, and synchronization of all control mechanisms in identity and data

access processes are the prior tasks defined in engineering functions of cyber security.
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Also, engineers and experts who have authority in cyber security operations are
responsible to operate and execute network zones by detecting threats and attacks. In
addition, they have to guide and mentor the strategic part of management by both
controlling the measurements of cyber security operations and Configuring future
solutions. On the other hand, the persons, who involve in the security part of cyberspace,
have to follow and perceive the standards by brainstorming collectively with the board of
directors (Schreider, Building Effective Cybersecurity Programs: A Security Manager's
Handbook, 2017, pp. 15, 16).

In general, the engineering operations in cyber security processes are executed in a
framework according to the principles of the International Organization for Standards and
the National Institute of Standards and Technology (NIST). Then, the formulation of
responsibility and authority flowing diagrams are created (Reuvid, 2016, p. 7). In
summary, technical, operational, functional, and strategical duties in the cyber security
framework are nominated to the employees who need to understand and improve the three
lines of the defense mechanism of cyber risk management processes.

Despite, having technical talent is necessary for a cyber security expert, it is as much as
important to have business intellectuality and soft skills because of the metaphysical
nature of cyberspace. Thus, integrally, perceiving the cultural aspects of the organizations
according to their sectors, customer portfolios, enterprise risks, management types, data
potential and classes, technology equipment and applications, governance structures, task
units, the definition of workforce roles, performance indicators, and ethics mechanisms
are the guiding principles of information technology security staff. In the past few years,
operators in organizations were another form of information technology engineers who
have been functioning in the cyber security field whose main tasks are installing software
versus viruses, integrating firewalls, and setting detection systems as opposed to the
intruders. However, this mind of business is becoming to change because of the
developing technology policies and standards through moral attitudes according to the
human conduct in cyberspace. Hence, the adjustments between organizational goals and
cyber security challenges should fit together with the value creation activities in
information technology through business visions (Tipton & Krause, 2007, pp. 11, 12, 13).
Essentially, processes in cyber security development programs are predominantly
dependent on labor who has active involvement to risk assessment reviews with open-

minded approaches by taking into account the up-to-date types of crimes and legislations
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in cyberspace. Therefore, qualitatively, the workforce has to operate their jobs
enthusiastically in a cyber security environment by not only controlling the internal
conditions but also following and adapting to the external events. The maturity degree of
organizations in cyber security management systems can be driven by current and future
projects, funding policies of strategic level management, investments, returns, authorities,
responsibilities, standardized metrics, efforts, and processes via analyzing, reporting,
monitoring, and tracking as the items of continuous improvement. In one sense, the role
of information technology security teams is showing a tendency to progress their
relational, business, and leadership abilities besides their technical knowledge and talents.
From this standpoint of view, the United States General Accounting Office report in the
year two thousand four presented that chief information security officers have major
efforts to struggle with the obstacles in performing change and interactions. The
managerial perspective of cyber security covers not only technical jargon but also
business terms such as earnings, return on investments, liabilities, losses, and costs.
Therefore, the officers in the cyber security environment should propose solutions both
technically and organizationally, to provide effective communication, link, and
interaction between top-down and bottom-up mechanisms on the management side.
Naturally, information technology experts have an analytical understanding of the cases
dealing in computer terminology, the common sense of publications in the cyber security
field emphasized this situation as a focal point to show the lack of mindset for the voice
of customers both internally and externally (Tipton & Krause, 2007, p. 11).

From the standpoint of audit, one of the elements of structural management in
cyberspace is the monitoring mechanism to continuously detect the system which
includes technological processes as electronic data transferring mechanisms, network
accesses, antivirus, and service operations are on the way and running. Fundamentally,
actively and reactively monitoring systems are in common for applications of audit to
control system management approaches in the cyber environment. Correspondingly, in
enterprises, active monitoring mechanisms can be framed as logging files, electronic mail
alerts, text commands, and pager requests to vigorously control the up-down and running
status of business functions through providing system experts for identification of
problems and unexpected cases with proactive approaches in the cyber environment. On
the other hand, reactively monitoring can be considered as a passive controlling

mechanism to ensure that the active monitoring system is functioning normally. Also,
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both of the two monitoring mechanisms should complement each other for operating and
coordinating the audit activities effectively in organizations. If those two methods of
monitoring are executed in harmony, the system management strategies in cyberspace
can be applied with an interactive manner. In practice, actively monitoring systems in a
cyber environment allows the system administrators for classification of the cases
according to their critical level to proactively act when things are going to be wrong,
supplementally passive monitoring mechanisms provide verification of system operations
and if there is an issue or problem, the corrective actions are put in place for transforming
the performance of information technology processes to acceptable and normal levels.
Thus, cyber risk management infrastructures of enterprises should cover scenario plans
and research methodologies with technical tools through efficient monitoring systems for
detecting the verification of internal control operations with adaptive strategies to both
internal and external threat factors and emerging risk criteria (Trim & Yang-Im, 2014, p.
143).

In essence, the enterprises have to ensure continuity of their critical business
activities in the most worst scenarios as well as information technology context.
According to European Union Agency for Cyber Security (ENISA), the business
continuity degree of enterprises is explained by recovering the ability of critical
organizational activities through sequential operations and processes with implemented
managerial strategies which keep the critical business functions in line when unexpected
events that affect the capability of vital business functions take place. Therefore, a clear
definition of emergency plans through risk management policies and strategies is needed
to provide sustainability of organizational activities with control models and systems for
recovering the operations of information systems in a determined time scale. Also, this
process should be supported by impact analyses of cases which cause risky situations for
computerized systems to obtain data-oriented control models in risk management
strategies of information systems. Naturally, the organizational staff and managers must
be regularly trained and educated with simulation practices and scenarios to enhance
organizational awareness and culture for both internal and external threat factors which
raise cyber risks. Correspondingly, the installation of steering committees can be effective
to execute, review, and test the business continuity strategies and plans for threat factors
as insiders, hackers, and natural disasters which impact the cyber security processes in

organizations (Trim & Yang-Im, 2014, pp. 60, 70).
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Especially, the interaction and connection of international business activities
between nations and enterprises around the globe are coordinated and detected in digital
algorithmic platforms and computerized systems through technical equipment, networks,
hardware, and software which involve discrete technological complexity relative to other
parts of business functions. Therefore, from a micro perspective, the core qualifications
which are required for cyber security professionals should be discussed by human
resources, information technology, business development, and strategic management
departments of organizations. Also, in the macro aspect, the international associations
and national governments must propose and establish guidelines and policies to
encourage and improve the cyber security experts’ technical capabilities through
observations and reviews of actual and real-time cases (Trim & Yang-Im, 2014, p. 143).
The past intrusion cases in cyberspace are representing that education and technical
training minimize the ability of criminal acts and maximize the awareness of
organizations. Enterprises should train their employees for balancing the two sides of the
equation in cyber security by reducing the technical faults that appeared because of the
human factor. Practically, avoidance of all cracks in cyberspace is not possible, however,
the reduction of these cases can be provided by taking preventive actions. Building an
Information Technology Awareness and Training Program of NIST SP 800-50 keynotes
the importance of cyber security education and awareness for building requisite abilities
and talents. Also, the constitution of an organizational awareness for cyber security is not
as same as technical training according to NIST SP 800-50. Mainly, awareness is related
to the recognition of cyber security worries, responsibilities, and authorities of employees.
Feasibly, the consciousness of cyber security in enterprises can be developed by using
visuals, periodical reporting, and schedules (Mehan, 2008, pp. 198, 199, 200).

In practice, the implementation of an efficient educational training program to
improve organizational learning, culture, and awareness starts with planning and
definitions of goals. Therefore, an understanding of governance climate and cyber
security atmosphere is needed previously for reaching the objectives of orientation.
Particularly, the education program should motivate all levels of employees through
setting an environment and ambiance with training tools, curriculum, and content. Also,
it is as much as important to examine the functioning of the orientation program

continuously by gathering feedback and attendance of employees (Mehan, 2008, p. 201).
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1.6. Information Technology Audit
In essence, the operations are being transformed by the shifts and developments in

the technological industry in which auditors involve. Especially, communication and data
transferring activities affect the recording, processing, and monitoring mechanism of both
financial and accounting statements like other business functions. Also, enterprises need
to improve their internal control structures through big data management and audit
standards (Pathak, 2005, p. 36).

Internal audit processes in the digital space are being set to strategic, management,
and operational level functions in organizations. Also, both risk mitigation and value
creation of the information technology department are being provided and enhanced by
the applications of digitalized systems and processes. In addition, differently from the
conventional operational, financial, and accounting inspections, information technology
audits cover each of the business functions, which involve not only high technical
expertise but also governance skills (Grembergen & Haes, 2007, pp. 2, 4).

The anatomy of an information system is formed by technological tools, equipment,
hardware, operating systems, software, users, and workstations. Technically, the parts of
this structure can cause attack surfaces if there are vulnerabilities in the system life cycle
of the organizations for threat factors such as weak passwords, leaving programs open on
monitoring screens, or giving permission to unauthorized people for accessing
configuration software as well. Additionally, the grassroots of the attack surfaces can be
explained by the network system cases as leaving portals open to unauthorized services
which can be recovered through firewalls, breaches in software architectures which can
be fixed by software patches, and human conduct issues such as malicious behaviors,
ethical problems or social engineering which can be defeated via arranging educations
and technical training to users for promoting organizational culture and awareness.
Primarily, restraining the forbidden entry to information systems is the main task of audit
operations for ensuring the confidentiality of data assets. The confidentiality of
information assets displays the secrecy of data in cyberspace. On the other hand, the
second duty of audit is integrity to prove the information systems in an enterprise can be
controlled and executed from just a formally defined authority. Also, the enterprises need
to serve the information for their permitted users when it is requested due to the
operational viewpoint and this task of audit is defined as availability. According to the

information security side of the situation, safeguarding the data assets from hazardous
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events and taking proactive precautions are the main target objectives of the availability
obligation of audit operations (Penuel & Statler, 2013, p. 218).

Performance Standard 2120.A1 of 1A points out the role of internal audit as making
assessments of vulnerabilities that cause risks concerning the governance mechanisms,
operations, information, and communication networks of organizations. The key target of
the assessments is defined as obtaining the reliability and integrity of organizational data
and information by taking into account the effectiveness and efficiency of business
activities through providing the protection of assets in accordance with principles,
regulations, and legislation. Performance Standard 2110.A2 clarifies that the assessment
processes of information technology governance of the enterprises should be operated by
internal audit services for investigation of whether governance practices of information
systems are sustaining and reinforcing the strategies and goals of organizations.
Meantime, the auditors of information systems have a particular role in ensuring the
reliability and integrity of organizational information is described in Practice Advisory
2130.A1-22 because deficiencies in the safeguarding of the private data and information
of customers and suppliers can both cause economic losses and damage the brand
reputations of enterprises as a result of lowering the confidence of consumers and
employees to the organizations. The determinants of privacy diversify relative to the
cultural perception, political climate, and legislatorial structure of the nations in which
the businesses are sustaining their activities. In essence, risks come up with the factors of
information privacy covering both physiological and intellectual deterioration of
personality rights and dissolution of confidentiality as a leak of personal data. Also,
personal data and information are related to specific characteristics that contain factual
and intuitive elements like names, location addresses, identification numerals, parental
relations, employee records, performance scores, reviews, disciplinary punishments,
salary, and educational status of each specified individual. The governance and risk
management systems of organizations must be propped up with optimized control
processes through effective methodologies for safeguarding personal data and
information which is the key function of audit operations. Mitigation of the predominant
risks can be provided with proper control processes through establishing convenient
methods and tools, in case the board managements are strategical parts of organizations
have ultimate accountability for business risk management activities, objectively identify,

classify and frame those risks. Also, installation of the optimal framework for the
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effective execution of business activities in organizations and implementation of this
framework by ongoing monitoring are the supportive roles of board management in order
to assist audit operations. Well-organized governance mechanisms and risk management
structures can be reinforced by internal audit activities through evaluations of risks that
are identified relative to the privacy objectives of organizations by board management for
detecting the competency of control systems to temper the risks to tolerable levels. Also,
the role of the internal audit covers the assessments of the entire privacy framework by
advising appropriately for optimal risk management practices. According to the
profoundly technical and juridical nature of privacy matter-related risks, the internal audit
activities require relevant proficiency and awareness for controlling the assessments of
risks and privacy frameworks of organizations. Weak information security systems raise
risks referring to fraud acts, failures, and mismanagement with disobedience to data
protection laws resulting in the displeasure of customer confidence, breaches in
safeguarding mechanisms, and reputation loss of enterprises (Pickett, 2011, pp. 217, 218).

Occupational risk classes are defined by the Association of Certified Fraud
Examiners in terms of fraudulent acts in information systems as deceptive financial
reporting covers the unapproved entrance to accounting applications and nullification of
system controls, misuse of tangible assets by showing false inventory or invoices through
information technology systems and misappropriation of intangible assets like patents,
licenses, copyrighted materials, business applications, client or supplier lists as leaking
sensitive data for deceitful purposes (The Institute of Internal Auditors (11A), The
American Insitute of Certified Public Accountants (AICPA), Association of Certified
Fraud Examiners (ACFE), 2007, p. 28). Information systems risk fields are classified by
1A in Information Technology Briefing Note Three as piracy of customized data,
eavesdropping, system penetration, misconduct of Internet Access, denial of service
attacks, viruses, and bluffing (Pickett, 2011, p. 218).

In the current business environment, sustainable development of enterprises is
substantially driven by the information technology systems in computerized network
platforms and the role of audit is transforming as a matter of fact. Also, the uncertain
conditions of investing in control systems relative to conceptual risk management models
cause unacceptable costs and failures that inhibit the audit activities to minor levels. Thus,
for the elimination of this kind of conflict, the role of audit in information technology

systems initiates with the assistance of board management while business objectives are
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getting ready to provide the effective interaction between organizational goals and
information systems. Intrinsically, the internal auditor role in organizations is
modernizing relevant to the developments in information systems, so, in practice, the link
between business activities and information technology mechanisms should be
recognized as prior responsibility by revised functions of internal audit for facilitation of
the business objectives setting and achievement stages. Methodically, information
technology auditors focus on risks are causing by inputs, processes, and outputs of
computerized mechanisms by taking support of a theoretical system model. On the other
hand, the operational auditors have accountability for paying attention to control systems
by taking into account the accomplishments of business objectives as well. Essentially,
both of the audit approaches should be functioned and be coordinated synchronistically
by providing interaction between each of them with corroborative and communicative
ways. Not only scientific but also applicative techniques are required in control tests of
information systems because findings of audit operations should be supported by tangible
and precise arguments. Fundamentally, the objectivity and independence of internal audit
operations can not be provided by purely auditing around the computers through
depending on management to accommodate full testing of information systems.
Correspondingly, the audit knowledge of the control systems in information technology
can not be promoted by this kind of conventional approach, so in current business
conditions, the internal audit functions in information systems are deriving trajectory to
computing skills like using parallel simulation and interrogation software for providing
audit samples to analyze and testing the accurateness of control documentations.
Therefore, the auditors can incorporate assessments of system controls through software
for extracting the data from file management mechanisms relative to findings. In essence,
in the digital era, the new look internal auditors should build a tier of integrity in every
function of business among operational, financial, and information experts, because of
this fact auditors must have active roles in computerized systems like other parts of
organizations to ensure audit targets are achieved. Hence, information technology
competencies are needed for internal auditors to identify and test system controls without
just relying on information system departments. The types of control systems and their
assessments implemented by management and auditors in information technology have
differences relative to operational and financial departments of organizations because of

the sophisticated nature of computerized systems. Therefore, 1A Standard 1210.A3
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clarifies the matter of computing capabilities of the internal auditors as having proficiency
in major information technology risks and controls by applying technology-based audit
methods and tools to achieve the objectives. Nonetheless, the internal auditors whose
main responsibility is not information technology audit, don’t need to have advanced
computing abilities and expertise. The periodic assessments of information technology
security tools and practices are processed by internal auditors through control systems
and safeguards with updating mechanisms along with continuous improvement
approaches. Fraudulent intentions in information technology activities, corruption,
espionage, sabotage, vandalistic acts, and natural catastrophes can cut down the network
systems and destruct the databases of enterprises. Axiomatically, primary business
objectives of managements are ensuring sustainable development of organizational
activities with the satisfaction of stakeholders according to not only earnings but also
social responsibility elements and controlling risks to get maximum return with
minimizing damages. Therefore, organizations need to detect their security controls by
considering the convenience and effectiveness of business practices through risk analyses
which provide the determination of sensitive assets and threats to them. In this way, the
standards for information security management were established with BS 7799 as a
consequence of demand from sector, government and trade organizations to build a
common information security structure. Briefly, the conformation of BS 7799 is an
element of taking into account the relevant security controls in the primary stage enhanced
with continuous monitoring and advancements to secure the controls to be effective and
convenient. In other words, the matter related to which principles are proper for
perceiving risks and their damages. The risk perception states which assets are in jeopardy
according to threats with likelihoods and effects to vulnerabilities and breaches in
information security systems. BS 7799 was established for the safeguarding of the
confidentiality, integrity, and availability of information assets by integrating security
control standards and systems into the organizations. Major functions of BS 7799 for
information security management mechanisms in organizations are to implement
plannings for business sustainability, system access controls, system development and
maintenance, physical and environmental security, compliance, personal security,
responsibilities and training, risk assessment, organizational, computer, and network
system management, asset classification and control with security policies. Asset

classification and control mechanisms in organizations are executed by figuring on
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occurrence probabilities and impacts of threats with a combination of sensitiveness and
vulnerabilities of data security systems. Furthermore, the BS 7799 proposes that audit
specifications and processes should be thoughtfully organized and planned for activities
of operational systems in information technology to offset risks in business activities.
Also, the audit requirements must be admitted by convenient management approaches
with steady monitoring and systematic documentation mechanisms through the
distribution of security roles with information security training to dynamically provide
the conformance of risk control processes with the international security policies and legal
framework of data protection (Pickett, 2011, pp. 219, 220, 221).

1.6.1. Cyber security governance
Strategically, enterprises have a diverse mission, vision, objectives, and

management forms to meet their profitability targets and customer satisfaction. Similarly,
governance, and compliance with risk perception in information security systems are
verified according to the industry and executive types of the enterprises. However, the
cyber security governance framework covers the status, responsibilities, and authority of
information security experts by setting policies, procedures, and plans to periodically
assess the risk of information assets with an overview of the consequences of reports. It
is not just enough to implement these steps into the corporate culture, besides,
organizations should install a culture of cyber security governance to behave the
protection mechanisms of data assets as a dynamic, flexible, and agile systematic cycle.
In essence, organizations should support their cyber security governance formations by
creating internal audit mechanisms to integrate best practices of industrial standards
complying with externally based information technology policies and procedures.
Particularly, this situation can be perceived as a kind of commitment to outside-centered
cyber security cautions. If an organizational perspective can be constructed as an organic
structure both to provide the governance of cyber security operations internally and adapt
to the external conditions will ensure continuous value-added composition. However,
these processes involve complexity and need to be supported by the interrelations of
senior, middle and operational level staff by not only reviewing the internal business
environment but also the outside developments. Therefore, cyber security governance
patterns of enterprises should be installed on a robust and elastic culture for adapting to

the rapidly changing conditions considered as standards, policies, and regulations.
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Briefly, organizations must take into account the effectiveness, efficiency, and validity of
their cyber risk management systems by editing both internal audit and governance
perceptions (Trim & Yang-Im, 2014, p. 180).

Organizations should establish a set of codes, laws, standards, ethics, and morals for
affiliation to international frontiers in cyberspace. In essence, International Organization
for Standardization (ISO), International Electrotechnical Commission (IEC), and Internet
Protocol Security (IPsec) are the associations that have the responsibility for framing the
guidelines relevant to operational, managerial, and security standards in the protocol for
the creation of cyberculture in enterprises. Link points of devices in an organization are
designated as interface standards in the security of the protocol. Also, the quality
specifications and operational instructions are defined by these unions for effectively
organized cyber security systems in enterprises. Theoretically, the assumption behind the
application of guidelines in organizations is for the establishment of cyber security
functionality. Familiarly, the enterprises need to set their cyber security framework in
compliance with standards by deploying their principles and policies through applicable
approaches to reflect a precise view of assurance in data confidentiality, integrity, and
availability (Mehan, 2008, p. 104).

The metrics for an organization are satisfying its’ both internal and external
obligations in a cyber security environment can be gauged by compliance parameters. In
recent years, the legal frame which covers laws, regulations, and rules for cyber security
is expanding according to the innovations and developments in cyberspace. Also, the
industries are being affected by these modifications both publicly and privately. In
practice, the compliance mechanism is complex and costly for the enterprises because of
its’ unstable structure as a result of mobile cyberspace conditions. Therefore,
organizations should construct their cyber security governance systems based on
compliance with the legal environment in order to get adequate performance scores of
audit tests. In addition, setting a manageable and applicable compliance authority is not
a one-time episode. So, the processes in the compliance mechanism should be
continuously systematized and reviewed through collaborative approaches with
information officers. Applicatively, the improvements in compliance posture according
to the cyber security environment must be detected by reporting and monitoring with both
guantitative and qualitative scales. The static approaches in cyber security systems can

not offer cost-effective functions for compliance with international standards. Therefore,
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dynamic processes must be implemented into the backbone of the cyber security
framework through the definitive role of laws, rules, and standards with the assistance of
governance and information technology functions (Mehan, 2008, pp. 212, 213).

Vulnerable security systems in the cyber environment can cause loss of brand image
and decline of market worth in enterprises, so the governance mechanisms in information
technology require policies that cover stakeholders, board of directors, middle
management, and front line personnel with all parts of the organization are included.
Affirmatively, the main intention of governance methods in the cyber security field is to
implement convenient operations for managing risks in cyberspace and investments into
information technology by serving the eyesight of functionality in processes to the senior
management with providing an effective interaction between the employees and security
culture in the cyber environment (Tipton & Krause, 2007, p. 16).

Hypothetically, the governance term delivers a close interaction between legislative
frameworks and business dynamics for providing compatibility between governmental
norms and societal organizations. Particularly, transforming the international standards
and governmental rules into practices in organizations depends on control risk self-
assessment systems (CRSA) by taking the support of authorities as board management,
auditors, and controllers. The submission and enaction of the legislative frameworks
cover experimental efforts and innovations for fulfilling not only the bureaucratic
procedures but also the interrelations with formal committees which have an active role
in making regulations about information systems security. Analogously, the protection
systems of data and informatics in enterprises should be designed in harmony with macro
scale as international, governmental, and sectoral conditions by continuously assessing
and adapting the microelements like organizational culture, awareness, learning, and
control (Kooiman, 1993, pp. 94, 96, 97).

In practice, the policies are designed to arrange corporate governance mechanisms
and recovery strategies must be harmonized with cyber security governance through
information technology standards, definitions of roles, and organizational hierarchy for
providing resiliency in business activities. According to the top-down approach, a risk
manager is assigned who has roles in layout and integration of adequate security policies
and strategies which should be fitted with organizational culture due to effectively control
cyber risks with reporting of internal control systems performance to stakeholders for

providing an overall view of enterprise risk management approaches and applications.
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Also, the risk manager should collaborate with the information technology manager
through effective reporting and monitoring mechanisms for the review of cyber risks.
Human resource management policies and practices in terms of structuring the cyber
security perception and governance systems must be set with the involvement of the risk
manager to diffuse the cyber risk culture all over the organization. In essence, after
formulating the risks management techniques and structuring the organization model
through the installation of teams and managers the applications of those should be
integrated into the organization for delivering the effectiveness of the business activities
to stakeholders. Fundamentally, the implementation of three indicators of effectiveness
as performance, conformance, and corporate responsibility into organizations through
enterprise governance models provides efficient adaptation to uncertainties that cause
risky conditions. In practice, performance management systems measure and present how
the business functions are creating value for the sustainability of enterprise activities.
Industrial standards, legislations, and regulatory codes are followed and implemented by
strategic level management parts of the organizations to ensure the adaptation of
enterprise governance systems with conformance accountability. In order to harmonize
the interaction between performance and conformance metrics, corporate governance
systems should be formed through organizational culture with risk management and
internal control practices as monitoring and assessment activities by taking the support of
board management. In detail, the corporate responsibility of management acts as a
universal set which covers the cultural dimension of organizations, optimization of risky
conditions and their impacts by taking strategic decisions, promoting motivation levels
of employees, and improving the productivity rates of business functions. In relation to
information technology and communication systems, the management units of enterprises
should understand and check on the cyber environment continuously for which threats
are emerging and cause cyber risks for organizations to support the employees with proper
awareness education and programs for establishing security perception in business,
control, and audit activities. With a basic explanation, corporate governance embodies
coordinated activities and processes which formulate systems and their designs to control
risks for supporting the improvement of organizational performance in line with
legislative infrastructure to accomplish business continuity through value creation for
employees and stakeholders. In this aspect, the key responsibility of corporate governance

systems is to check and determine the compliance level and quality of organizations with
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technical standards and regulations according to the industrial, national, regional, and
international scale. Similarly, the compliance status of organizations related to cyber
security should be controlled and audited in periodical time frames for evaluation of how
the information systems are functioning conveniently with the legal environment which
covers rules, industrial and technical standards for structuring frameworks and
standardizations of critical business processes in enterprises’ information technology
systems. Therefore, from the starting point, organizations need to form plans through risk
identifications, measurements, and assessments for demonstrating the compliance
insufficiencies and states of their cyber security infrastructure to the governing bodies
and regulators. As a result, the gaps between an organization’s information system
processes due to the cyber security matters and regulatory aspects must be reviewed
through internal audits and controls to idealize governance approaches that are applied
for catalyzing the business flows and coordination of employees. As well as having
competencies to provide compliance accountabilities relative to codes of conduct in the
legal framework, the strategic management philosophy concerning cyber security should
be integrated into the business activities to consider how and in which ways the
enterprises are ensuring privacy and protection of customer data. Conceptually, the
applicative methodologies in cyber security governance cover technological equipment,
hardware, software, databases, understanding, and knowledge capability of the
organizations together with risk management techniques and tools. Also, personal staff
has to pay extra attention to cyber security concerns as well as their business functions to
disseminate organizational awareness into all activities of enterprises. As an example, a
former employee who was working for Ex-Softbank Corporation was under scrutiny for
engaging in espionage through a leak of custody information to Russian agents (Japan
Times, 2020). Therefore, the behaviors of employees in organizations according to
security reasons should be analyzed and investigated periodically by applying in-depth
interviews, scenarios, and simulation models with the support of awareness programs,
education, and pieces of training to keep the health of organizational psychology up for
reducing those kinds of acts. In assumption, the interoperabilities of audit activities and
cyber security governance structures can be enhanced by the support of internal control
mechanisms such as identification of specific tasks, critical activities, and sensitive assets
all over the organizations. After this process, threat factors that can turn into cyber risks

are defined with their occurrence probabilities and impacts through matching with
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vulnerable parts of organizations to measure the robustness and recovery time of
information systems. By this analytical approach, the three dimensions of cyber security
as governance, internal audit, and control are harmonized in order to improve the
effectiveness and efficiency of business functions in enterprises by ensuring the optimum
security of information assets in compliance with regulatory bodies. Furthermore,
scientific methodologies such as statistical process control, fuzzy logic, machine learning,
and artificial intelligence can be adapted to organizations for the determination of threat
factors and unexpected cases in real-time to eliminate and reduce the cost of cyber attacks
by taking proactive actions. Correspondingly, monitoring competencies of organizations
can be improved through those scientific approaches to audit and control data accesses,
discrete and linked databases for manifesting how the interchange mechanisms of
information flow in organizations are functioning (Trim & Yang-Im, 2014, pp. 128, 129,
133, 134, 137).

Implementation of strategies in terms of cyber security governance can be provided
and developed in enterprises by building effective interaction between board
managements and representatives who have responsibilities for setting principles,
industrial standards, rules, and codes of conduct. In essence, the resiliency and robustness
of cyber security processes depend on how the senior management is concerned about
intellectual property and sensitive data for the entire protection of organizations’ critical
business activities and assets. However, organizational understanding of cyber criminals
and attacks is not solely enough for promoting effective cyber security governance
systems, therefore the individuals in public, governments, and enterprises, as well as
associations which have accountability for framing the set of rules according to emerging
cyber threats and risks must function in harmony and coordination. Particularly, cyber
threats which target networks and communication systems bring to the fore problematic
cases that can affect international business activities and relations between nations and
organizations because of the interdependency in the social, cultural, economic, and
political environment. Hence, collectivity between governments, organizations, and
institutions should be improved to ensure adequate compliance in cyberspace for robust
governance in cyber security structures with a global view. In addition, the occurrence
possibility of cyber attacks is not predictable because of the incompetencies of detection
systems and chaotic nature of cyberspace conditions, as well as cyber threats can emerge

from any part of the universe at any time frame, so risk culture and awareness must be
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built in all around the globe through the powerful cooperation between countries and
governments with information sharing when unexpected cases come up. Bearing in mind
that, the key parts of cyber security governance can be prescribed as strategy, culture, and
awareness which point to qualitative parameters of organizations. As well, tolerance and
appetite levels are considered as quantitative variables which indicate the numerical
measurement of enterprises’ risk perception. Correspondingly, enterprise risk
management methods are installed on those elements with the support of technical
security tools, intelligence detection mechanisms, and continuous monitoring systems to
determine threat factors and their impacts on organizational vulnerabilities. Especially,
internal control of risk management activities relative to cyber security is structured on
an enterprise value system, business industry frame, international standards, regulations,
and policies via examinations of internal and external risk criteria with priority matrixes
and reconsideration of risk treatments. In addition, execution of internal audit and control
processes to strengthen the cyber security governance must be afforded by the
participation of managers, specialists, and policy counselors with bringing cyber threats,
human and technical factors into the equation through holistic methodologies and
strategies (Trim & Yang-Im, 2014, pp. 141, 142, 143).

1.6.2. Information technology governance standards
Theoretically, the main goal of governance is to arrange the formalization and

clarification of decision mechanisms through ethical rights. As same as in theory,
information technology managements need to provide a set of standards for framing
behaviors and controlling operations. Fundamentally, these processes layout investments
in information technology and discuss the prior requirements to optimize the expected
returns with continuous improvement approaches. Also, they have supportive roles in
defining the cash flows to information technology, executing threats, reviewing
performance, and satisfying the demands through the voice of clients. Corporate and risk
culture, leadership approaches, perception of ethics, technological tools, and strategies
are the primary indicators while observing an enterprise’s governance standards in
information technology. Briefly, the elimination of confusion by clarifying the central
roles and authorities in information technology functions are the prior tasks of governance

which are based on standards in enterprises (Selig, 2008, p. 21).
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The description of governance according to Information Technology Governance
Institute (ITGI) demonstrates that cyber security governance must be evaluated as a
component of information technology governance. Through this logic, the management
board should be acknowledged regarding cases, solutions, and proposals in the cyber
security environment for assisting them to set the principles, procedures, policies, plans,
blueprints, and cultural structure about risk management methods, authorities,
responsibilities, and reengineering functions to perform change management and
assurance mechanisms of internal and external audit processes, investments for the
effectiveness of governance practices. Therefore, the role of management according to
ITGI covers the provision of governance in implementations and adoptions of quality
measurements, specifications, procedures, and standards by examinations of
vulnerabilities and defaulted processes with constructing a life cycle for system
advancements supported via educational training and orientations for raising
organizational awareness (Tipton & Krause, 2007, p. 16).

Systematically, an inspection of information technology structures comes up with
suggestions for ensuring secrecy, integrality, and presence of assets in cyber security
control operations for continuous improvement and value creation. Essentially, the cycle
of these processes is defined by combined frameworks that have a common level of
agreement in audit aspects. Committee of Sponsoring Organizations of the Treadway
Commission (COSO), Information Technology Infrastructure Library (ITIL), Control
Obijectives for Information and Related Technology (COBIT), International Organization
for Standardization (1SO), and International Electrotechnical Commission (IEC) are the
organizations which have major and central authority for guidelines and practices
accepted by governing bodies of enterprises (Tipton & Krause, 2007, pp. 17, 18, 19).
From the standpoint of Turkey, the information technology structure of enterprises should
be in line with regional compliance requirements as well as internationally approved
guidelines and frameworks. Banking Regulation and Supervision Agency, Central Bank
of Republic of Turkey, Capital Markets Board of Turkey, Revenue Administration
Presidency, Banks Association of Turkey, Ministry of Treasury & Finance, Information
Systems Legislation for Insurance Industry, Ministry of Commerce Information Systems
Legislation, Information and Communication Technologies Authority, Public Oversight
Accounting and Auditing Standards Authority, Sarbanes Oxley Act, International

Financial Reporting Standards, Capability Maturity Model Integration, Control
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Obijectives for Information Technologies, International Organization for Standardization
(1SO20000, 1SO22301, 1SO27001, 1SO31000, 1SO38500), Information Technology
Infrastructure Library, The Open Group Architecture Framework (TOGAF), Assurance
Audit Standards 3000 and 3402, International Standards on Assurance Engagements 3000
and 3402 (ISAE 3402), Service Organization Controls (SOC-1-2-3) are both nationally
and internationally legitimate authorized institutions and frameworks for audit services
of governance and compliance matters in industries and enterprises. Framing and
developing governance, risk management, and compliance structures to satisfy the
requirements of legitimate bodies for improving the efficiency of information technology
systems must be supported and guided by internal audit and control mechanisms (PWC
Turkey, 2019).

1.6.3. Big data
In the last three decades, the developments in computer and internet technology

alter the way of recording, keeping, and processing data. Paper base documentation and
hardcopy of reports are being shifted to digitally operated data as shown by graphs,
schedules, and indicators. Traditional software, relational databases, and spreadsheets are
being transformed into agile mechanisms for multiple machines. The innovations such as
cloud computing, the internet of things, or blockchain show that big data should be
secured and controlled in cyberspace because of the escalating risk potential (Savas &
Deng, 2017, p. 9).

Technically, the vast size of data clusters spans diversified data types and
interactions. The synthesis and analysis of the large size of data sets have advantages for
auditors to search for relationships between root causes and outputs. Classifying,
modifying and processing of extensive bulk of data sets automatically increase the
effectiveness and efficiency of internal audit operations (Cascarino, 2017, p. 159). As a
result, internal audit approaches of such multiple dimensions and big data to comply with
the standards in information technology structures must be adapted to cyber security
governance systems.

Particularly, in current conditions, the data protection regulations and methods are

attracting the attention of both public and private enterprises. The governmental and

international authorities are establishing new standards, rules, and laws to enforce the

companies for the safeguarding of personal data has critical importance for nations,
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societies, economies, and international relations. Therefore, the role of information
systems in enterprises is not only keeping personal data records but also ensuring the
security of the data assets. Also, steering of audit and control systems in information
technology is supported with the governance of data protection due to the international,
governmental, and organizational relations and interactions beside legislation framework.
Notably, nations and governments began to legislate data protection and privacy rules to
regulate the information systems in organizations, specifically for digitally held assets on
computers and communication networks since the beginning of the nineteen seventies.
Also, the developments in the arts and disciplines of regulation have been provided by
the favorably escalating importance of data protection with the creation of new fields for
research and development in both academic literature and practice. Correspondingly, the
configuration of codes, guidelines, and standards have been shaped by the efforts of the
Organization for Economic Cooperation and Development (OECD) and the Council of
Europe for the establishment of performable frameworks into states and organizations.
The main reasons of such these acts are for the obtainment of adequacy, relevancy, and
entireness of the data assets by taking into account the security status relative to the
sensitivity level of data. In essence, the principles have been authorized and endorsed by
official foundations for the intention of building safeguarded international business
conditions to provide the entire protection of data flows across borders. Adjunctly, the
applicability of the principles is both dependent on regulatory associations and leadership
approaches of board managements in corporations that are accountable for the
implementation of frameworks. The principles and policies are implemented by the
independent, objective, and judicial bodies, raising the awareness and consciousness in
acts and efforts of data users and processors as well. Therefore, the dissemination of the
legislative practices in enterprises provides not only enforcement of laws but also the
governance of data security from an extensive perspective. The conducts of laws differ
across countries and industries according to their economic level, social status, political
and governmental structure. However, the enactment of the principles in the international
business climate has the primary objective of installing a common language to regulate
the data protection applications in organizations. For instance, Data Protection Act (DPA)
was come into effect by Britain in nineteen eighty-four for the security of data held on
computers by requiring the types, purposes, origins, and recipients named as data

classifications (Kooiman, 1993, pp. 89, 90, 91).
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Inevitably, in the competitive business environment, enterprises have to deal with
big data for doing market researches, understanding correlations, and gathering general
statistical inferences. Despite this, the variations of big data sets frequently cause
troublesome cases while recording, warehousing, and processing. Also, it is another issue
to control the data environment securely in a complete manner. Therefore, organizations
should integrate enterprise data management systems into their operations and policies.
Particularly, from the technical point of view, matching up the operational key risk
indicators with data assets supports the information systems security of enterprises to
prevent future events as data loss, deterioration, and theft (Abawajy, Choo, Islam, Xu, &
Atiquzzaman, 2018, p. 158).

2. THE INTERACTION BETWEEN INTERNAL AUDIT, CONTROL, AND
CYBER SECURITY GOVERNANCE

At the outset, processes, procedures, human beings, products, services, suppliers,
customers, tools, and technical equipment are all the pivot parts of the organizations
which structure and perform cyber security. In real-life cases, these major elements are
not isolated from each other as well as they interact both as dependent variables.
Correspondingly, a management system, which consists of all of the interconnected and
reacting parts of the organizations for the establishment of corporate objectives, policies,
and processes, is required assessments by the independent and trustworthy officials for
controlling how the adequate processes have been utilized or employees are trained,
equipped and organized. Similarly, information security systems should be overseen
through evaluations which involve proof of concept by the accumulations and analyses
of factual data and evidence in terms of assuring that the controls are being objectively
performed in compliance with standards and legislation (Gallotti, Cottafavi, &
Ramacciotti, 2019, p. 17).
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Figure 2.1. Three Lines of Defense Model (3LoD) for Improving Governance by Using Internal Audit
(Stevens, 2015, p. 12)

The Three Lines of Defense Model of the European Confederation of Institutes of
Internal Audit (ECIIA) and Federation of European Risk Management Associations
(FERMA) can be summarized as;

e The operational management of organizations is responsible to control,
evaluate and minimize risks in the first line of defense.

e Supporting and monitoring the risk management implementations and
assisting the risk officers in reporting risk-associated information throughout
the organization are performed under the cover of the second line.

e The internal audit role, which is performed with a risk-based methodology, is
to ensure the board of directors that how the organization is managing inside
risks that involve all parts of risk management frameworks, is defined in the
third line.

Therefore, the assurance of governance effectiveness, risk management, and
internal controls are provided by the internal audit function with the approach as the first
and second lines are fulfilling their objectives (Leech & Hanlon, 2016, pp. 337, 338).
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However, there are contrary arguments to the 3 LoD model as the recognition and active
participation of board management and general manager can not be ensured effectively
in risk governance processes. This approach doesn’t sufficiently support the risk
management activities to encourage the organization for taking risks strategically and
adding value. In addition, the risk definition of 1SO 31000, which is the impact of
vagueness on the accomplishment of objectives, is not reinforced by this framework.
Furthermore, the role of the first line is limited to only having responsibility for risk and
control which must be enhanced by evaluating and reporting on the situation of residual
risk to the board management. In the same way, the function of the second line is not
clearly determined which should be established as assisting the first line for improving
their activities in the assessments and reporting on the residual risk status of the
organization. As well, the role of the third line, which is also known as internal audit
activity is not entirely defined, should be advanced with assessing and reporting for the
effectiveness of the risk management system that covers the assurance and consistency
for the conditions of residual risk. Therefore, the Five Lines of Assurance (5LoA) model
is developed with frontiers such as the board of directors, internal audit, ¢ level managers,
specialist units, and work units to mainly support the elevation of functions of the general
manager and board of directors in risk control and governance processes. The overall
responsibility of board management in this framework is to ensure that the risk
management processes are functioning effectively and the other four parts of the system
are supporting the risk control activities according to the organization’s risk culture. Also,
the role of the board is accountable for making the assessments of residual risk levels
through the discussions of organizational objectives and performance metrics. The role
of internal audit is to assure on-time information, which depends on risk management
processes and the validity of reportings that state the status of residual risk is related to
value addition, independently of to board of directors (Leech & Hanlon, 2016, pp. 8, 9,
10).
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Figure 2.2. 5LoA Model for Risk Governance (Leech & Hanlon, 2016, p. 10)

5L0A approach can support the organizations in terms of effectively managing
cyber security risks through providing risk governance because the board of directors and
CEO must be accepted as major participants not just as pure and simple endpoints of
reports in this model. Especially, the CEO and work units have a responsibility to ensure
valid consolidated reportings which depend on residual risk conditions related to value
addition and upholding business objectives that can be affected by vulnerabilities and
cyber threats (Antonucci, 2017, p. 16).

Initially, business continuity and development of enterprises are being supported
by IT structures which include software utilization and hardware equipment to build
infrastructural parts of interconnection architecture for data transferring. Also, the IT part
of enterprises has not just a complementary role in business functions and as well it is
essential for sustaining information flow to keep relations going across the organization.
Accordingly, the dynamic interaction between IT functioning and business processes is
required to understand both the mechanism in securing data flows and organizational
operations for internal auditors. In similar with the internal controls framework of COSO
as a standardized tool has been concealed by SOx which proposes guidelines and
performance metrics to measure and evaluate primarily accounting processes for internal
audit since the 1990s, CobiT was first established in 1996 for a control structure that
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covers predominantly IT processes beside business operations because of the specific
needs of information systems oriented auditors who review internal controls refer to IT.
In connection with the mentioned reasons, IT-related assets and their functions in
business activities have key importance, and safeguarding of IT relevant sources and
processes have been considered under the main responsibility of enterprise management
in today’s business environment. Therefore, information and data-connected processes
with their controls should be needed to understand by users, IT auditors, and management
to support the value-added activities. Elemental CobiT framework must be perceived by
both IT and internal auditors with having an essential level of knowledge, regardless of
carrying out it for reviews of internal controls. In addition, to applying the internal
controls framework of COSO, having an understanding of CobiT can assist the internal
auditor to analytically perceive the information security risks and IT control role in
enterprises. On the other hand, IT governance should be discussed as a key element of
CobiT for strategic adjustments on risk and performance indicators while performing
enterprise management (Moeller, IT Audit, Control, and Security, 2010, p. 30).
Correspondingly, the internal audit role in cyber security governance should be
analyzed from the point of value aspect in order to understand why and how cyber risk
management is related to internal control and its review. With that in mind, the applicative
researches, which focus on the value creation function of internal audit, can provide an

edge for recognizing how the code of ethics is being installed and revised.
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Figure 2.3. Achievement Process of Value Additional Activities of Internal Audit (Eulerich & Lenz, 2020,
p.7)
Fundamentally, the main goal of the audit cabinets is to guide the enterprises as a

doctor or a dentist due to the major and emerging risks for framing the adequate risk
management approaches, models, and tools to implement a working order internal control
system. So, in general, how the definition of the value-added activities and measurement
of their performance is executed by using which metrics are the common complexities

for the internal audit function. Accordingly, the internal audit role can be distinguished
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as GRC partner, entrusted advisor, and value rider. The function as a GRC collaborator
provides assurance support of overarching the elements of organizational roles. The
trusted consultant role covers not only offering recommendations but also struggling with
organizational resistance for change management. The organizational biases and
traditional frontiers can be broken by the support of the value-driving role of the internal
audit through contributing to the enterprise what really matters as coping with just not the
as usual issues, also the lesser-known subjects and deep complexities (Eulerich & Lenz,
2020, p. 14).

Table 2.1. Responsible, Accountable, Consulted, and Informed (RACI) Role of Audit in Cyber Security
(ISACA, 2020)

Count of Audit
Audit T Objective - Practice I[ - Practice_Name - | Total
= Accountable =MEA03  =IMEA03.02 Optimize response to external requirements. 1
~IMEA04  =MEA04.01 Ensure that assurance providers are independent and qualified. 1
=IMEA04.02 Develop risk-based planning of assurance initiatives. 1
= MEA04.03 Determine the objectives of the assurance initiative. 1
= MEA04.04 Define the scope of the assurance initiative. 1
=IMEA04.05 Define the work program for the assurance initiative. 1
=/MEA04.06 Execute the assurance initiative, focusing on design effectiveness. 1
= MEA04.07 Execute the assurance initiative, focusing on operating effectiveness. 1
= MEA04.08 Report and follow up on the assurance initiative. 1
Accountable Total 9
= Responsible ~MEA03 =IMEA03.01 Identify external compliance requirements. 1
~IMEA04 = MEA04.09 Follow up on recommendations and actions. 1
Responsible Total 2
Grand Total 1

Effectively, a cyber security structure, which can be used as one size fits all
approach, may not be certainly defined for the enterprises both in assignments of
organizational roles and in designs of governance models because organizations may
involve differences due to their specific industries and corporate cultures. In connection
with this statement, the organizations which sustain their businesses in strategic and
critical sectors such as defense, finance, transportation, or research and development may
be much more sensitive to cyber risks. However, no matter which cyber security
governance model is being adopted in an organization, the basal concern of IT security is
to assure the confidentiality, integrity, and availability (CIA) triad of sensitive assets.
Therefore, in general, the reporting mechanism is performed such as the chief information
officer (CIO) or the particular responsible for IT processes in the enterprise is informed
by the information systems security officer (ISSO) or chief information security officer
(CI1SO) (Tipton & Krause, 2007).
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Figure 2.4. General Reporting Paradigm in Cyber Security Governance
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As a result, this demonstration proves that cybersecurity-related cases are being
considered by a multitude of enterprises as just an IT challenge rather than a central
organizational issue.

Business
Requirements
Demand

Fulfillment

Enterprise

Information IT Resources

Functioned by
IT

Allocation
\ IT Processes

Figure 2.5. Fundamental COBIT Principles (Moeller, IT Audit, Control, and Security, 2010)

Accordingly, the main problem is such that there are lots of disputes about which
set of principles, codes of conduct, standards, rules, and legislation must be followed and
complied with to adequately ensure the CIA triad of IT processes and data protection
from the viewpoint of internal audit, control, and cyber security governance as the parts
of an entire system. The security of information and communication systems in
cyberspace is primarily dependent on missions of control-oriented cyber security as
providing full protection of data assets while performing business sustainability with the
support of organizational governance. In detail, the perfect assurance of IT systems may
not be feasible for all the time in every part of the enterprise. Therefore, organizational
governance is needed to assist in the settlement of a basis to prescribe how the cyber
security activities and objectives must be designed, developed, and organized through
down-to-earth applications. In essence, governance provides systematical control for
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coordinating the assurance of business continuity in enterprises. Accordingly, cyber
security functions must be ensured both physically and digitally for preserving the whole
system in a wider framework. In practice, there are complexities in assuring perfect
protection of cyber assets because information can be retained both intangibly as dynamic
forms in electronic systems and tangibly as written statements or visible physical objects
(Kohnke, Shoemaker, & Sigler, 2016, pp. 6, 7).
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Figure 2.6. Related Disciplines with Cyber Security (Kohnke, Shoemaker, & Sigler, 2016, p. 7)

In general, cyber security covers multiple disciplines which assure setting,
operating, analyzing, assessing, and testing of computerized systems protection adverse
to cyber risks. Particularly, there are further questionable cases from the point of human
conduct, ethics, law, organizational policy, economics, and risk management as to how
to identify the importance and fiscal worth of cyber security functions in an enterprise
and which requirements must be fulfilled for determining the expenses of safeguarding
virtually stored, processed and transmitted assets in computerized and network systems.
Correspondingly, the effects of threats in cyberspace are costly and unpredictable for
businesses as a consequence of complications in building trustworthy, compatible, and
multi-faceted protection systems for IT functions. In addition, the dynamic nature of
cyberspace that has been quickly changing with the derivations of emerging technology
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Is making it difficult to adapt security systems to new types of risks (Kohnke, Shoemaker,
& Sigler, 2016, pp. 8, 9, 10).

The report of high-risk areas which was established by the General Accounting
Office (GAO) of Unites States (U.S.) in March 2019 demonstrates energy, transportation,
communication, and financial industries are accepted as critical infrastructures and their
operations are essentially relying on IT systems. Four serious challenges have been
identified refer to build an effective cyber security system as first installing an extensive
cyber security policy framework with operating it efficiently by controls, second
providing optimal security to federal systems and their information assets, third
safeguarding the critical infrastructures in cyberspace and fourth ensuring the protection
of sensitive data’s privacy. Particularly, ten strategic actions were determined for
governing bodies need to take in order to conduct with mentioned four factors (United

States Government Accountability Office, 2019, p. 51).

*Developing a comprehensive plan for cyber security
infrastructure

» Mitigation of supply chain risks with a global manner

-fFocusing on the management of cyber security labor
orce

*Assuring the protection of emerging technologies as
artificial intelligence and Internet of Things

Settlement of overall cyber

security strategy

Improving utilization of government scale cyber security

initiatives
Making safe the federal systems *Observing weaknesses in federal agency information
and information systems security programs
«Stregthening the federal actions to cyber attacks and
incidents

«Enhancing the role of federal agencies for protecting the
critical  infrastructure as  electricty grids and
telecommunication networks

Protection of cyber critical

infrastructure

«Improving federal efforts for protection of sensitive
data's privacy

Safeguarding of sensitive data's +Providing the controls of the collection and ownership of

privacy data through ensuring that appropriate information is

gathered with concession
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Figure 2.7. Ten Critical Responses Needed to Emphasize Four Major Cyber Security Challenges (United
States Government Accountability Office, 2019, p. 53)

In essence, the report of GAO enlightened that the security of computerized systems
and networks can not be driven completely by just technical and engineering manners,
because seventy-one percent of cyber attacks are dependent on human behavior.
Therefore, the protection of information and communication systems is required realistic
approaches that must be supported by an all-inclusive framework that takes into account
governance-based control and audit processes for attainable practices. Accordingly, the
framework mentioned should be strategically effective not only in orientation but also for
application to reinforce all kinds of cyber-attacks which can be emerged both
electronically and behaviourally (Kohnke, Shoemaker, & Sigler, 2016, p. 10).

From the viewpoint of Turkey, the services, which can not be provided on account
of any reason, cause loss of life, large-scale damages to the economy, deterioration of
public activities, and vulnerabilities in domestic security systems, are accepted as critical
according to National Cyber Security Strategy. Similarly, the CIA triad of public services
is provided by IT products that are recognized as critical assets. As well, critical
infrastructures are defined in such industries as electronics and communication, energy
and water systems, banking and finance, strategic public services, and transportation
relative to the executive order of the Cyber Security Committee which was confirmed on
20 June 2013 (T.C. Ulastirma Denizcilik ve Haberlesme Bakanligi, 2016, p. 8).

2.1. International Policy Frameworks for Cyber Security
Policies are fundamental and critical tools that demonstrate the stance of

governments on societies’ perception to provide optimal security in the critical
infrastructures of nations through frameworks and guidance for the foundation of both
public and private enterprises. Accordingly, the major purpose of policies for every nation
around the globe is to arrange the legislative environment for eliminating confusing cases,
turmoils, and violent behaviors. Correspondingly, policies that have been being carried
out for conventional information security goals were designed to safeguard the CIA triad
of data may not be sufficient anymore if organizations are not being managed just by self-
contained strategies. Therefore, classic information protection approaches should not be
confused by cyber security frameworks because of the chaotic nature of cyber-space as

each of the nations, industries or enterprises can be the target of cyber attacks. As a result,
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cyber security structures comprehensively refer to protecting the information and
communication technology systems through processes that are based on functions of
prevention, detection, and reaction for resisting malicious acts. In essence, the policies
and programs which are stood on cyber security frameworks cover risk management and
intelligence systems for responding to incidents and attack vectors according to resiliency
metrics with information transmitting. Because of the mentioned reasons installing a
cyber security policy structure for an organization is required a clear definition of how
the protection of information systems and data assets is being performed to support
guidelines relative to reaching business objectives in compliance with the legal aspect.
Correspondingly, information is processed data that has sense and value for
organizations’ business continuity. Therefore, information assets show the meaningful
resources of an enterprise which have strategic importance and can be evaluated with
fiscal terms to consider in risk management practices. For example, financial reports,
brand image, firm reputation, employee documents, customer records, and intellectual
ownership are such kinds of information assets that must be protected by rules and
legislation (Santos, 2018, pp. 6, 7, 8, 9, 10).

In parallel with mentioned statements in the previous paragraph, information
security is defined as the protection of the CIA trinity due to the ISO/IEC 27000. In short,
confidentiality is linked with privacy which provides the control of the information
systems by ensuring access to authorized personnel with maintaining the secrecy of
knowledge. Furthermore, integrity is related to the precision and entirety of information
as well as availability refers to the accessibility and usability of data. These three
characteristics include the conventional aspect of information security. Aside from these
attributes, the items such as authenticity, completeness, and non-repudiation can be
applied to enhance security mechanisms (Gallotti, Cottafavi, & Ramacciotti, 2019, pp. 9,
10, 11, 12).
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Figure 2.8. CIA Triad (Santos, 2018, p. 380)

Adaptation of widespread cyber security frameworks is necessary within the
context of building standards for policy deployment to practice the audit and control
functions in IT processes. Likewise, associations that formulate standards for
organizations to take them as reference for settlement of the audit and governance-based
control framework of IT operations, have guidelines for enterprises as a common body of
knowledge like the Information Security Management System (ISMS) of International
Organization for Standardization (ISO), Federal Information Processing Standards (FIPS)
of National Institute for Standards and Technology (NIST) and Control Objectives for IT
(COBIT) Model of Information System Audit and Control Association (ISACA) (IT
Governance Institute, 2007, p. 7).

As well, fundamentally, multiple structures have been designed for reinforcing
audit functions which are synthesized with the controls of IT security. The design phase
of a cyber security program can be supported by the guidelines are proposed and
established for the essentials of internal controls with the resources are provided through
COSO, ITIL, COBIT, and ISO 17799/BS7799 as mentioned before (Hernandez, 2007, p.
17).

First, COSO had been established in 1985 to assist the National Commission in
providing recommendations to auditors in case of reviewing and preventing fraudulent
acts in financial reporting operations. As mentioned previously, the internal control model
of COSO covers five core fields as control environment, risk assessment, control

activities, information and communication, and monitoring, which can be endorsed as a
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framework for organizations to comply with Sarbanes-Oxley Section 404 (Hernandez,
2007, p. 17).

ITIL had been developed between 1889 and 1992 as 44 books were printed by the
Stationery Office of the British Government to recover management of services in
information technology. The viewpoint of these publications is to integrate the
applications for leading operational activities like transformation, event control,
allocation of resources, and monetary management to assist the administration of services
in an information technology framework. Especially, the primary purpose of ITIL’s
resources is to identify how internal controls can be put into action for the services of IT
departments in the enterprises. In practice, the results of implementations according to
the achievement levels of the standards have a direct linkage to the support of
management who has full responsibility to provide ongoing processes via planning and
phased approaches (Tipton & Krause, 2007, p. 17).

The COBIT framework was settled by IT Governance Institute for examining an
organization’s adequacy level refers to control objectives by considering the norms of
effectiveness, efficiency, confidentiality, integrity, availability, compliance, and
reliability to accomplish business goals. Correspondingly, the COBIT model outlines four
domains to provide proper governance in IT security which will be discussed deeply in
the next phase. Briefly, COBIT affords a complete system for IT controls appropriate to
the business requirements of enterprises (Hernandez, 2007, p. 18).

The framework of BS 7799/I1SO 17799 can be implemented as a substructure
intending to develop security management policies and their practices for effective cyber
security processes within the organizations. The development period of ISO 17799 will
be shown in the next stages of the study. Concisely, the modified 1ISO 17799 framework
was consisted of the following matters as information security policy, organizing
information security, asset management, human resources security, physical and
environmental security, communications and operations management, access control,
information systems acquisition, development, and maintenance, information security
incident management, business continuity management and compliance for establishing
a guidebook according to implement information security management systems for
auditing. Also, the ISO/IEC series for code of practices to provide security objectives
were amended respectively in the years 2005 and 2007. In 2007, the framework was

renumerated as ISO/IEC 27002. Later on, this framework was improved with security
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controls for cloud computing and services as the standards of ISO/IEC 27017 (Hernandez,
2007, p. 19).

2.1.1. Control objectives for information and related technology (COBIT)
framework

COBIT is the publication of the Information Technology Governance Institute
which covers control objectives with 34 items at the high level. The main purpose of this
framework is to check on seven metrics such as confidentiality, integrity, availability,
efficiency, effectiveness, reliability, and compliance for accomplishing the business
objectives by continuously detecting the related guidelines. Controlling the components
of the information technology environment which are consisted of human beings, tools,
equipment, data, and formations provides competitive advantages for enterprises.
Therefore, the objectives of COBIT offer major cognitive policies and applications for
eliminating the confusion and fuzziness in the understanding of the information
technology culture of enterprises (Tipton & Krause, 2007, p. 17).

At first, the framework of CobiT cube displays all the parts of enterprises not only
as tangible assets to control facilities, plants, equipment, machinery, application software
and systems, information technology, and data assets but also as intangible assets for
structuring cyber security culture. In detail, the management and control of information
technology sources are clustered as applications, information, infrastructure, and
employees according to the COBIT cube. Therefore, the evaluations of controls in
information technology systems cover both manual and automated user systems with
procedures for processing info assets which include variables as inputs, outputs, and
transformed data as process and system cycles to provide business continuity. Also, the
control activity assessments of infrastructural items in information technology systems
consist of tools, hardware, system software, operating systems, data servers, network
structures, and workspaces for hosting them. In addition, consideration of information
technology services contains a qualified labor force that has key functions in planning,
monitoring, and supporting controls. In essence, the CobiT cube states the deep
relationships between three dimensions as internal control, information technology
governance, and sources (Moeller, IT Audit, Control, and Security, 2010, p. 31).

On the other hand, domains, processes, and activities are discussed as major

information technology processes which are layered by the CobiT cube too. Information

97



technology activities that match up with organizational roles are defined through four
particular domain fields as planning and enterprise, acquisition and implementation,
delivery and support, monitoring, and evaluation to activate governance frameworks.
First, enterprise business objectives are assisted and strengthened by planning functions
that cover the methods and tactics to allow feasible applications for IT operations. The
strategic vision of IT must be transmitted all around the organization with missions of IT
for which business objectives are being tried to be achieved. IT services require
reengineering and maintenance activities of current systems to identify problems for
developing and acquiring solutions with implementation and integration of them into the
business processes. The delivery of necessary services which include both system
applications and infrastructural tools is covered by the domain area for providing the
utility of data and controls. The evaluations of external and internal audit systems which
involve adequate controls and monitoring processes are performed in domains as well
(Moeller, IT Audit, Control, and Security, 2010, p. 32).

Table 2.2. A Sample for the Consolidation of ISO 31000:2009 and COBIT 5 GEIT Principles (Antonucci,
2017, p. 24)

The Principles of COBIT 5 GEIT

Covering Enterprise
end-to-end

Applying a Single Enabling a Holistic

Meeting Stakeholder Needs Integrated Framework Approach

Separating Governance from
Management

Risk management
adds and
continuously
improves the value.

Risk management is an
entire part of all business
activities.

Risk management is
recognizable and
comprehensive.

Human and cultural factors

I1SO 31000 Risk Management Standards

Risk Management is
effective, recursive, and
responsive to changing

conditions.

Risk management is
systematized.

Uncertain events are
observed and
analyzed through
risk management
processes.

Risk management is
structured for timely
responses to cyber
threats and
vulnerabilities.

are taken into account by
risk management processes.

Risk management is
accepted as an essential part
of decision-making.

Risk management is
established on all available
information.

Continuous improvement of
the organization is supported
by risk management.

Similarly, international principles have a role in guiding the plans and strategies of

cyber security infrastructure which support the assessments of decision-making processes
of risk controls to assist the practices of expected behaviors and code of ethics in all
around the enterprises. For example, the standards of 1ISO 31000:2009 can reinforce an

organization’s cyber security governance as a risk management framework which can be
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integrated into the five principles of COBIT 5 Governance of Enterprise Information
Technology (GEIT). Explanatorily, the expectations of stakeholders due to the
management of cyber risks and the practices of regulations and obligations for building
risk culture can be aligned through the combination of ISO 31000:2009 international risk
management framework and COBIT 5 GEIT principles which are taken place by the
organization in terms of securing the critical and sensitive data that is logged on, put into
storage, processed and transmitted in business activities (Antonucci, 2017, p. 25).
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Figure 2.9. CobiT Cube (Moeller, IT Audit, Control, and Security, 2010, p. 30)

In essence, CobiT includes standards for safeguarding and controlling information
technology and systems which are envisioned for the auditors, controllers, and
management parts to assist the business activities in enterprises. The overall framework
of organizational principles, policies, and norms is designed for ensuring that the business
objectives will be met and risky events will be controlled proactively. In addition to a
general overview, control objectives involve detailed procedures for predefined task units

and roles of employees in information technology management. To attain control
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objectives, the configuration of interrelations and cross functions of business processes
should be optimized with value-added adjustments by information technology
governance schemas elaborately. Essentially, the governance formations and practices in
enterprise risk management must be harmonized with information technology activities
for efficient use of resources and obtainment of interoperability in the compound
information technology processes. An independent auditor is assigned by an audit board
to look after their plans and consequences of reviews for standardization of regular risk
assessment activities in controlling risks and preventing flaws. Naturally, information
technology governance processes should be driven with precise objectives through the
requirements of enterprises according to their industries, customer portfolios, and
organizational culture (Pickett, 2011, p. 111).

Ensuring Compliance
with External Assessment of Risks
Requirements

Definition of Strategic
IT Plan

Definition of the IT Management of Human Management of Projects
Architecture Resources and Quality

Transmitting
Management Goals and
Directions

Determination of
Technological Direction

Defining the IT
Enterprise and
Relationships

Management of the IT
Investments

Figure 2.10. Systems Development Life Cycle (SDLC) for COBIT Implementation and Quality Assurance
in IT (Moeller, IT Audit, Control, and Security, 2010, p. 32)

SDLC stages illustrate the complete mechanism for where utilizations will be
designed, established, performed, and replaced within a period for sustaining business

development processes. Likewise, business requirements are accepted as one of the
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dimensions in the CobiT model which covers process criteria components as
effectiveness, efficiency, confidentiality, integrity, availability, compliance, and
reliability. In practice, entire IT systems, processes, and resources must be considered
refer to these seven metrics. Correspondingly, the CobiT cube introduces a capable route
for understanding the cross interactions between IT resources, processes, and business
requirements as well as the COSO cube for internal controls and enterprise risk
framework. To sustain and improve business processes and flows that are significantly
dependent on IT processes and resources, enterprises need to have IT auditors for
inspection and perception of internal controls (Moeller, IT Audit, Control, and Security,
2010, p. 158).

2.1.2. International organization for standardization (I1SO)
The interdisciplinary nature of information technology doesn’t just contain operable

functions of security frameworks, as well it covers the efficient leadership approaches
and perception of essentiality for the safeguarding of assets in cyberspace. As a result,
enterprises need to have a fundamental structure defined as standards for their security
applications in information technology. According to this objective, the United Kingdom
Department of Trade and Industry (U.K.DTI) established a code of conduct for the
security management in information technology by taking the assistance of organizations
in 1993 and later on 1995 modified as British Standard 7799 (BS 7799). These standards
were reexamined in 1999 for inserting the approval and authorization items as the second
phase of BS 7799. Also, BS 7799’s first phase was converted to International
Organization for Standardization 17799 (ISO 17799) and presented like ISO 17799:2000
as the pioneer of the standards in security management of information systems
internationally on the part of both the International Electrotechnical Commission (IEC)
and International Organization for Standardization (1SO) (Tipton & Krause, 2007, p. 17).
ISO was established for framing standards that assist the progress of international trade
activities in 1947. Similarly, International Electrotechnical Commission (IEC) had been
organized with the goal of conducting standards for all kinds of electronic technologies
in Geneva, Switzerland as same as 1SO, but before 1ISO in 1906. ISO/IEC 27002 standard
explains the proposed code of practices to design information security management
systems in terms of 12 security objectives, 39 security practices, and 135 security controls
for structuring the assets’ protection frame of enterprises. In practice, the system cycle of
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security framework to tone up the safeguarding objectives can be outlined by adjusting
the input variables of security controls which are the items of ISO/IEC 27002 standard.
The input values are received from functional operating fields of the business
environment which are measured by taking into account the parameters that have effects
on security controls due to the analyses of auditors and controllers. Correspondingly, the
cyber security policies of an organization demonstrate what requirements are determined
to support the security posture. Also, policies refer to information security management
which are configurated to define the acceptable level of behavioral guidelines to describe
how an enterprise is planning to educate its employees, and security assessments are being
applied for the safeguarding of its critical assets (Raggad, 2010, pp. 492, 500, 504).

ISO 27000 ISMS standards aid the organizations to control the security of
information-related assets as financial data, intellectual property rights(IRP), and third-
party knowledge which are consigned by their clients through systematic approaches for
framing the protection mechanisms and making objective and independent assessments
(ISO, 2018). The compliance of organizations with the ISO 27000 is critically significant
from the point of providing the CIA triad of customer data. So, the ISO 27000 Family of
Standards which was developed by the International Organization of Standardization and
was approved by the International Electrotechnical Commission (IEC), has come to be
the up to the date step to ensure efficient information security management (1SO, 2018).
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Figure 2.11. The Development of BS 7799 (Raggad, 2010, p. 493)

The security posture of an organization is being operated through such a
systematical transformation by using the outputs of security controls as inputs for the
security practices and outputs of security practices are performed as inputs for the security
objectives. An applicable information security strategy frame should be derived from the
participation and support of management. Therefore, ISO/IEC 27002 proposes that
management parts of organizations must form and cultivate their information security
policy structure to activate their strategies. Also, as a result of effective documentation of
security policy mechanisms, the applications of information security strategies will be
efficiently applied in the information security management systems. ISO/IEC 27002
defines two security controls which are classified as information security documents and
review of the security policy in terms of satisfying the information security policy
requirements. The security stance of an organization can be evaluated by system
managers and internal auditors by observing the information security policy structure. If

an organization’s current cyber security policies comply with ISO/IEC 27002, the
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security posture is accepted. Although, if there are inadequacies in an organization for
satisfying the specifications of the processes which are defined as information security
and asset management, human resources management, physical and environmental
security, communications and operations management, access control, system
acquisition, development and maintenance, information security incident management,
business continuity management and compliance, the current security stance of the
organization is not conformed relative to ISO/IEC 27002. Therefore, in such kinds cases,
the security controls are needed to reassess by upper management for providing further
improvements in security posture with both proactive and corrective actions (Raggad,
2010, pp. 500, 501, 523).

Table 2.3. 1ISO 27002 Rulebase System Cycle of Cyber Security Frame Function for Business Continuity
and Compliance (Raggad, 2010, pp. 521, 522)

Rule Base: IF:a.11.1.1-a.11.1.5 THEN:b.11.1; IF: b.11.1 Then:c11,

a Concepts: Security Controls b Concepts: Security Practices Objective

¢ Concept: Security

a.11.1 Including Information Security in the
Business Continuity Management Process
a.11.1.2 Business Continuity and Risk
Assessment

b.11.1 Information Security Aspects of

Continuity Plans Including Information Business Continuity Management

Security

a.11.1.4 Business Continuity Planning
Framework

a.11.1.5 Testing, Maintaining and Reassessing
Business Continuity Plans

Continuity

a.11.1.3 Developing and Implementing c11. Business

Management

b.12.1-b.12.3 THEN: c12;

Rule Base: IF: a.12.1.1-a.12.1.6 THEN: b.12.1; IF: a.12.2.1-a.12.2.2 THEN: b.12.2; IF: a.12.3.1 THEN: b.12.3; IF:

¢ Concepts:

a Concepts: Security Controls b Concepts: Security Practices Security Objectives

a.12.1.1 Identification of Applicable
Legislation

a.12.1.2 Intellectual Property Rights (IPR)

a.12.1.3 Protection of Organizational Records

Personal Information

a.12.1.5 Prevention of Misuse of Information
Processing Facilities

a.12.1.6 Regulation of Cryptographic Controls
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a.12.2.1 Compliance with Security Policies . ) ] o
and Standards b.12.2. Compliance with Security Policies

and Standards, and Technical Compliance

a.12.2.2 Technical Compliance Checking

b.12.3 Information Systems Audit
a.12.3.1 Information Systems Audit Controls | Considerations

Furthermore, the system performance of the cyber security structure of
organizations can be measured and assessed through a hierarchy that is shown as if and
then rule-based method to control how the organizations’ cyber security activities are
being operated and managed in compliance with guidelines in ISO/IEC 27002. As an
example, in the figure, business continuity and compliance are shown as security
objectives to define specifications for which requirements an organization must satisfy to
follow the instructions of ISO/IEC 27002 (Raggad, 2010, p. 523).

2.1.3. National institute of standards and technology (NIST) configuration
The cyber security structure of NIST proposes a set of standards for organizations

to design their governance mechanisms for controlling the policies which are being
worked in processes of risk management operations to overcome the threats and incidents.
The main objective of the NIST framework which was established refers to cyber
security, is to support the protection systems in critical infrastructures of the United
States. However, these guidelines are being followed and taken up as references by
enterprises that have strategic cyber security plans to integrate basic aspects of audit,
control, and governance methods into risk management applications. In practice, the
policies, principles, and standards which are developed to assist the organizations’
controlling activities can be framed with governance systems. Within the context of
improving a framework for critical infrastructure, the categories and their subclasses are
defined through matching with their functions and descriptive references as industrial
standards (National Institute of Standards and Technology (NIST), 2018, p. 5).

Also, the framework is not just limited to the U.S. and can be adapted by
corporations, enterprises, and different countries. In May 2017, federal agencies were
directed by executive order 13800 of the U.S. government for adopting the NIST cyber
security framework into their risk management systems by providing the assessment
reports to the Secretary of Homeland Security and Director of the Office of Management
and Budget (OMB). In essence, this framework presents a common terminology to

perceive and evaluate cyber risks for management and shareholders. Additionally, the
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NIST structure can assist the enterprises in favor of mitigating cyber risks as a tool that
can be used for designing cyber security policy frameworks and developing
organizational culture. The framework can be utilized to improve the validity of risk
management processes of cyber security mechanisms as well. Likewise, NIST cyber
security framework (CSF) is being updated through continuous improvement approaches
concerning the emerging cyber threats and attack types. As expected, the specific
requirements of organizations vary relative to their sector, size, and business objectives
in the direction of providing cyber security entirely and effectively. Organizations can
implement the NIST CSF for managing cyber risks with a cost-effective approach through
maximizing return on investment refers to ensure the CIA triad of critical assets. Internal
and external communication and data transferring systems of organizations can be
optimized by the implementation of NIST CSF into their cyber security structures through
the usage of it as a common language. Correspondingly, compliance requirements of
organizations are related to the regulatory environment can be achieved by carrying out
NIST CSF in terms of ensuring the adequateness of cyber security policy frameworks. In
practice, this framework has a comparatively uncomplicated formation that covers three
key items are defined as core, profiles, and implementation tiers. The core of the
framework provides a systematic plan for how the organizations can manage cyber risks
through outlining the main outcomes of putting NIST CSF into action with four major
parts are described as functions, categories, subcategories, and informative references
(Calder, 2018).

Figure 2.12. NIST CSF Components (NIST, 2020)
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The framework core covers five functions which are represented as identify,

protect, detect, respond and recover. These functions can be applied to not only internal

controls in cyber security but also risk management processes all around an organization.

Also, the functions which are described in the table enable communication between

departments and employees to provide them with how to interpret cyber risks across the

organization. In addition, each function is segmented into categories and every single

category is divided into subcategories In practice, the framework core is developed to be

intuitive and can be considered as a translation phase which transforms the taxonomy of

cyber security terms into a basic language that could be perceived by all of the employees
in an organization (NIST, 2020).

Table 2.4. Framework Core (National Institute of Standards and Technology (NIST), 2018, p. 23)
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Category | Function
Function Category Unique | Unique
Identifier | Identifier
-(8; < Asset Management ID.AM
o
@ § Business Environment ID.BE
(7204
8 2 ) Governance ID.GV
o2 Identify - ID
a § Risk Assessment ID.RA
5 ; Risk Management Strategy ID.RM
‘e @O
§ @ Supply Chain Risk Management ID.SC
o Identity Management & Access Control PR.AC
©
38 - Awareness and Training PR.AT
C .
S = Data Security PR.DS
oS Protect , , PR
RS Information Protection Processes & Procedures PR.IP
5 Maintenance PR.MA
e
= Protective Technology PR.PT
g Anomalies and Events DE.AE
S ¥ =
2 -gé § Detect Security Continuous Monitoring DE.CM DE
=5<cS :
88 E Detection Processes DE.DP
§ Response Planning RS.RP
225G Communication RS.CO
SEB8C
o § g Respond Analysis RS.AN RS
8T
S8EE Mitigation RS.MI
c
= Improvements RS.IM
5 3ce= Recovery Planning RC.RP
ZE822% | Recover RC
S o8 al
= g38¢3 Improvements RC.IM




| | Communications | RC.CO |

In addition, the functions have a backbone role as supporting the framework core
for organizing the parts of cyber security in a systematic way. Cyber risk management
decisions can be assisted by enabling the core functions to provide a comprehensive
security program. Particularly, in connection with the thesis subject, the identification
function of the core framework can be used for describing the cyber security policies
inside the organizations to characterize applicable governance programs in compliance
with the legislative environment relative to their risk management qualifications.
Correspondingly, the protection function of the core framework can be implemented to
ensure the validity and robustness of cyber security systems consistently with
organizational culture. Also, the detection role of the structure can be associated with the
establishment of organizational culture to develop awareness for risky events and
behaviors which are related to cyber security concerns through continually monitoring
systems to verify the effectiveness of safety of both cyber and physical assets. Similarly,
regarding the thesis motive, the response function covers the coordination of
communication between management, law enforcement agencies, internal and external
stakeholders. Finally, the recovery activity provides the fulfillment of planning processes
with ensuring the internal and external communications are being complemented which
have a supplementary function on regaining the optimal performance of IT systems that
are affected by cyber security risks and incidents (NIST, 2018).

The implementation tiers can be utilized to demonstrate the attributes of the
organizations’ cyber risk management applications. So, the level of cyber security
examinations is provided by implementation tiers through the risk management processes
are set in place for controlling their impacts and targets. The tiers range from partial which
is also known as Tier 1 to adaptive which is also described as Tier 4 can be utilized for
describing the degree of accuracy of how well decision-taking techniques are being
performed in cyber security risk management. Likewise, each of the tiers can be
implemented as a reference while organizations are determining their risk appetite and
tolerance levels to moderate the effects of cyber risks to acceptable ranges. Feasibly, the
cover of this framework layer is performed via three stages as a risk management process,

an integrated risk management program, and external participation. The capability and
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replicability parameters can be evaluated in risk management processes for penetrating
cyber security structure and an integrated risk management program can be used to
expand the decision making approaches in terms of supporting strategy development
plans of cyber security practices (National Institute of Standards and Technology (NIST),
2018, pp. 8, 9, 10, 11).

Tier 1 Tier 2 Tier 3 Tier 4

(GEEY)] (Risk Informed) (Repeatable) (Adaptive)

Risk Management Process

Integrated Risk Management Program -
External Participation

Figure 2.13. NIST CSF Implementation Tiers (NIST, 2020)

The framework profile is the configuration of the functions, categories, and
subcategories with the risk perception, business necessities, and sources of the
organizations. In essence, the profile facilitates organizations in terms of enacting a
guideline to reflect risk priorities that are adequately adjusted with regulatory
requirements, industry specifics, and business objectives for preventing and minimizing
the effects of cyber risks. Also, the profile can be applied for defining the current state of
the cyber security structure of the organizations to show them a roadmap that allows
flexibility in usage for the desired safeguarding posture that they seek to reach. In
consequence, a comparison of actual and targeted statuses can be explored by using a
framework profile. Additionally, action plans can be developed to mitigate and close the
gap between two conditions by enabling a profile that provides risk-based approaches for
measuring the sources needed and supporting to reduce of overhead costs (National
Institute of Standards and Technology (NIST), 2018, p. 11). The align, plan and organize
(APO) process is required for any bunch of security controls and is referred to by every
type of information security framework and standard (Greene, 2015, p. 1).
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Table 2.5. Representative Template of How to Implement NIST CSF into Organizations as a Matrix

. Informative - Proactive Corrective
Function | Category Subcategory References Priority Gaps Budget Action Action
CIS CSC 4, COBIT
5 APO12.01,
APO12.02,
APO12.03,
APO12.04,
DSS05.01,
ID.RA- DSS05.02, ISA
_ Risk 1(Vulnerabilities | 62443-2-1:2009 ) o _ )
Identify Assessment of assets are 4.2.3,4.2.37, Very High | Negligible | X Unrequired Unrequired
diagnosed and 4.23.9,4.2.3.12,
documented) ISO/IEC 27001:2013
A126.1, A18.2.3,
NIST SP800-53
Rev.4 CA-2, CA-7,
CA-8, RA-3, SA-5,
SA-11, SI-2, Sl-4,
S15
ID.GV- CISC.SC 19,
3(Legislative COBIT 5 BAI02.01, Requlato
requirements MEAO03.01, en\?ironmrg/nt
relative to cyber | MEA03.04, ISA o
security 62443-2-1:2009 EO”d".'O”S can Current ol
Identify Governance involving 4.4.3.7, ISO/IEC Moderate | Urgent Y r:gLel\ellIrT)\;V:n d g(r)gll;acr:lezsacg)nna
privacy and civil | 27001:2013 A.18.1.1
autonomy A18.1.2 A18.13, ;‘g’i&r‘]rﬁ]”esszan be be updated
commitments, A.18.1.4 A18.15, organiged
are understood | NIST SP 800-53
and managed) Rev.4-1
CISCSC 1, COBIT
5 APO01.06,
DSS05.04,
DSS05.07, Data leakages The losses of
DSS06.02, ISA can be organizations
PR.DS- 62443-3-3:2013 SR prevented and can be
5(Protections 5.2, ISO/IEC eliminated by evaluated and
Protect Data Security | counter to data | 27001:2013 A.6.1.2, | Severe Tolerable | Z the usage of forecasting
leaks are carried | A.7.1.1, A.7.1.2, emerging models can be
out) A731,A822, technologies proposed to
A8.23,A0911, such as artificial | gauge the
A9.12,A9.23, intelligence damages
A9.4.1, A944,
A9.45 A10.11,
Alll4
System
CISCSC 4,7, 8,12, per.‘]‘.’rmance
COBIT 5 DSS05.01, The detection [ (=5 #7Y 50
ISA 62443-2-1:2009 criteriacanbe | ° ¢ iﬁr?;fo\e/e §
Security DE.CM- 4.3.4.3.8, ISA expanded _due to with the aid
Detect Continuous 4(Malicious 62443-3-3:2013 SR High Small T the emerging of using the
Monitoring codes are 3.2, ISO/IEC types of threats systems
detected) 27001:2013 depending on which are
A.12.2.1, NIST SP case-control ffected b
800-53 Rev.4 SI-3, studies artectea by
SI-8 malicious
codes to find
main reasons
CIS CSC 19, COBIT
5 DSSO3.Q4, ISA Inbound and
RS.CO- 62443-2-1:2009 outbound
' .. 143452, ISO/IEC .
3(Information is A communications
o . d 27001:2013 can be _
Respond | Communication participate A.16.1.2, Clause 7.4, | Low Steep P Unrequired

consistently
along response
plans)

Clause 16.1.2, NIST
SP 800-53 Rev.4
CA-2, CA-7,CP-2,
IR-4, IR-8, PE-6,
RA-5, SI-4

controlled by
the applications
of automation
such as SCADA
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COBIT 5 BAI01.13,
DSS04.08, ISO/IEC

RS.IM-
2(Response 27001:2013 Very . .
Recover Improvements - A.16.1.6, Clause 10, | Neglectable M Unrequired Unrequired
strategies are Small
refreshed) NIST SP 800-53
Rev, 4 CP-2, IR-4,
IR-8

Briefly, NIST CSF can be used for establishing a systematic methodology and
common language to complement the risk management programs in cyber security
practices of enterprises along three pillars were mentioned in this stage as core,
implementation tiers, and profile which provide a comprehensible and wide range

applicable roadmaps.

2.2. National Cyber Security Policy Framework of Turkey
At first, Turkey is the second nation of the North Atlantic Treaty Organization

(NATO) according to the number of military personnel data in 2019 which was stated as
435,000 after the U.S. which had 1.34 million troops. Briefly, NATO was established in
1949 in terms of figuring out the conflicts in peaceful ways as the member countries will
consist of each other’s defense in the event of an attack (North Atlantic Treaty
Organization (NATO), 2020). Also, the Cooperative Cyber Defence Centre of Excellence
(CCDCOE) was formed as an expansion of NATO through 22 sponsoring nations which
include Turkey and 3 contributing participants on 14 May 2008 for drawing attention to
the investigation, research, coaching, education, and exercises to enhance regular
defending of critical infrastructures, IT and military systems of the promoting countries
by the simulations of cyber threats, attacks, and incidents. Therefore, the information
which was expressed above, represents that Turkey can be considered as one of the major
nations of NATO with both having second military size due to the staff number and being
a sponsoring country of CCDCOE. Furthermore, these metrics can be evaluated as extra
pieces of evidence for how and to which degree Turkey is assessing its position in the
globe due to the protection of tangible and intangible resources (Cooperative Cyber
Defence Centre of Excellence (CCDCOE)). The wusage of information and
communication technologies (ICTs) has been expanding to multiple aspects of life in
Turkey which is respected as an emerging country status through the applications of
electronic and digital platforms in both public and private sectors. Particularly, critical
infrastructures such as energy and water supply, health care, transportation,

communication, and financial services have been supported and controlled by ICTs in
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order to increase the efficiency and productivity of public and private companies for
providing contributions to the living standards of customers and residents. Hereby, the
protection of ICTs has been becoming one of the major subjects for the nation to prevent
and reduce the impacts of cyber attacks by ensuring the baseline security of sectors that
have critical roles in the country’s development. However, the unsymmetrical nature of
cyber surface makes it difficult to define which forces are subsidizing and organizing the
cyberattacks for what reasons (Republic of Turkey Ministry of Transport Maritime
Affairs and Communications, 2016, pp. 3, 4).

The decision, which was made by the Board of Ministers in favor of executing,
steering, and coordinating the National Cyber Security activities, was published and
validated in 28447 numbered official journal on the date of 20 October 2012. According
to this judgment, National Cyber Security Council was established under the authority of
the Transportation Navy and Communication Ministry to develop plans, policies, and
strategies for entire public enterprises and agencies to ensure the optimal countrywide
cyber security structure. Also, this decision context was legalized through the Additional
Regulation 1 which was attached to both 5809 numbered Electronic Communication Law
that was dated 5 November 2008 and 6518 numbered law which was published on 6
February 2017. As a result, new missions which refer to cyber security were added to the
responsibilities of Information Technologies and Communication Organization by the
5809 numbered Electronic Communication Law which was expanded with additional
clauses. Likewise, the tasks of the Cyber Security Council were put in an order with 5809
counted law. Therefore, Cyber Security Board was developed to provide the
coordination, application, and conformation of standards, principles, procedures, reports,
programs, plans, and precautions which are defined and designed by state agencies and
utilities concerning cyber security as stated in Additional Regulation 1 of 5809 numbered
law. The functions of the Cyber Security Board were stated as;

e Toapprove relative to the policies, strategies, and action plans which are related

to cyber security by taking decisions for effective practices of those nationwide

e To determine the proposals which are regarding to define critical infrastructure

e To identify the corporations and associations which are excluded from either all

or some of the judgments that are related to cyber security

e To perform other duties (Bilgi Teknolojileri ve Iletisim Kurumu, 2012)
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Figure 2.14. National Cyber Security Organizational Hierarchy (7.C. Ulastirma ve Altyap: Bakanligi,
2016)

The National Cyber Security Strategy and Action Plan were launched to function
as a guideline for every state, legal organization, and official including the time- period
between 2016 and 2019 years by National Cyber Security Board. The main objective of
the National Cyber Security Strategy and Action Plan which was published for the time
range between 2016 and 2019 is to establish a national cyber security framework for
describing and adjusting the sensible and applicable policies by implementing the
practices of this system. Cyber security is considered an integral component of national
security infrastructure to be achieved through all political and technical actions for
assuring the protection of entire national tangible and intangible resources and assets in
cyberspace by the Strategy and Action Plan. In essence, the strategy falls apart into three
elements (Republic of Turkey Ministry of Transport Maritime Affairs and
Communications, 2016);

e The full protection of the CIA triad and privacy of each data and their
transactions with the systems in the IT domain which cover total national
cyberspace should be ensured through the compliance of plans, programs,
methods, principles, and standards which are designed and published by the
Ministry;

e The investigation of emerging cyber-attacks and crimes should be supported
through the determination of cyber security actions which are relative to the
impact and likelihood of cyber threats for keeping the IT systems and data

security under control with optimal threshold values and resiliency performance
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by guiding the governing bodies and lawmakers to arrange regulations and
standards according to new cases in cyberspace;

e The reasonable actions which should be taken in terms of safeguarding the
critical infrastructure must be based on the fundamentals of producing,
developing, and using national cyber security software, hardware, tools, and

services at the maximum level (Ulastirma, Denizcilik ve Haberlesme Bakanligi,

2012).
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Figure 2.15. Sectoral and Organizational Interaction of National CERT (Bilgi Teknolojileri ve Iletisim
Kurumu, 2017)

In addition, National CERT was established under the constitution of the
Information Technology and Communication Organization due to the frame of the fourth
article of the 2013-2014 National Cyber Security Strategy and Action Plan which covers
the settlement of the National Cyber Incidents Response Center and Sectoral and
Corporate Cyber Incidents Combat Teams. In essence, the National CERT was formed to
provide not only domestic but also international coordination by taking actions such as
making alerts and cautions for responding to cyber incidents. Fundamentally, the

missions of National CERT are stated as;
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e Assuring coordination and communication for encountering the cyber crimes
e Working synchronously with Cyber Incidents Response Teams (CIRT)
e Providing support for the optimal security of critical infrastructures

e Sharing knowledge which is concerning to cyber incidents with governmental
agencies and international authorized associations

e Making alerts, cautions, and notifications in terms of preventing and

responding to cyber threats (Bilgi Teknolojileri ve Iletisim Kurumu, 2017)

The implementation, administration, and coordination of national cyber security
policies, plans, strategies, and activities were delegated to the accountability of the
Transportation, Marine, and Communication Ministry in terms of providing feasible
governance according to the Cabinet decision in October 2012. Also, the National Cyber
Security Board, which was founded under the directorate of Transportation, Marine, and
Communication Ministry, was consisted of the undersecretaries of Foreign, Internal,
National Defense, Transportation, Marine, and Communication Ministries, Public Order
and Safety, and National Intelligence Organization with presidents of General Staff
Presidency Correspondence Electronic and Information Systems, Information
Technology and Communication Organization, Scientific and Technological Research
Council of Turkey, Financial Crimes Investigation Board, Telecommunication
Connection and the senior level managers of public entities and governing bodies were
selected by Transportation, Marine and Communication Ministry. The assignments of
ministry were represented as;

e To set the policies, strategies, and action plans to provide national cyber
security;

e To formulate principles and procedures for assuring the CIA triad of data,
information, and knowledge assets of public organizations;

e To audit and control the installation activities of technical infrastructure at
public enterprises through ensuring the validity of applications by testing their
effectiveness;

e To define critical infrastructures and implement systems for observing,
preventing, and taking actions in terms of mitigating the impacts of cyber
threats and attacks by making studies for processing, auditing, and continuous

improvement of such systems;
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e Toencourage the production, development, and usage of national solutions and
tools for assurance of national cyber security;

e To plan, coordinate, and procure training and education activities for required
capacity building of the development of personal staff at organizations that are
critical for national cyber security;

e To cooperate with other countries and international associations for controlling
national cyber security efficiently;

e Toauthorize natural and legal persons with certifications that have liability for
educating personal, testing, and producing solutions that pertain to cyber
security; (Ulastirma, Denizcilik ve Haberlesme Bakanligi, 2012)

The reviews and recoveries have been performed in National Cyber Security
Strategy for the years between 2020 and 2023, through investigating the operations,
plans, and conditions that were sustained in the period of 2013 and 2014, 2016 and 2019
years. Eight main motives have been stored according to this framework following as;

e The protection and enforcement of critical infrastructure

e The improvement of capacity

e Organic cyber security network

e The security of new generation technologies

e The combat with cyber crimes

e The development and support of local and national technologies

e The integration of cyber security to national security

e The enhancement of international cooperation (T.C. Ulastirma ve Altyapi
Bakanligi, 2020, p. 10)

As a result, explicitly, Turkey’s cyber security policy framework has been being
developed and updated with principles, standards, and regulations since the establishment
of the National Cyber Security Board with the governance of state organizations.
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Figure 2.16. Cyber Power Level of the Sampled Countries (Voo, et al., 2020)

In addition, within the context of assessing the governance effectiveness and
capability of the states’ national policies and strategies due to the cyber security related
issues, an applied model has been proposed by Belfer Center which can the capacity to
measure the cyber skills of the thirty sampled countries relative to seven national goals
with compiling thirty-two intent and twenty-seven capability indicators via the data and
arguments that have been collected from the public sector which is transformed into
output as National Cyber Power Index(NCPI). The seven national goals of states are
defined as;

e Monitoring local groups

¢ Reinforcing and improving national cyber defense

e Controlling and utilizing the information landscape

e International intelligence gathering for national security

e Mercantile earning or strengthening national industry growth

e Terminating or deactivating the infrastructure and capabilities of
adversaries

e Interpreting the international cyber ethics and technical standards (\Voo,
etal., 2020, p. 1)
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Figure 2.17. CClI of the Nations relative to All Objectives (Voo, et al., 2020, p. 43)

NCPI is compiled and calculated by the combination of the Cyber Capability Index
(CCl) and Cyber Intent Index (CII) which are considered as independent, discrete, and
standalone variables and measurements. Min-max normalization methodology is used to
remodel the CCI indicators which can provide a simplex presentation to researchers,
practitioners, and analyzers for reflecting the conceptual framework and data attributes.
Therefore, NCPI can provide a plausible edge for the people who are involved in a
specific native objective to better perceive their country’s interest in cyber security-
related subjects (Voo, et al., 2020, p. 3).
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Figure 2.18. Radar Chart of Turkey which Shows Whole Capability Conditions (Voo, et al., 2020, p. 71)

e Commercial: Growing National Cyber and Technology Competence

o Defense: Strengthening and Enhancing National Cyber Defenses

¢ Intelligence: Foreign Intelligence Collection for National Security

e Information Control: Controlling and Manipulating the Information
Environment

e Norms: Defining International Cyber Norms and Standards

e Offense: Destroying or Disabling Adversary Infrastructure

e Surveillance: Surveilling and Monitoring Domestic Groups (Voo, et al., 2020, p.
71)
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Figure 2.19. NCPI Plot Chart by the Norms (Voo, et al., 2020, p. 54)

The norms, which cover a country’s understanding and approach, are demonstrated
in the NCPI plot chart, can be used as an indicator for how the definition of international
legitimacy and policy frameworks are perceived by the governing bodies with
investigating the adjustments of them to national changes in economical, political, social,
cultural, and technological environments. The advancements and expansion of
cyberspace cause modifications and improvements in regulations, standards, rules, and
practices for shaping how states, businesses, and individuals act in compliance with the
cyber security governance framework. Turkey is in the lower capability and high intent
field of the NCPI plot chart which is constructed by the norms. Therefore, the capability
points are needed to be improved by structuring an optimal governance approach with the
benchmarking of techniques that are being practiced by the United States, France, Japan,
Germany, China, or Singapore which are the countries that have better and acceptable

capability ratings relatively to Turkey.
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2.2.1. Banking regulation and supervision agency (BRSA)
The implementation and administration of regulations are being performed by

BRSA in terms of ensuring the reliability and consistency of financial markets through
the establishment of effective credit mechanisms and strategies for the protection of both
individual and corporate rights and interests of the savers and investors in similar to the
SEC of U.S. Fundamentally, the mission of the agency is declared as providing the
functioning of credit system efficiently through assurance of the institutions’ operations
are being performed properly to the Banking Law and Regulations for contributing to the
development of financial markets’ stability with the safeguarding of warranties and
regards of savers. The organization’s vision is stated as to transform into an ideal leading
institution that prosecutes regulations and risk management guidelines for financial
markets in compliance with national requirements. From the viewpoint of technology, an
information security management system (ISMS) has been formed inside of the Data and
System Management Department of BRSA which is being controlled and authorized
properly relative to the standards of ISO/IEC 27001:2013 by the organizations that are
certified for an independent audit. Therefore, the CIA triad of informational assets is
being protected against cyber threats and attacks according to the rule-based system
which is embedded in ISO 27001 standards. Likewise, the data transmitting and
communication systems of the organization are being provided due to the 1SO 27001
standards and employees are being educated regularly to ensure that the data breaches
and suspicious cases are being reported to responsible personnel. Furthermore, the
contributors are defined in the 5411 numbered Banking Law as personnel staff, the Data
and System Management Department of BRSA, and third parties which were mentioned
in this stage as independent auditors. Also, the requirements of those parties which refer
to data security have been described within the policies, procedures, legislation, and
documentation that can be shared with respective authorities if needed (Banking
Regulation and Supervision Agency (BRSA), 2017).

The internal control and audit regulations of BRSA, which were stated in the
seventh part of 31069 numbered official gazette on 15 March 2020, have guidance
functions for the Turkish Banks. The articles which were shown in this stage of the

documentation are as below;
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Information Systems (IS) Internal Control Activities
Article 30-(1): An Information System internal control function should be established and
executed by the responsible person who is assigned for detecting the activities of outside
service providers and internal controls’ compliance to policies, procedures, and standards

within the bank.

To make notifications after controls to upper
management and related units for taking action and
overcoming deficiencies

To notify required improvement proposals in
processes and systems after controls

To establish comments for the bank's products,
planned modifications of processes, innovations
with policy, procedure and process
documentations

To make recommendations for reducing risks to
minimum levels in related meetings by attending
the project and study groups, commissions and
committes

To provide periodically reporting for internal
control unit manager, audit committee and upper
management in order to follow the risks which can
be the source of IT management and third party
services

To create internal control investigation plans for
each year which will show the planned
examinations of next year with taking
conformance of those by bank audit committee

Figure 2.20. Information Systems(IS) Internal Control Activities

(2)IS internal control responsible has to have at least five years of professional experience
in one or various of the fields were defined as IS internal control, IS internal audit, IS

governance, or Information Security. Also, the personnel who are going to take a role in
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IS internal control function must have proven knowledge and competence with the
desired level in consideration of their education status or acquired certifications.
(3)The periodical controls, which are executed as a set of IS internal control activities,
should be recorded and the activity documents have been kept for three years by the bank.
IS Internal Audit Activities
Article 31-(1): Respectively, an IS internal audit function should be developed, an internal
audit responsible should be assigned to this unit, and IS internal audit activities are
executed under the accountability of this person in order to assure to board management
for the effectiveness and sufficiency of the risk management activities and internal
controls which are related to IS by investigating both the outside service providers’ and
bank’s IS management processes through searching their compliance to the legislative
framework, policy, procedure and standards which are being used within the bank.
(2)IS internal audit responsible has to have at least five years of professional experience
in one or various of the fields which were defined as IS internal control, IT audit, IS
governance and controls, or information security. Also, the person who will take a role in
IS internal audit must have proven knowledge and competence with their education levels
and acquired certifications.
(3)The scope of IS internal audits should be prepared with a detail-oriented approach for
ensuring the functioning of IS services, processes, and critical assets. Likewise, an IS
audit plan, which covers the controllable fields of IS, should be formed annually with
taking the confirmation of the audit committee of the bank.
(4)The IS internal audit cycles and frequencies of a bank must be provided in proportion
to the criticality and risk of IS services, processes, and assets. Furthermore, the audit
cycle, which is based on IS internal audits, should be determined for the utmost two years
period to ensure that all of the judgments which were replaced in this regulation are
fulfilled by the bank.
(5)Audit guidebooks and control lists should be prepared as written documentation and
must be updated relative to up to minute technology through regular reviews for IS audits
which will be performed by IS internal audit function. In addition, performance reports
which pertain to those audits have been hidden by the bank for at least three years.
Examination of Findings and Provision of Assurance
Avrticle 32-(1): The reviews of findings and critical subjects, which are obtained from IS

internal control, IS internal audit and other IS audit activities, and guidance of board
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management through taking necessary precautions should be executed and performed by
the audit committee. The bank audit committee members should be composed of persons
who have professional experience and knowledge capability to adequately assess the 1S
internal control and IS internal audit reports and findings.

(2)The findings which are diagnosed as a result of IS internal control, IS internal audit
and other IS audit activities must be pursued by the bank through the action plans. The
findings, which are not assigned, postponed, or exceeded the time constraints that are
defined in action plans must be regularly reported to the audit committee and should be
evaluated as critical subjects.

(3)IS internal control and internal audit functions have a role in making suggestions that
are based on findings through setting precautions and actions. The final decision of
findings, which can be recovered by the applications of recommendations and action
plans, is taken after the reviews of IS internal control or IS internal audit function which
are the responsible and holders of the findings.

(4)As a result of the activities which are performed by IS internal control and internal
audit functions, an assessment should be made to objectively display the weaknesses of
controls that are being operated by the independent organizations and examinations of the
bank’s IS controls and in this scope;

e The control weaknesses which can be an obstacle to the efficiency, adequacy, and
compliance metrics which are defined in the methods and principles with the
“Internal Control System” titled the second stage of Internal Systems and Internal
Capital Adequacy Assessment Process regulation,

e The investigations of corruption or misuse cases in which the managers and
personnel intervene who have critical roles in internal control systems and that
affect the confidentiality, integrity, and availability of sensitive data for the bank
like financial information and sustainability of the business activities which cause
misrepresentation of financial statements,

e If there are such kind of findings under the scope of mentioned points, the
assurance of reporting to the bank audit committee and board management,

should be provided as the main element.

The Personel Education and Resource Allocation
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Article 33-(1) The basis is defined as allocating sufficient sources and hiring required
personal capacity with adequate qualifications to effectively fulfill the IS internal control
and audit activities. The employees, who will take a role in internal control and audit
activities, should participate in pieces of education, conferences, and seminars that refer
to IS internal control, IS internal audit, 1S governance, and the establishment of controls
or information security for at least twenty one hours in every year and one hundred twenty
hours in every three years.

(2) The planning of internal control and audit activities for ensuring the timely reviews
of systems, processes, and fields which have previously major significance in providing
the allocation of required sources must be executed harmonically based on mutual

collaboration and information transfer (BRSA, 2020).

2.2.2. Capital markets board of Turkey (CMB)
CMB is the authorized organization that provides governmental control in the

security, asset, and equity markets of Turkey. In-depth legislations have been formed in
order to regulate and organize the equity market environment by developing instruments
and associations through Capital Markets Law (CML) which was established in 1981.
Especially, CMB has an extensive scale of responsibilities for the protection of investors’
rights and fairly organized functioning of the markets as its main objectives. Therefore,
the major goal of the entity is to support the legitimate asset allocation mechanism in the
nation by regulating the relations of lenders, debtors, and investors with respecting their
rights. From the mission perspective, the organization aims to establish inventive and
constructive regulations for performing the management of Turkish capital markets in
terms of enhancing their international capabilities by the assurance of ethical codes,
effectiveness, and clarity. In summary, the major strategic functions of an organization
can be classified as;

e To improve the protection of investors

e To provide the adaptation and integration of international capital markets’

norms into the national legislative framework
e To advance transparency and fairness of capital markets
e To support the infrastructure and structural development of capital markets
In connection with the thesis subject, a feasible digitalized surveillance mechanism

is required to audit and control the equity markets. Correspondingly, the restructuring of
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the Data Processing and Statistics department is provided and this unit is transformed into
a separate form that has a role in establishing a real-time database by setting and launching
systems to take computerized data processing in place (Capital Markets Board of Turkey,
2021).

2.3.  The Relationship between Governance, Risk, and Compliance (GRC)
Factors in Cyber Security

First, cyber security refers to intellectual capital, processes, technology
environment, and tools which are being performed in a system development cycle as
mentioned before. Correspondingly, this system cycle is being governed and supported
according to the guidelines, standards, and policies which are structured internally by
organizations’ managements in compliance with an internationally accepted code of
conduct. Governance models affect organizational behavior that constructs frameworks
for intellectual capital to perform their business activities ethically via a set of procedures,
principles, and strategies to achieve the targets (Schreider, Building an Effective
Cybersecurity Program, 2nd Edition, 2019, p. 71).

From the point of ERM, an organized risk review mechanism must be planned by
the board of directors in terms of examining the vulnerabilities and their effects according
to the prioritization of risks by utilizing the organizational sources to mitigate them by
adequate controls. In fact, ensuring the nominal security of an enterprise with a tolerable
cost in contrarily to benefits by letting appropriate flexibility to personnel for performing
their business activities efficiently, can be challenging to offset. Correspondingly, the
limitations of data access in an organization for the protection of the assets and resources
should be defined from a broad business perspective not just with a technical view.
Therefore, technical solutions are needed with the coordination of business reviews while
making decisions for what the requirements to be met for keeping the control systems
effective, efficient, and agile. As a result, the proposals, which focus on organizational
learning, awareness, and culture, are required through coordination and support of the
tone at the top of management (Parker & Graham, 2008, p. 18). Relatedly, organizations
need to transform their risk management frameworks through value chain models instead
of integrating just the risk definitions, scores, and linear COSO mindset. In this sense, the

Business Model for Information Security (BMIS) of ISACA can be a complementary
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framework for circling the items which can be customized to the risk management
transformation program.

Therefore, the cultural values and frameworks which are developed by management
strategies that are formulated by considering the vision and mission principles which
show the tone at the top relative to sustaining the core business functions, take in place
for decision-making approaches while organizations are coping with risks in accordance
with industrial standards. Respectively, in order to achieve risk management objectives
in cyber security, the governance frameworks and compliance checks should be
performed harmoniously for assessing how the organizational culture supports the 1T
functions and its role. The information assets which should be protected through risk
management strategies are adapted to cyber security activities under the full responsibility
of board management on the part of assuring the CIA triad of knowledge that is retained
and circulated across the enterprise. Hence, from the standpoint of governance, the
authority of board management in an organization can be deployed to the system owner
or IT department to mobilize the decision-making approaches in cyber security processes.
Furthermore, cyber security mechanisms and corporate governance frameworks should
be synthesized with each other to provide adequate protection through risk assessments
and controls for operational, financial, intellectual, and information assets in

organizations (Calder, IT Governance Guidelines for Directors, 2005, pp. 30, 31, 32).
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Figure 2.21. Conceptual Framework of BMIS with Risk Transformation (Vohradsky, 2019)

From the point of risk transformation, the major catalysts can be taken into account
as constructing the appropriate technical tools, data structures, warehouses, applications,
and procedures. Although merely focusing on the technical perspective of the
organizational elements without discussing the entire set of capabilities which involve
governance, risk, compliance, and business intelligence is not sufficient for ensuring a
whole understanding of cyber security. Additionally, organizations need to develop a risk
culture that covers the expected mindset of behaviors, code of ethics, and actions by the
development of organizational learning and the settlement of intellectual capital with
well-established tasks, key risk indicators (KRIs), and key performance indicators (KPIs).
Particularly, the usage of risk measurement tools such as business intelligence,

automation, data analytics, and scenario management via consolidated GRC can aid the
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decision-making process in terms of reducing the cognitive biases which are resulted from
the lack of organizational awareness (VVohradsky, 2019).

As mentioned before, depending on the interaction between the factors of
governance, risk, and compliance, enterprises are investigating to develop inherent
policies which comply with both governmental legislation and internationally accepted
standards for managing cyber risks. In this case, organizations need to arrange their data
assets’ protection mechanisms dynamically to assure that their IT security structures are
complying with national policies and industrial guidelines through internal controls and
audit activities which are harmonized with risk management strategies that are established
by the board and information systems management. However, the relational metrics
between governance, risk, and compliance change according to the dynamic determinants
which are affected from the regulatory aspect, organizational strategies, principles,
technical standards, and cyber risks that are shifting continually. Therefore, systems,
methods, and tools to audit the structure of governance, risk, and compliance in cyber
security functions of organizations can be developed through rule-based algorithms which
can be updated dynamically according to the changes in the legislative environment and
internal control strategies for performing timely recoveries in IT operations. In
assumption, a risk control framework can be designed and established internally
according to the region, sector, and organizational culture of the enterprise.
Correspondingly, internal audit functions can be integrated into this framework to support
and review internal control which has a role in risk management processes of cyber
security with an adequately designed organization scheme that demonstrates the layout
of task units and business hierarchy to understand how the enterprise management takes
in place the cyber risks and their impacts to critical assets. Also, clarifying the linkage
between governance, risk and compliance can be perceived by searching for the problem
that how the organization is sustaining and improving its cyber security activities relative
to external developments concerning policy framework and cyber threats (Choudhary,
Antony, Cooper, & Srinivasan, 2010, p. 8).
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Figure 2.22. The Five Standpoints of Cyber Security Capacity Maturity Model (CMM) (Global Cyber
Security Capacity Centre, 2016, p. 5)

CMM is launched by the Global Cyber Security Capacity Centre to improve the
effectiveness of building processes for the enhancement of cyber security capacity by
proposing five dimensions of the field. These are defined as cyber security policy and
strategy, cyberculture and society, cyber security education, training and skills, legal and
regulatory frameworks and standards, organizations, and technologies. At first, a
country’s capacity for designing and presenting a feasible cyber security framework is
assessed according to the point of cyber security policy and strategy through efficient
incident reaction, crisis management, and protection capabilities of critical infrastructure
(Global Cyber Security Capacity Centre, 2016, p. 5).

Dimension

Aspect
Start-up stage Formative stage Established stage Strategic stage Dynamic stage
Indicators Indicators Indicators Indicators Indicators

Figure 2.23. Template of Layers in CMM (Global Cyber Security Capacity Centre, 2016, p. 6)

According to this cluster, each of the dimensions states different investigation
parameters for the factors, aspects, maturity stages, and capacity metrics of cyber security
to enhance overall capability in terms of reaching expected protection levels. As well,

every single dimension in this concentration demonstrates which capacity is being
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analyzed and reviewed to identify the cyber security maturity level of a nation for
deciding security objectives and plans. In this sense, factors can be considered as the items
which represent the contribution to the improvement of the maturity level in a cyber
security capacity. Correspondingly, every one of the factors is then demonstrated as
scores of aspects to characterize a method through splitting indicators into smaller groups
with five settings of maturity which can provide simplification for analyses and
comprehensions (Global Cyber Security Capacity Centre, 2016, p. 5).

D X.X: Factor Title
Aspect Start-Up Formative Established Strategic Dynamic

Indicator 1 Indicator 4 Indicator 6 Indicator 9
Aspect A Indicator 2 Indicator 5 Indicator 7 Indicator 10
Indicator 3 Indicator 8 Indicator 11

Indicator 1 Indicator 3 Indicator 6 Indicator 8

Aspect B Indicator 2 Indicator 4 Indicator 7 Indicator 9
Indicator 5 Indicator 10

Figure 2.24. The Visual Diagram of How the Factors, Aspects, and Indicators are Clustered in Each
Dimension of the CMM (Global Cyber Security Capacity Centre, 2016, p. 6)

The representative template can be utilized for the determination of which maturity
stage is belonging to specific indicators and can be outlined as;

e The start-up phase shows that an organization or a nation has either elementary
level cyber security maturity or any. Therefore, there might be an embryonic
exploration around the capacity building of cyber security, but there is no definite
steps have been taken at this stage. In short, there is a lack of recognizable
testimony which depends on cyber security capacity building and maturity.

e The formative stage indicates that a quantity of the aspects has started to develop
and frame, but these are amateurish, unorganized, limited, and poorly formulated.
Nevertheless, evidence of capacity building can be obviously verified.

o Established degree states that the parts of the aspect are functional, described, in
line, acting, and performing, but there is no carefully planned discussion for the
resource allocation as little decision-making processes of investments in the
distinctive pieces of the aspect.

e Strategic category demonstrates that the decisions have been taken for which the
specific elements of the aspect are significant and which of them are less crucial

for a particular nation, sector, or a defined organization. This stage also observes
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the cases due to the preferences that have been made for the conditions during the

course of a nation’s or an organization’s particular state.

e The dynamic episode represents that either a nation or an organization has a

recognizable structure for adjusting and reforming the strategy in relation to the

common conditions in the threat landscape, cyber crimes, or secrecy. As a result,

this stage covers constant cautiousness for changing circumstances and agile

decision-making with optimal asset reallocation to improve cyber security

capacity.

Aspect

Government

Start-Up
Government has no or
minimal recognition of the
need to prioritise a
cybersecurity mind-set.

Leading agencies within
government may have
begun to consider
cybersecurity.

D 2.1: Cybersecurity Mind-set

Formative
Leading agencies have
begun to place priority on
cybersecurity, by identifying
risks and threats.

Established
Most government officials at
all levels are aware of
cybersecurity good
practices.

Strategic
Agencies across all levels of
government have routinized
a cybersecurity mind-set,
employing good (proactive)
practices as a matter of
habit.

Cybersecurity mind-set
informs strategic planning.

Private Sector

The private sector has no or
minimal recognition of the
need to prioritise a
cybersecurity mind-set.

Leading firms have begun to
place priority on a
cybersecurity mind-set by
identifying high-risk
practices.

Programmes and materials
have been made available to
train and improve
cybersecurity practices.

Most private sector actors
at all levels are aware of
cybersecurity good
practices.

Most private sector actors,
including SMEs, have
routinized a cybersecurity
mind-set, employing good
(proactive) practices as a
matter of habit.

Cybersecurity mind-set,
informs strategic planning.

Users

Users have no or minimal
recognition of the need to
prioritise a cybersecurity
mind-set and take no
proactive steps to improve
their cybersecurity.

A limited proportion of
Internet users have begun
to place priority on
cybersecurity, by identifying
risks and threats.

A growing number of users
feel it is a priority for them
to employ good
cybersecurity practices and
make conscious efforts to
securely use online systems.

Most users have routinized
a cybersecurity mind-set,
employing secure practices
as a matter of habit.

Figure 2.25. Sample CMM Report for Cyber Culture and Society Dimension (Global Cyber Security

Capacity Centre, 2016, p. 27)

Dynamic

According to the representative visual display of the CMM report which is relative

to the cyber security mindset factor of cyberculture and society, the evaluation has been

made for understanding the level of cyber security efforts that involve values belonging

to behavioral attitudes, code of ethics, and habits of both organizational experts and

individual actors in a nation’s or an industry’s cyber security ecosystem with the aim of

enhancing the resilience of defense mechanisms.
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Significant Gaps which are Considered for the Management of Cyber
Risks
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Figure 2.26. The Critical Areas for Controlling Cyber Risks (KPMG's Audit Committee Institute, 2017, p.
4)

Risk management is discussed as a major concern for the majority of internal audit
teams according to the 2017 Global Audit Committee Pulse Survey which was designed
to understand the main challenges in audit sufficiency, trust mechanism in financial
processes, legislative liabilities, compliance-related requirements, cyber security risks
and the management of control environment. The cyber risk perspective continues to be
mercurial and enigmatic, although the deepening focus of enterprises on the security
aspect of the issue has been escalating while the expectations are increasing for value-
added engagement of control. Therefore, cyber risks should be considered
comprehensively as an organizational risk not just as an IT risk. As a result, maximization
of the value of internal audit activities for the corporations can be enhanced by

concentrating on the major points of cyber security and the capability of risk management
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approaches through proactive planning which is flexible and adjustable to dynamic
business conditions not merely taking into account the financial reporting risks and their
adequacy level (KPMG's Audit Committee Institute, 2017, pp. 4, 6, 7).

Information
Risk
Management
Leaggashlp Business
Governance S
Board Engagement and
Oversight
Human Operations
Factors Technology
Legal and
Compliance

Figure 2.27. Cyber Security Maturity Parts (KPMG, 2018, p. 31)

The maturity of the cyber security framework of an organization is fundamentally
dependent on six factors with the governance of board management according to the cyber
security and insider threats report of Klynveld Peat Marwick Goerdeler (KPMG). Risk
management methodologies, policies, the definition of risk tolerance, risk assessments,
and measurements are performed under the title of information risk management. Board
participation, third-party contractor relationship, classification of critical data, ownership,
entitlement, and governance corresponding to data protection and project management
are carried through the cover of leadership and governance. Plannings and testings of
cyber security practices with cost and benefit analyses in budget management for
identifying resources and training requirements are operated by business continuity and
crisis management functions. Organizational awareness and culture, ethical behavior,
talent development with technical education and training, personnel security roles,
responsibilities, and metrics are evaluated as human factors. Insurance policies for
providing appropriate cyber security events, compliance principles, and functions of audit
commissions are involved by legal and compliance factors. Threat detection with

vulnerability controls, security scanning, incident and hazard course of actions through
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the support of IT service management are achieved within the context of operations and
technology (KPMG, 2018, p. 31).

In theory, cyber security management covers organizational culture, behavior, and
awareness to harmonize supervisory, technical and operational controls to ensure the
adequate protection of information assets according to the CIA triad. Similarly, the
controls are signified through the utilization of policies, procedures, and guidelines. In
essence, the risk is related to how an organization is handling uncertainties and
unexpected events through which approaches, methodologies, and tools are being carried
out for internal controls to safeguard critical assets. Within the context of cyber security
management, internal controls should be performed properly with business objectives
through the support of the internal audit. Accordingly, the internal audit role in
information security can be defined as assuring the validity of risk assessments through
reviewing the control frameworks which are formed by standards and policies to assist
the organizational management in how the risk management activities are being
performed in compliance with organizational culture and governing bodies. Therefore,
the interaction between governance, risk, and compliance terms in cyber security
management can be provided through the supportive roles of internal audit and control.
In this state, information security experts and their units have been authorized to assist
the board management in establishing policy frameworks suitably with data protection
standards and regulations. In addition, the policies should be formed adequately with
organizational culture to achieve and improve the awareness of intellectual capital.
Furthermore, collaborative efforts are needed for developing cyber security frameworks
which include the proposals and projects of both board management and IT departments.
Therefore, the governance models which take in place board managements and IT
departments separately from each other may not be sufficient and feasible for the system
development life cycle in cyber security frameworks for integrating security policy
decisions into organizations. Particularly, the approaches which provide active
participation of executive members to oversight the IT security objectives and policies
can be applicable for getting expected impacts to governance issues in risk management

of cyber security activities (Hernandez, 2007, pp. 8, 9, 10).
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Figure 2.28. Relational Model of Governance, Risk, and Compliance

As mentioned before, framing policies just indoor of the IT departments or within
the board management to conduct risk management activities of cyber security operations
may cause organizations to miss the effective interaction between the factors of
governance, risk, and compliance. On the other hand, policies are defined for providing
internal controls which have a major role in risk management in compliance with business
objectives, must make sense for employees to understand why their organization is
implementing the cyber security policy frameworks.
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Figure 2.29. Critical Factors in Internal Audit Policy Design

From the point of internal audit, policies and guidelines should be established by
the CAE for ensuring that the governance framework covers the organizational
objectives, plans, and strategies with certain definitions of the entire goals of internal

audit activities.

2.3.1. Governance models in cyber security
Technology and the innovations which have been being emerged through scientific

developments in interdisciplinary fields that are related to cyber security, affect the
traditional governance models in the corporate management of companies. Therefore, in
order to improve the governance frameworks, approaches, and practices, the regulatory
environment must be continuously examined. Accordingly, International Risk
Governance Council (IRGC) was established as an association that has a major role to
develop risk-based governance models for observing and controlling the systemic
uncertainties which can be emerged in the fields of information technology, robotics,
artificial intelligence, synthetic biology, nanotechnology, and personalized medicine.
Correspondingly, adequate governance models are required for the enterprises which
have business objectives to support their cyber security processes related to risk and
compliance matters which dynamically change with digitalization and emerging
technologies. In order to perceive how the organizations are overcoming the limitations
of their governance levels, the workshop report of IRGC is examined which was
published in 2015. According to this documentation, the common problem of enterprises
is observed as cyber risks are frequently being assessed with qualitative terms such as
low, medium, or high that can not be compared certainly with other business risks which
can be evaluated in financial values. Therefore, this complication causes limitations for
auditing the cyber security processes in compliance with conventional governance models
(International Risk Governance Council (IRGC), 2015, p. 28).

An effective governance model should be equipped with the essentials which
demonstrate and decipher a roadmap for how to frame the cyber security processes of an
organization to ensure the business continuity and protection of sensitive information
assets through administering the system developers and users. In that situation,
appropriate control of governance practices must be provided through independent and

objective analyses and reportings which support the factual acknowledgment for the
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effective decision-making of the board management in their IT budgeting and cyber
security investment goals and strategies. Therefore, in summary, the cyber security
programs of enterprises should be built on adequate governance frameworks or models
for reinforcing the organizational structure and culture to assess and guide the internal
controls in the risk management practices. As a result, the governance framework which
Is selected has as many effects on cyber security activities, like the operational techniques
and tools that are being used on enterprise’s protection systems for countering the
cyberattacks (Schreider, Building an Effective Cybersecurity Program, 2nd Edition,
2019, pp. 75, 78).

As mentioned previously, the internal audit processes support the organizations for
the achievements of their objectives through the practices of well-organized and
disciplined programs and systems to assess and improve the effectiveness of risk
management, control, and governance-related activities. Therefore, the efficiency of
internal audit functions is measured by analyzing the level of value-added activities in

governance, risk management, and control processes (Zain, 2019, p. 7).

Providing the
coordination
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are relevant to the
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organizational which is related
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management and control for the
responsibility appropriate parts
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Improving
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ethics, code of

information amid
the board,
external and
internal auditors,
and managament

conducts and
values in the
enterprise

Figure 2.30. 2110 Coded Governance Functions of 1A Performance Standards (Moeller, IT Audit,
Control, and Security, 2010, p. 70)

Within the context of 2100 titled performance standards of 1A which is stated as
nature of work, internal audit activities must cover involvements and evaluations for the
progression of risk management and governance processes by practicing systematic and
disciplined methodologies. Correspondingly, the 2110 coded standard is marked as
governance which is discussed under the 2100 titled performance standards to
demonstrate how the internal audit functions should assess and create proper offerings
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for enhancing the governance systems (Moeller, IT Audit, Control, and Security, 2010,
p. 70).

The codes of ethics can be evaluated as key essentials of not only 1A but also
ISACA standards. The main goal of the code of ethics in IlA is to enhance an ethical
culture for the internal audit profession. According to this objective, a code of ethics is
needed for a trust mechanism of independent assurance in governance and risk
management. Two necessary fundamentals are covered in IIA’s code of ethics as follows;

e Principles that are related to the internal audit profession and practices

e The descriptions of behavior norms, which are expected from internal
auditors, are defined in rules of conduct for supporting the interpretation of
the principles into practices and guiding the ethical norms of internal

auditors.

Integrity Objectivity Confidentiality Competency

Figure 2.31. Code of Ethics Principles (11A, 2019)

The descriptions of basic expectations and principles for the manners of individuals
and organizations to govern internal auditing are stated via the code of ethics. The
minimum essentials for conducting the behavioral expectancies in internal auditing
activities are framed by the code of ethics to determine what the right or wrongdoings
are. Thus, the IIA’s code of ethics is designed to improve the level of ethical culture in
the internal audit profession with the interest of its role in the objective assurance of
governance and risk management. First, the establishment of trust assures the integrity of
internal auditors which is fundamental for confidence in their assessments. Second, the
top-level professional independence and objectiveness should be provided by the internal
auditors while they are conducting their responsibilities as accumulating, evaluating,
reporting, and transmitting the information that is related to the processes are being
examined with unbiased assessments which are not intolerably originated from their
judgments, beliefs, and interests of the whole of relevant conditions. Third, internal
auditors should respect the value, privacy, and proprietorship of information that they

gathered to not reveal without proper authority, legislative or professional commitment.
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Fourth, internal auditors must put their knowledge, expertise, skills, responsibilities, and

experiences into effect which are required for the achievement of internal audit services

(1A, 2019).

Integrity

* Performing the internal
audit  processes  with
fairly, diligently, and
responsibly.

* Observing legislative
environment and making
disclosures required by
the  regulations  and
profession.

»Not being a part of any
illegitimate  activity or
engaging in acts which are
unacceptable to  the
internal audit profession
or to the business.

Objectivity

» Not participating in any

engagement or
relationship which can
damage impartial

assessments of internal
audit activities.

»Not accepting anything
whatsoever that may harm
the professional judgment
of the internal auditors.

« Disclosing the  whole
evidence and material
facts, or else not
conveyed, may deteriorate
the reporting of activities

Confidentiality

*Being reasonable in
practice and security of
information obtained in
the course of their actions.

» Not using information for
a part of personal benefit
or not acting in any way
that would be opposite to
the legislations or adverse
to the ethical objectives of
the enterprise.

Competency

* Involving solely in the
efforts for which they
have the essential
education, capability, and
experience

» Operating internal audit
activities in compliance
with International
Standards for the
Professional Practice of
Internal Auditing.

« Continuously improving
their skills, effectivity and
quality level of their
Services.

* Respecting and playing a which ~ are under
role in legalised and examination.

ethical purposes of the

organization.

Figure 2.32. Rules of Conduct that Internal Auditors must Follow (11A, 2019)

According to the ethics concept of the computer field, cyber security can be
categorized through two elements as social science and technology management. Cyber
security-related cases are defined by social scholars due to the national security problems
which include disruption of IT systems by cyber terrorism or warfare that can have
impacts on countries’ national sources and sensitive assets of critical sectors. In essence,
the vulnerabilities, which cause risks in cyberspace, are explored by these professionals,
especially from the point of political science, economics, and organizational behavior.
The creation of social turmoil in the cyber environment and adversary threats to critical
infrastructures or industries are described by Nissenbaum (2005) as concerning points of
the social scientists. On the contrary, the applications and technical procedures are
examined by the technology management experts for securing the data and systems, no
matter who the person or which conditions these mechanisms are belonging to. Therefore,
security protocols that are relevant to techniques such as encryption or cryptography can
be utilized by technology and cyber security experts, coupled with scanning of the
viruses, malware, or malicious software by providing that the practices of cyber hygiene
are being well organized and controlled to assure that the employees are not vulnerable
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to cyber attacks as social engineering (Manjikian, 2017, pp. 13, 14, 15). Mainly, the
norms, which can be evaluated as code of ethics, rules, or organizational principles as
well, are set for making comparisons between expected standardized behavioral patterns
and the act of human beings. Hence, a set of ethical guidelines support the organizations
as a rule of thumb in the establishment of discipline, informative instructions, and

coaching tools to reach their corporate objectives (Kizza, 2014, pp. 21, 22, 23).
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Figure 2.33. The Survey Data Which Demonstrates Time Spending Percentage of Executives in Cyber
Fields (Deloitte, 2019, p. 4)

Deloitte’s survey study, that was applied online between 9th and 25th January 2019
to 100 Chief Information Security Officers (C1SOs), 100 Chief Strategy Officers (CSOs),
100 Chief Technology Officers (CTOs), 100 Chief Information Officers (CIOs), and 100
Chief Risk Officers (CROs) as totally 500 executives who control cyber security
operations in their enterprises which have at least $500 million annual income, illustrates
that they are spending entirely 37% of their time to the fields in cyber monitoring and
operations, cyber security governance, and cyber resilience which have respectively
percentage rates as 13%, 12% and 12% that are above of 9% average. Also, this
information proves that the organizations are conclusively focusing on these three

subcategories to improve efficiencies in their cyber security plans and programs. In
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addition, there is another assertion in this study as the NIST’s two of the five major
functions which are defined as detecting, responding and recovery are systematically
being tried to integrate into enterprises’ governance models of cyber security
management strategies (Deloitte, 2019, pp. 1, 4).
The Most Challenging Parts of Cyber Security Management Programs
across the Organizations
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Figure 2.34. Common Complications in Cyber Security Management of Enterprises (Deloitte, 2019, p. 6)

Furthermore, this survey claims that there is a weakness in prioritization of the
cyber risks according to their impacts and targets to information assets in organizations
because teams related to cyber security processes haven’t got a predefined governance
model or framework. Also, there is another problem that comes up as how the executives
must concentrate on efforts which refer to mitigation of the cyber risks with varying
criteria and impact levels because there are multiple governance frameworks that can
support the organizations to describe their cyber security posture. At the same time, there
are further complexities that can be observed as the different governance models or
frameworks can be carried out by internal audit and internal control units in enterprises
for performing risk assessment activities. In other words, as an example, while internal
audit experts are drawing attention to the COSO framework in their reviews, CISO, and
internal control staff can use Information Governance Reference Model (IGRM). So, a

collective approach may be needed to overcome this conflict through a common feasible

142



framework that can be used for both internal audit and control. In addition, there is another
challenging governance issue as cyber security is grounded solely to the IT department
instead of disseminated into the entire organizational culture and behavior according to
the survey report. As a result of this fact, sticking cyber security systems in just to IT
mechanisms under the responsibility of the CIO causes the reduction in the strategic
management capability of organizations. Therefore, to figure out this problem, cyber
security culture must be dispersed all through the organization with a balanced
distribution of authorities and liabilities in both operational and decision making roles for
achieving adequate awareness in functional level employees to acknowledge them for
which investments are being made through what reasons to improve the cyber security
posture of organizations. In summary, adopting a feasible governance framework to
provide an effective cyber security structure is a comprehensive responsibility in
enterprises which can be performed through the continuous communication between
internal audit, control, and business departments which cover IT, finance, operational and,
juridical functions with organizational arrangements and reporting mechanisms, because
strategies which refer to cyber security are affected from both internal factors that are
related with how the organizational activities are being activated and external cases that
are correlated with governmental utilities, suppliers, business partners, and customers.
Hence, the organizations need to develop and embed adequate cyber culture into their
corporate governance practices for linking the strategies and operations between internal
audit and control applications. Also, the relegation of governance frameworks in cyber
security can cause a reduction of awareness and understanding of cyber risks in
enterprises (Deloitte, 2019, pp. 6, 10). Unfortunately, both macro environment which
includes a legislative structure with international standards and micro perspective which
covers codes of ethics with corporate management principles are being left behind by
momentum and complexity of the technological advancements which make the
governance frameworks difficult to sustain because of their unpredictable social impacts
for how to take action and behave in cyber security practices. Especially, cyber security
applications, which turn around the governance aspect, are predominantly related to code
of ethics and corporate management principles which hold a critical role to provide the
safety of IT assets’ CIA triad. So, the functions of cyber security professionals have been
being altered in a multifaceted fashion with novel technical developments as guiding the

lawyers by acknowledging them what the risks can come out with these advancements to
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support their role while the regulations and standards are being arranged to track the
adequate governance frameworks (Vallor & Rewak, 2018, pp. 3, 4). For example,
tangible inputs are being switched by virtual entries through technological improvements
as cloud-based environments which are developed on software as a service (SaaS) fabric
that is able to enhance the speed of business processes in enterprises. On the flip side, the
system applications which are being developed for such kinds of cloud-based platforms
require constant internet connections with the authentication of user names, passwords,
and transmission of sensitive data. So, these kinds of virtual ecosystems, which give soar
to need for steady network accessibility, can be affected heavily by cyber risks because
of the software layers which are sensitive to vulnerabilities in Transmission Control
Protocol/Internet Protocol (TCP/IP) (Gupta, Agrawal, & Wang, 2018, pp. 34, 35, 36).
Hence, the governance models should be resilient and adaptable in terms of underpinning
the cyber security stance of an organization according to the technical breakthroughs that
have effects on the transformation of business activities.

Consequently, to be able to sustain governance activities in an enterprise, the
definition of organizational roles and responsibilities should be ensured in terms of laying
out the cyber security plans and frameworks for overseeing the performance of protection
systems through the allocation of resources and authorities to accountable personnel staffs
who have access to the governing board. Therefore, participation of employees is required
on time for sharing solid and sensible information which are related to cyber threats and
vulnerabilities with internal and external shareholders that include private and public
authorities to improve defense posture, limit losses, enhance organizational awareness,
and learning. Informing about technical cases, such as threats and breach evidence to
receive how insecurities were exploited, enables enterprises to keep up their defenses
timely and control contemporary and nascent methods which are being used by
adversaries (European Central Bank (ECB), 2016, pp. 1, 3).

2.3.2. Risk controls and assessments in cyber security
Due to the definition of 1SO 31000, risk can be discussed as the effects of vagueness

while the organizations are trying to reach their objectives. In case, what the impact of

uncertainty can be as such an organization will be corrupted by malware. Extraordinarily,

while the dependency of organizations on information and digital systems is raising, the

controls of potential risk factors in the business environment are varying and
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complicating. Therefore, understanding the definition and assessment of cyber security
risks allows the organizations to measure their effects on the part of ERM. As a matter of
fact, the organizations need to adopt a strategy as making investments to risk management
techniques, tools, and mindset for minimization of cyber risks by taking decisions which
are adequate with their business continuity plans, corporate culture, management, and
governance structure (Humphreys, 2016, pp. 4, 5).

Correspondingly, the capability of a cyber security framework in an organization
can be measured and evaluated as a cornerstone by searching for the capacity of
controlling and managing the risks which result from threats that can exploit
vulnerabilities in cyber assets with having impacts as damages and losses to the
organization. Therefore, cyber risks can be shown as a function of the existence likelihood
of threats and their effects on the organizations. For instance, a distributed denial of
service (DDoS) attack is a kind of threat that can affect organizations by exploiting a
vulnerability if there is no existing system for balancing to load of data sources from the
Internet. In such this case, the risk can be determined as the combination of the occurrence
possibility of a DDoS attack and its impact on organizations. Correspondingly,
organizations need to control their risk landscapes in the context of topographic maps for
demonstrating surface features with valuations of their cyber assets and perception of
their vulnerabilities. In essence, risk management is all related to how the organizations
mitigate their financial losses, avoid regulatory punishments, and temper damages to their
firm images and reputations. However, the quantitative valuation of intangible assets
which are placed in cyberspace is a challenging task. Therefore, the results of cyber
attacks to organizations can be displayed as the cost of plunged brand images and
reputations in non-current assets item of financial statements which is a guide to
demonstrate intangible assets such as goodwill, license, registered trademarks, or
intellectual property in balance sheets (Schreider, Building Effective Cybersecurity
Programs: A Security Manager's Handbook, 2017, pp. 41, 42).
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Table 2.6. General Risk Types Which Should be Overviewed Regularly by Enterprises’ Managements
(Schreider, Building Effective Cybersecurity Programs: A Security Manager's Handbook, 2017, p.

43)

Risk Category

Audit and Control

Compliance

Contractual Agreements

Global Data Protection Requirements

Violation of Laws or Regulations

-Cyber Security

-Data Breach

-Data Privacy

Financial

Macroeconomic Risks

Fraud or Corruption

Financial Misappropriations

Operational

Cyber Attack

Data Theft

Disruption of Production Lines and Supply Chain

Disruption to Utilities

Inefficient Use of Resources, Increasing Business Costs

Loss of Key Personnel

Physical Property Damage or Disruption

Product Counterfeiting

Strategic

Competition for Skilled Talent

Loss of Intellectual Property and Confidential Information

Loss of Trust and Organization Commitment

Negative Impacts on Reputation

Poor Business Decisions or Weak Governance

Particularly, organizations need to be aware of the operational side of risk classes

in terms of constructing their cyber security infrastructures and programs. Also, the

management parts of enterprises must control and consider the other risk fields on an

ongoing basis to provide company-scale risk controls and assessments. Although, having

an in-depth understanding of cyber risks is required to significantly focus on the

operational risks from the CISO perspective. Therefore, operational risk scores which are

mainly computed through the evaluation of variables that were shown in the table also

designate the capability of an organization in cyber risk management. In practice, cyber

risk assessments support the solution offerings of governance and compliance-related

complexities which are performed through inspecting the adequacy of controls in cyber
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security processes and management versus generally accepted standards and frameworks
to define the risk scores (Schreider, Building Effective Cybersecurity Programs: A
Security Manager's Handbook, 2017, p. 44).
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related processes between inherent
are regularly and residual risks
recorded in enterprises

Figure 2.35. The Major Determinants for Internal Auditors to Develop a Risk-Based Internal Audit Plan

The examinations and performance measurements of the organizations’ risk
management systems in cyber security infrastructures can be provided by the applications
of risk and control self-assessments (RCSA). Fundamentally, the utilization of RCSA
initiates with the presumption which can be proposed as the range of control is
significantly extensive as well as the momentum of the change is so boundless, so the
sufficient capability of expertise level knowledge is needed for all of the employees who
fulfill the specified works in order to assure the overall and appropriate assessments of
control systems. Correspondingly, the sufficiency, professional capability, and expertise
status of auditors may not be adequate lonely for the entire assessments of all the control
systems which also cover the cyber security management structures, therefore the control
systems have to need efforts, knowledge, and comprehension of each and every staff of
the enterprise to make practices of RCSA (Zain, 2019, p. 16).
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Figure 2.36. RCSA Application Stages
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The practices of the RCSA program provide;

e Enhancement of organizational understanding in risk control processes

e Development of codes of ethics through the escalation of organizational
awareness

e Implementation of a systematic approach for the proactive risk control mechanism

e Promotion of the collaboration and interaction between employees with
continuous improvement approaches

e Empowerment of the employees by enhancing their authority and responsibilities
(Zain, 2019, p. 16)

Particularly, robotic process automation (RPA) is being used in enterprises to
systematize risk control activities through software applications that can perform
customary cyber security functions such as classifying transactions, utilizing data,
launching actions, and providing communication in the system. However, RPA is not
capable of self-tutoring and reproducing the human sense or judgment as reasoning,
comprehending, or thinking which are needed to make analyses and develop strategies.
Machine learning, artificial intelligence, and natural language processing are being started
to inject into RPA platforms for enhancement of their cognitive abilities by the
organizations which aware of their weaknesses. Hence, there are enhanced RPA programs
with a novel way of technologies which can be utilized by the enterprises to classify,
record, transmit and protect the data-related assets via scanning and alerting the failures,
threats, and cyber risks. From the point of audit, improvement of process performance
and reduction of error rate and cost factors can be achieved efficiently by taking RPA in
place for the routine functions of risk control. The annual global robotics survey of
Deloitte UK which was issued in the 2017 report proves that RPA meets the expectations
of organizations according to the multiple criteria which are defined as compliance
enhancement, increased quality, improvement in productivity, and cost minimization
respectively by ninety-two percent, ninety percent, eighty-six percent and fifty-nine
percent. As a result, RPA platforms can assist the internal audit teams in the
standardization of the processes with the reduction of defect rate and improvement of the
quality. Especially, RPA can support the second line of defense role of internal audit
which covers compliance-related operations through reducing the human engagement as

routine or additional monitoring processes, so internal audit staff can perform strategic
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tasks by saving their time with the support of RPA’s integrated manner to risk
management (Deloitte, 2019, pp. 5, 6, 18).
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Figure 2.37. Cyber Resilience Framework (Accenture, 2018, p. 5)
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From the point of the banking sector, the opportunities for innovation have been
increasing by the growing potential of the internet and emerging technologies such as
mobile and online banking services with the establishment of new applications and digital
platforms which can mainly cause security risks in the cyber ecosystem. In short, the
information dependency and IT intensity of business processes in the banking sector have
been raising the occurrence probability of the intersection of vulnerabilities and threats
simultaneously. Therefore, the cyber security framework should be combined with a risk
management structure through organizational awareness, learning, and -effective
governance to detect and test the protection of the bank’s assets (Greuning & Brajovic-
Bratanovic, 2009, pp. 328, 329).
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Figure 2.38. Key Elements for the Cyber Resiliency Engineering Framework (Bodeau & Graubart, 2011,
p. 13)

In essence, the security of IT assets in a bank must be provided by the anticipation
of cyber threats through a proactive manner not reacting when unexpected events occur.
Accordingly, the cyber resiliency engineering model, which is the synthesis of resilience
engineering, cyber security, and mission assurance engineering, can be applied to support
the risk management framework of a bank for breaking the limitations of singular risk
assessments. In this sense, the settlement of four steps of resilience engineering as
anticipate, withstand, recover and adapt can be integrated with cyber security which has
functions in pointing threats and mission assurance engineering which provides mission
as enterprise systems engineering for handling the advanced persistent threats instantly
with the adaptation of process tiers in the NIST risk control structure (Bodeau & Graubart,
2011, pp. 13, 14). Organizations should correlate cyber security risks with their business
objectives, activities, missions internally, and essentials that arise from external
conditions through legislation, policies, principles, and standards. As a result, the risk
management approach of an enterprise in regard to cyber security risks must be
compatible with financial, supply chain, marketing, production, or reputational risks
which shouldn’t increase defects or costs in alternative business functions. Because of
this, system security engineers and risk management officers are charged with stating the
potential risk effects of alternative solution proposals to evaluate those effects are in
compliance with the organization’s risk tolerance and risk management strategy by
regularly informing the chief risk executives (Ross, Pillitteri, Graubart, Bodeau, &
Mcquaid, 2019, p. 19).
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Figure 2.39. Cyber Risk Emergence Cycle

In summary, risk assessment which is performed to ensure adequate protection of
information and cyber assets is considered as a core competency of cyber security
management. Therefore, as an example, according to the ISO/IEC 27002:2005 (1SO
27002), the requirements of cyber security management frameworks or models must be
described through the methodological assessments of cyber risks. Also, the expenditures
of internal controls are needed to be balanced versus the business damages which result
from security threats, vulnerabilities, and failures to understand annualized loss
expectancy through risk assessments. In practice, ISO 27001 is consistent and applicable
with other governance frameworks and models for measuring the validity of risk
management approaches and activities in terms of compliance with internal controls and
audits. Furthermore, 1SO 27001 is framed and developed in line with the Payment Card
Industry Data Security Standards (PCI DSS). Also, enterprises, that build and establish
Information Security Management Systems (ISMS) in conformance with 1SO 27001, are
reviewed by an independent certification body and after this audit, if the organizations
will be found in line with ISO guidelines, an authorized conformity certificate can be
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issued to each of the enterprises (Calder & Watkins, Information Security Risk
Management for ISO 27001/1SO 27002, 2019, pp. 11, 12).

Cyber risk assessments can be operated either through qualitative or quantitative
techniques and tools. However, in general, three major factors of cyber risks are
frequently described qualitatively through categorical variables with ordinal level,
because, qualitative methods provide rapid and cost-effective routes to measure and
evaluate risks in ISMS. In practice, qualitative risk considerations which are based on
judgmental approaches can be performed by three main methodologies as Delphi
technique, scenarios analyses, and decision trees. Delphi technique can be used for soft
problems which are related to strategic decision taking and forecasting. The main
objective is to reach a data-oriented consensus about a subject by getting the opinions of
the set of experts through intensified series of questionnaires which are applied at a
minimum in two rounds. In practice, the Delphi methodology covers four key conditions
as anonymity, iteration, controlled feedback, and the collection of group responses such
as general agreement. From the point of risk assessment in cyber security, the Delphi
method can be feasible to understand the general perception of threats, their targets, and
their effects on enterprises. On the other hand, the scenario analyses can be proper for
possible forthcoming events to define positive and negative outcomes of cyber risks
through simulating alternative circumstances. Correspondingly, the main objective of this
tool is to provide alternate scenarios for emerging and expected cyber attacks. In addition,
qualitative information which supports decision-making in risk assessment can be
gathered through the prediction of occurrence likelihoods and their impacts with the
classification of accumulated data in ranges as low, medium, or high to diagnose cyber
threats and security breaches. Semi-quantitative approaches which are composed of both
qualitative and quantitative methodologies can be implemented like multi-criteria
decision analysis (MCDA) and risk matrices. MCDA technique can be feasible for
complexities that involve contradictory weighted factors. This method is put to work in
the context of cyber risk assessments through the harmonization of technical information
and judgmental knowledge. Risk matrixes can be used for graphical illustration of
assessments which are fulfilled by taking into account the probabilities of the emergence
of threats and their impacts on cyber assets. This tool can be useful for monitoring the
cyber risks through visual indicators which can have the capability to model and represent

the assets’ urgency levels and vulnerabilities with threats and their impacts. Also, the risk
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matrix technique can be classified respectively as quantitative, qualitative, or semi-
quantitative, if the valuations of assessments are shown as numeric expressions through
ratios and intervals, categorical terms, or both of them. In general, the application of
quantitative methods in cyber risk assessments is performed through probabilistic models
with graph-based tools with the aid of mathematical models and simulation (Sokri, 2019,
pp. 468, 469).

The cyber security risk control and evaluation approaches of the enterprises can
vary according to their sectors, business size, assets, data sources and types, risk profile,
and organizational culture as well as their interrelations, correspondences, and third
parties which have relative importance for the assessments of their respective structures
to counter the cyber risks. Accordingly, identification and implementation of risk control
elements, which are covered by security systems, corporate management principles, and
training, are coordinated by governing parts of the organizations to provide optimal
protection against cyber threats and vulnerabilities. In practice, the inherent cyber risks,
which are arisen from the employees, business operations, information technology
systems, and technical tools, should be assessed through the main function of an acting
enterprise risk management (ERM). Also, the effectiveness and efficiency of risk controls
must be identified and evaluated by the ERM mechanism which provides to converge
inherent cyber risks to residual cyber risks for the feasible security of an organization.
Risk mitigation can be ensured by controlling, sharing, or transferring the risks within the
tolerance frontiers which are defined according to the organizational culture and

corporate management principles (European Central Bank (ECB), 2016, pp. 1, 2).

2.3.3. Compliance matters in cyber security
In connection with the former explained reasons, the cyber security policies can not

be charged to a specific part of an organization. Therefore, both active and passive
participation of employees is required across the multiple departments in terms of
developing a feasible policy framework that contains not only micro elements of the
organization but also the macro-environment conditions such as regulations, industry
standards, economic, political, technological, social and cultural risks. Correspondingly,
an applicable cyber security infrastructure should improve organizational culture which
has the capability to overcome compliance-related issues that can be existed because of
the changing situations in international standards and governmental legislations.
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However, disputes between organizational policies and macro environment conditions
can cause ineffective interaction amid governance and risk management activities.
Therefore, in the beginning, organizational requirements can be defined through the
adaptation of risk culture in favor of ensuring the compliance between cyber security
framework which is being used in an organization and the regulatory environment that is
being affected by national policies and international institutes (Venkatraman, 2011, p.
10).
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Figure 2.40. IT Risk Categories (ISACA, 2009, p. 7)

The assurance of adequate protection of the CIA triad of corporate data is a central
liability of the enterprises in terms of providing trustworthiness to the business partners,
suppliers, investors, stakeholders, internal and external customers (Smedinghoff, 2008,
p. 29). On the other hand, governmental attempts for the protection of critical
infrastructure alter against each of the countries on the globe. In practice, national policies
relative to providing security of critical infrastructure should be arranged through
dialogue and information sharing ways with taking the assistance of the mutual efforts of
both public and private sectors. For an instance, NIST is a kind of nonpartisan civil agency
inside the U.S. Commerce Department which has a major mission to establish a
framework for promoting information systems security by searching and guiding the
enterprises for the identification of the wvulnerabilities along with developing

measurement metrics and standards. As a matter of fact, the examinations of the technical
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design and functioning of cyber security plans, policies, and procedures are required for
measuring how the business processes are being operated and executed in compliance
with these parameters. Therefore, the validation of a cyber security framework in an
enterprise can be scaled on a regular basis through the assessments of compliance-related
metrics which depend on organizational adapted standards and governing legislation. As
a result, organizations need to prove that the information, which they are receiving,
keeping, processing, and sharing, is secure by taking approvals from internationally
recognized associations and their governments for assuring that their cyber security
frameworks are legitimate. So, to manage this cycle, enterprises have to implement
systems, technologies, and supportive services which will have a core function to evaluate
and control the compliance associated instabilities. In connection with this situation,
internal and external audits can be used to offset the compliance between cyber security
frameworks which are performed in an enterprise and regulatory environment. Feasibly,
no matter which audit type is being engaged, the processes, which are being utilized for
showing at which level an organization’s cyber security efforts are being achieved in
compliance with standards and regulations, begin with internally made assessments
(Westhy, 2004, p. 237).
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Figure 2.41. Internal Audit Role in Cyber Security Framework

Fundamentally, internal audits have major roles in cyber security frameworks for

providing an independent review of risk management activities through the analyses of
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the capability of internal controls with making the inspections of the state of compliance
to laws and standards. In the context of the cyber security audit, the competence and
effectiveness of control mechanisms should be evaluated proactively with taking the
support of both the information technology department and the board of directors. In
essence, auditors’ main goal in cyber security examinations is to understand that the
capacity level of practices which takes place in providing the optimal assurance of critical
assets is adequate with internationally accepted guidelines and policies. Correspondingly,
the suggestions of the National Association of Shareholder&Consumer Attorneys
(NASCAT) show that the verification of cyber security frameworks which are worked in
process in organizations is needed for conformance of the validity of internal controls,
assurance of the implementation of priorities that are required for enterprise asset
protection and ascertaining that the qualified personnel is in line to surmount with varying
degree of cyber threats, risks, and incidents. Especially, as the nature of active changing
conditions in the cyber environment and related regulations, continual, periodic staff
education and coaching are necessary to provide maximum efficiency of internal audit
functions. Moreover, regular audits can be expanded and adapted to explore the
capabilities of intrusion detections and patch management activities in terms of reviewing
and promoting the effectiveness of cyber security infrastructure for virtual private
networks which are performed to catalyze the data-relevant processes in public and
private enterprises. Although the preliminary structure of network systems may be
observed as thoroughly safe, regular internal audits are still essential for exploring the
security flaws and breaches will naturally occur as a result of system improvements,
architecture transformations, or fresh protection requirements. Therefore, the security of
IT systems can not be ensured entirely without the conduct of periodic audits. Likewise,
the frequency period of internal audits can be specified relative to the inherent risks and
dependency on IT systems. Similarly, in assumption, if an enterprise has business
functions that are being operated and coordinated heavily depending on IT systems
through digitally connected data servers and network structures, can counter cyber risks
steadily, so that the internal audit frequency can rise. In common sense, an average entity
should make the evaluations of risks at least annually and subsequently build an audit
plan based on that reviews according to the advice of the National Association of State
Auditors, Comptrollers, and Treasurers (NASACT). In the current state, automated audit

mechanisms and compliance systems can be used with a critical security baseline that
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provides instant alerts of any variation or anomaly from standard or accepted business
processes and practices. So, assessment tools that are enhanced with automation can
support the organizational culture by contributing to extended awareness in the
understanding of cyber risks through the verification of security controls’ effectiveness.
Although, putting automated assessment tools into action is not solely enough,
furthermore the involvement of capable cyber security professionals is required to

achieve the entire protection of IT systems (Westhy, 2004, p. 241).
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Figure 2.42. The Documentation Functions of Cyber Security Audit (ISACA, 2021, pp. 5, 6, 7, 8, 9)

The records of audit activities that are performed and the evidence that endorses the
findings and suggestions of the auditor are provided by the documents of the cyber
security audit. The potential utilization of such a documentation system is summarized in
the figure above.

Especially, the financial sector, which is composed of banks, insurance enterprises,
advisory firms, and intermediaries with their interconnection in the international business
environment, has a strategic role to keep and protect the data of clients to sustain their
operations and interaction. Each kind of cyber attack can affect the financial industry and
legislative part of the sector. Therefore, the enterprises, which are standing their business
activities in the financial industry, should work in coordination and collaboration with
governing and regulatory bodies through devising their corporate management principles,
strategies, and cyber security frameworks placed on business volume, risk perception,
and organizational culture (Walker, Gramlich, Bitar, & Fardnia, 2020, pp. 409, 410).
According to the 2020 Data Breach Investigations Report of Verizon, 63% of the attack

157



vectors in the finance industry are being launched by external actors which are being
financially encouraged for acquiring the data to convert them into money. On the other
hand, 18% of the attacks are being conducted by internal actors who are monetarily
motivated as well as 9% percent of the attacks are being covered by unclassified personal
errors. The finance sector is a major target for adversaries because of the data assets which
are collected from the customers. The research which was made by Verizon presents that
this sector keeps its position to be the leading open space for organized criminal factors.
Especially, web application assaults, which are the principal reason for most breaches,
are in contention with the rate of miscellaneous errors. In detail, the top three causes of
the vulnerabilities in the finance industry that reflect 81% of breaches are formed by web
applications, miscellaneous errors, and everything else (Verizon, 2020, p. 52). Everything
else is used by Verizon as a term to describe the attack type which does not belong to the
nine attack classes that have been being used by Verizon since 2014 as crimeware, cyber
espionage, denial of service, insider and privilege misuse, miscellaneous errors, payment
card skimmers, point of sale intrusions, physical theft and loss and web applications
attacks (Morrow, 2020). As a result, it is a part of trouble when an organization recognizes
that the mistakes of its employees charge approximately the same amount of breaches as
external actors who are targeting the data assets of a bank or an insurance company. Thus,
one crux of the matter is showing particularly that the weakest part of organizations in
the finance sector is their workforce. Accordingly, the key control precautions, which are
being utilized in terms of managing the cyber risks, are the implementation of a security
awareness and training program (CSC 17), boundary defense (CSC 12), and secure
configurations (CSC 5, CSC 11) (Verizon, 2020, pp. 52, 53).

3. RESEARCH DESIGN
First, internal audit has conventionally functioned on the operational, technical,

tactical, and strategical levels of business processes. However, the classical approaches
which consider internal audit as simply an assurance activity of internal controls are not
sufficient in cyber security management, because of the unpredictable and chaotic nature
of cyberspace. The legislative frameworks, standards, and national policies have been
dynamically shifting through emerging technologies and cyber risks and therefore
internal auditors’ objectives should be modified to these latest conditions to be capable
of understanding how the cyber security governance frameworks must adapt to variations
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in information systems. Correspondingly, there is a lack of common perception on which
internal audit functions have effects on cyber security governance, so the Delphi method
which is a type of group interview by using the combined opinion of experts can assist in
reaching the main objective of the thesis subject as to where the knowledge is imperfect.
Mainly, the Delphi technique is used for formulating expert-based data collections which
are provided via questionnaires to develop a cardinal consensus refers to the main
problematics of the thesis. Also, panel members and questions are selected according to
the relevant subcategories of the thesis study which are defined as internal audit, cyber
security, governance, and the banking sector of Turkey.

In general, Delphi is a research methodology that can be utilized for establishing
forecasts about cases if quantitative predictive tools are not alone capable as available
information provides limited evidence and confirmation in terms of defining the
probabilities. In other words, it can be useful for cases where there is a lack of consensus
or an incomplete form of knowledge is available. Also, Delphi presents a format of remote
communication in which the common opinion of panel experts are collected by both open-
ended questions and questionnaires that are distributed via mail, fax or e-mail.
Particularly, an iterative research methodology is applied for getting summarized
opinions and feedbacks with the responses of relevant experts through the recursive series
of written questionnaires that can be called rounds until the agreement in an opinion has
been reached.

Two research scientists, whose names are Olaf Helmer and Norman Dalkey, who
had been working for the Rand Corporation had developed the Delphi survey technique
in the 1950s. Their goal was to form a tool for estimating the upcoming events by
operating a sequence of concentrated questionnaires rotated with feedback of controlled
responses. Typically, open-ended questions are implemented in the first series of the
Delphi technique, because these are needed for the researcher to perceive and present the
intense, profound, and particularized points and content of the research question which is

being worked on (Custer, Scarcella, & Stewart, 1999).
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Focusing on the exploration of the
future events or cases in which
limited information is capable

Dependence on the usage of
expert opinion

Deploying remote group processes

The implementation of an iterative
research process

The formation of an agreement of
opinion

Figure 3.1. The Research Conditions of the Delphi Technique (Amos & Pearse, 2011, pp. 103, 104, 106,
107, 108)

The research subject of the thesis study concentrates on future essentialities rather
than current effects as well as a relatively small amount of scientific knowledge is known
about these future requirements. Also, while the Delphi methodology is able to point to
these future recommendations, most of the other research techniques don’t focus on them,
as they have a tendency to address past, historical or present facts. The research question
of the thesis which is determined to investigate the internal audit role in cyber security
governance by using the banking sector of Turkey as the population is a qualitative matter
that can be analyzed via exploration and description of multiple opinions which can be
shown as the major intention of the researcher to eliminate preconceived information
about the subject. Of course, this does not mean that every generated idea for the open-
ended subquestions will be accepted, so the main goal is for using this approach is to
understand the common consensus of experts which is needed to be achieved for the next
plays of the researcher through the iterations of data collection stage.
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Results Recommendations

Figure 3.2. The Research Plan of Thesis Study

The Delphi technique is applied as mixed methods research from the perspectives
of both qualitative and quantitative approaches to perceive the general agreements of the
panel participants. In this regard, for the first phase, the outputs of the qualitative data
collection process are transformed into meaningful data, and then for the second phase,
questionnaires are designed according to the outcomes of the qualitative part which are
used as inputs for the second stage that is carried out quantitatively with the design of
questionnaires by sending and taking feedback from the panel experts in two rounds.

3.1.  Expression of Thesis Proposal and Subject
From the beginning, in 2019 the rate of global economic growth is approximately

5.82 times greater than in the 1960s when mainframe computers were rolled out according
to the gross domestic product (GDP) time-series data of the World Bank (The World
Bank, 2020). Certainly, the effects of technological developments on this indicator can
not be neglected according to the contribution of industrialized countries, which have
high tech investment strategies and policies, to world economic growth is relatively forty-
two percent. This proportion demonstrates that the improvement of efficiency and
reduction of costs to increase productivity and effectiveness through compliance with
quality specifications and expectations of customers depend on digital transformation
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besides economic, cultural, political, and social norms of nations. Correspondingly, the
technological transformations accompany chaotic conditions, threats, and risks such as
criminal and fraudulent acts along with their positive impacts and advantages to national
and organizational productivity. Therefore, the illegitimate activities and behaviors which
depend on information technology systems should be deeply investigated to overcome
the problematics in trust mechanisms between countries and enterprises for sustainable
development of the international business interactions. Especially, misusing of
computerized systems and technological devices such as committing fraud, theft of
sensitive data and hacking acts differs from conventional criminal acts relative to where
and how the crime attempts are realized because such these activities are emerged by
attackers in an intangible location is called cyberspace by using of software codes,
viruses, and networks. Therefore, the issues related to cybercrime acts and security
structures should be explored and analyzed by synthesizing engineering and management
disciplines by taking the guidance of the legislative framework. Briefly, this thesis study
is proposed for researching and understanding the internal audit operations in cyber
security governance both conceptually and applicatively with deep investigations of
literature reviews and observations of cases in the Turkish banking sector by the Delphi
technique. Particularly, the subject of this study is based on both technical and legislative
points which cover and discuss how the internal audit is being functioned in cyber security
governance mechanisms of enterprises to perceive not only national but also global norms
for existing and emerging cyber threats by considering the requirements of industry
standards and organizational culture for assisting the banking sector of Turkey in
establishing effective interaction between audit, control and governance processes of

cyber security.

3.2.  The Goals and Problem Structuring of Thesis Research
Technical breakthroughs in information flowing systems through mobile data

utilities and voice over internet protocol (VOIP) provide the individuals and enterprises

to interact with each other in cyberspace. Fundamentally, the interactive relations

between people, enterprises, sectors, and nations frame the international business

environment which arises in digital platforms by taking the support of hardware, software,

data, and web servers to realize the investment, supply chain, purchasing, marketing, and

risk management activities. However, attacks against information technology and
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communication systems have possible harmful effects on international business relations
and activities. Therefore, the functions of cyber security in the continuous improvement
of information systems should be enhanced and supported by international regulatory
associations and governing bodies that have the authority to build up principles, sectoral
standards, laws, and frameworks for auditing and controlling the business relations
between nations and organizations. In essence, the protection of critical and sensitive
tangible and intangible assets is mandatory for enterprises to sustain their business
activities. In this regard, the harmonization of internal audit, cyber security, and control
processes should be provided by board managements with appropriate governance
structures and practices which vary according to the industry and region of organizations.
Thus, the main goal of this thesis study is determined as to discover the objectives of an
internal audit on cyber security governance by focusing on the banking sector of Turkey
with the support of conceptual fabric and research studies that were applied through
factual data. Correspondingly, the legislative, strategical, organizational, and technical
issues of information management systems in enterprises are challenging factors for
establishing cyber security governance. In this context, the motivation of the researcher
is to analyze the internal audit functions by taking into account those conflicts between
the functioning of information systems and cyber security governance. Particularly, this
research study covers not only technical parameters which concentrate on key
measurements for the development of risk management practices and protection
mechanisms in cyberspace by constructing and proposing blueprints and standards to
verify the tools and methodologies which are used in security systems but also the
regulatory associations and organizational structures that demonstrate how an enterprise
is compatible to international legislations in investigation and prosecution of cybercrime
through which ways are being applied in enterprises to prevent, audit, control and
counteract the cyber attacks for the safeguarding of critical information assets (Gercke,
2012).

In general, scientific methods which are feasible and recommended for complicated
cases in the real world perform effectively in the lower levels of complications, although
have challenges to overcome the upper level of complexities. In this regard, the
designation of the subproblems relative to the main subject of the thesis through system
science can support to clarify the results and recommendations of the research study

which involves comprehensive data collection and analyses with the Delphi technique.
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From the standpoint of typology, the problematic cases can be classified as hard and soft
problems. In explanation, hard problems can be defined clearly and figured out with
positivistic techniques such as operations research and decision science like maximization
of the profits or minimization of the operating costs. However, defining the internal audit
processes on cyber security governance is a soft problem and is not amenable to offer
solutions by pure positivistic methods, because each description of sub-problems related
to the subject is relatively varied depending on the observers’ perception which is formed
by personal and judgmental opinions. Therefore, the main problem of the thesis subject
can not be solved uniquely with precise and stable outputs as one size fits all equation but
explained through qualitative observations and analyses like the issues as how to define
the vision of an enterprise or culture of an organization (Degtiar, 2009, pp. 138, 142, 143,
144, 145, 146). As a result, the Delphi technique, which is heavily used in qualitative
research methods, is agreed on to figure out this fuzziness through the accumulation of
significant data from both academics of universities and business experts of the Turkish
Banking Sector who are going to contribute to the open-ended questions session with

semi-structured interviews and guestionnaire rounds as panelists.

3.3.  The Intention of Researcher and Importance of Study
As mentioned in the theoretical part of the thesis, no matter how an organization

has talented intellectual capital or advanced technological tools to scan and mitigate cyber
risks, there are always possibilities that can cause vulnerabilities and skeptical attitudes,
especially because of human conduct and lack of ethical perception. Therefore, internal
audit functions which ensure strategically objective reviews are certainly required that
perform as an extra set of eyes, ears, legs, and hands for the enterprises which aim to build
effective cyber security governance frameworks with continuous improvement
philosophy. Correspondingly, the researcher intends to understand how the cyber security
governance approaches and models of the sampled banks are being formed and evaluated.
Also, the researcher desires to determine in which way they are performing their cyber
security risk assessments with their workforce or by outsourcing this service from
independent audit firms which work as third parties and are being used by BRSA as well.
In essence, the regulations will be taken into consideration as bases which were published
in the official journal by BRSA on 15 March 2020, including internal audit functions to
show the banks how they should systematize and execute their internal audit operations.
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Likewise, ISO is used as an origin fundamental for the sampled banks in terms of
investigating their current cyber security governance framework to demonstrate how their
structure is being performed in compliance with the standards. Thus, in summary, the
researcher intends to propose a cyber security governance model which covers the
internal audit framework for the Turkish banks to provide them a road map and
performable strategy for their information technology and communication systems.
Within the context of the researcher’s goal, the Turkish banking sector will be clustered
and progressively, the ethical norms, which are framed by IlA, are going to be employed
as the control variables in order to understand how the internal audit functions are being
performed and sustained in cyber security management of these bunched organizations.
The open-ended questions, which are going to be transmitted to the panelists of the
research study, are outlined in the following order;

e Which processes do internal auditors take responsibility for in your organization
within the cyber security services?

e How do you explain the competency of internal audit functions which are being
conducted as part of cyber security?

e How is the interaction mechanism between internal audit and management board
formed for the issues which are related to cyber security?

e How do the confidentiality, integrity, and availability concepts remind you within
the context of your organization?

e What does the code of ethics recall you of when the internal audit and cyber
security principles are discussed simultaneously?

e How are the ethical rules defined inside your organization, in terms of the
methodologies which are tracked by the internal auditors for performing the role
of internal audit in cyber security processes?

e How does the internal audit take part in cyber security management relative to the

monitoring activities of the legislative framework and international standards?
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Figure 3.3. The Stages of Future Proof Research Formation

As well, this research study diverges from its peers, because of its subject,
application methodology, sample, conceptual model, and variables, as a result, the
researcher aims to bring novelties, original, and valuable perspectives to the literature by
well documented deeply investigations of cyber security field which mostly contains
technical subjects and internal audit which covers social and human aspects thoroughly.
The study is being prepared through the usage of both epistemic knowledge and
applicative researches to find out optimal solution recommendations for the main
problem. As a result, this thesis study uniquely holds importance that makes contributions
to both internal audit and information technology literature by presenting functional
methods which can enhance the viewpoints of not only the academicians but also the
practitioners for their assessments of multifactorial parameters in cyber security, internal

audit, control, banking, governance, risk, and compliance.

3.4. Background Studies of Research Subject
The research studies related to the thesis topic, which covers the subjects as internal

audit, cyber security governance, code of ethics, risk management, internal control,
banking, and Delphi technique, are examined for trying to understand both from the
perspective of the research title and method. Therefore, in this part of the thesis study, the

researcher designs the literature check in two parts as research topic and application
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technique. At first, in parallel with this strategy, the previous researches are examined
according to the conceptual framework and fundamentals of the thesis title which are
relative to the major elements that are defined as internal audit, cyber security governance,
internal control, cyber risks, code of ethics, organizational culture and behavior, corporate
management principles, legislative environment, cyber risk management, and cyber
security standards.

The research studies, which are analyzed and connected with the theme of the
thesis, are shown in order as follows;
Von Solms (2005) investigated the differences between the operational and compliance
management of information security by proposing the philosophy of information
technology governance and information security governance should be discussed as two
discrete parts of information security management (Solms, 2005).
Von Solms (2005) made a study to present the existing interdependent practices of
COBIT and ISO 17799 by showing the harmony of the two frameworks with mapping
(Solms B. v., 2005).
Brown and Nasuti (2005) tried to observe the effects of SOX of 2002 on the information
technology governance in terms of understanding the internal control evaluations of the
IT security governance operations and systems (Brown & Nasuti, 2005).
Weidenmier and Ramamoorti (2006) presented the research options for the information
technology relevant to internal audit functions through three governance-related
processes which are driven by the risk assessment role of internal audit, detecting
assurance, and adequacy of assessments in cyber security (Weidenmier & Ramamoorti,
2006).
Ula, Ismail, and Sidek (2011) proposed a general framework in terms of demonstrating
the governance processes of the information security structures in banking operations
(Ula, Ismail, & Sidek, 2011).
Steinbart, Raschke, Gal, and Dilla (2012) introduced exploratory research to discover the
interaction between internal audit and information security by framing the key factors
which have effects on both concepts.
Lanz (2014) researched the role of audit committees and certified public accountants
(CPA) in cyber security governance for projecting how the tools that they are carrying
out, are transforming through technology-based applications. Therefore, the cyber

security field should be discussed with the entire business units of an organization,
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because if an organization takes cybersecurity-related issues into consideration with just
an IT perspective, cyber security governance can not be performed holistically and
feasibly.

Karabacak, Yildirim, and Baykal (2016) discussed the regulatory practices for arranging
the cyber security of critical infrastructures in Turkey by executing the study with three
steps for the recognition of suitable approaches in regulations.

Caratas, Cerasela, and Gheorghiu (2017) offered a research study for finding out the
major function of the internal audit in evaluations of cyber security processes by
presenting that governing with management can support the role of internal audit to assure
the establishment of adaptive capacity and business continuity. Also, they claimed in their
study that cyber resiliency plans are needed to develop with the guidance of internal audit
for the implementation of cyber security culture (Caratas & Gabriela, 2017).

Ojeka, Be-Caleb, and Ekpe (2017) investigated the relationship between cyber security
and the performance of audit trustees in the Nigerian Banking sector by functioning the
independent variables as autonomy, technological and financial expertise of audit teams.
As a result, they observed that there is no significant relationship between variables.
Therefore the audit committees’ general features which are defined as having an objective
and independent manner with technological and financial knowledge, are not mostly
related to cyber security according to the data that was gathered from the framed sample
of the Nigerian Banking sector.

Sabillon, Serra-Ruiz, Cavaller, and Cano (2017) made a study by introducing an audit
model for cyber security operations to evaluate and validate the audit processes for
assuring preventive controls.

Islam, Farah, and Stafford (2018) explored the factors which are affiliated with cyber
security from the viewpoint of the internal audit by concentrating on the functions of the
chief audit executive, chief risk officer, and audit committee. As result, they found that
internal audit is heavily connected with governance, risk, and control functions in cyber
security controls (Islam, Farah, & Stafford, 2018).

Steinbart, Raschke, Gal, and Dilla (2018) examined the internal audit role from the
perspective of validation of information security operations with proposing the outcome
as the performance of internal audit has effects on the reduction of the internal control
weaknesses in information security-related activities (Steinbart, Raschke, Gal, & Dilla,

2018).
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Kahyaoglu and Caliyurt (2018) investigated how the cyber security systems and internal
audit processes can interface with each other by analyzing cyber security assurance
models for defining key issues and weak points in the internal audit and risk management
operations.

Jamison, Morris, and Wilkinson (2018) made a research study about how the internal
audit staff can adapt their skillsets to cyber security (Kahyaoglu & Caliyurt, 2018).
Stafford, Deitz, and Yaojie (2018) designed a study to examine the serving of information
security policies and audit processes according to the definitions of the malicious acts by
applying a qualitative approach with the examination of the auditors’ opinions for
explaining how the behaviors of technology users should be standardized and in which
approaches auditors can effectively support management to handle the cybersecurity-
related problems.

Islam and Lee (2018) introduced research that covers the internal auditors’ competencies
and cyber security audit operations by proposing a research model to determine the
internal audit role in information technology, governance, risk, and compliance.
Shamsuddin, Adam, Adnan, Madzlan, and Yasin (2018) developed a research study in
terms of demonstrating the effectiveness of the internal audit role in cyber security
management operations in banking corporations of Malaysia. As a result, the three
factors, which were identified as internal auditors’ awareness, organizational policy, and
risk management corresponding to cybersecurity-related activities, have significant
effects on the effectiveness of internal audit processes.

Oztiirk (2018) designed a research study to represent the entire mechanism of cyber
security audit steps by taking the inner and outer causes into consideration. As a result, a
structural diagram was developed to illustrate the consolidated processes of the cyber
security audit.

Seliomoglu and Saldi (2019) developed an explanatory study for showing that the general
methods are being used in cyber risk measurement efforts by integrating the internal audit
functions in information technology controls. Due to this, the internal audit methods,
tools, and operations have been affected by technological tendencies and so, the internal
controllers have to gain further technical knowledge and competencies to execute IT-
related audits and also they must particularly take responsibility for the cyber risk

assessment processes.
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Table 3.1. The Research Studies are Related with Thematic Part of Thesis

Author and Article Name Subject and Scope Findings
Year
S.H.(Basie) Information Computers and Security, | The two aspects of information
Von Solms | Security Discussing the differences | security management which are
(2005) Governance- between information | considered as good information
Compliance security operational | security =~ governance  and
Management Vs | management and | information technology
Operational compliance management governance should be installed
Management separately from each other.
William Sarbanes-Oxley Information Systems | SOX can be used for
Brown and | and Enterprise | Security, Many sections of | investigating  the internal
Frank Nasuti | Security: IT | the Sarbanes Oxley | control assessments of the IT
(2005) Governance-What | Act(SOX) of 2002 have | security governance structures
It Takes to Get the | direct effects on- | and processes.
Job Done information technology
governance.
Basie Von | Information Computers and Security, | The Synchronization of the two
Solms (2005) Security Investigating the existence | frameworks was provided by
Governance: and complementary | mapping.
COBIT or ISO | applications of COBIT and
17799 or both? ISO 17799.
Marcia L. | Research Information Systems, | The research questions, which
Weidenmier Opportunities in | Presenting research | are related to IT and internal
and  Sridhar | Information alternatives in the field of | audit, were developed for three
Ramamoorti Technology  and | information technology in | governance regarding activities
(2006) Internal Auditing connection with internal | which are executed by risk
audit role. evaluation function of internal
audit, controlling assurance, and
compliance of assessments in
security and privacy.
Munirul  Ula, | A Framework for | Information Assurance and | The framework which was
Zuraini bt | the Governance of | Cybersecurity, proposed in the research
Ismail and | Information Recommending a | represents a general model for
Zailani Security in Banking | framework for the | information security
Mohamed System governance of the | governance to banks.
Sidek (2011) information security
structures  in  banking
mechanism.
Paul John | The Relationship | Accounting Information | An exploratory model was
Steinbart, between Internal | Systems, Presenting an | recommended in order to frame
Roby L. | Audit and | examination for the | factors that have effects on the
Raschke, Information relationship between | interaction between internal
Graham  Gal | Security: An | internal audit role and | audit and information security
and William N. | Exploratory information security. processes.
Dilla (2012) Investigation
Joel Lanz | Cybersecurity Technology, Exploring the | Cyber security is an important
(2014) Governance:  The | functions of CPAs and audit | business concern which affects
Role of Audit | teams on the navigation of | the overall organization’s value-
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Committee and the
CPA

cyber risks which are faced
by all sizes of enterprises.

added  activities,  financial
performance, external and
internal governance approaches.

Bilge
Karabacak,
Sevgi  Ozkan
Yildirrm and
Nazife Baykal
(2016)

Regulatory
Approaches for
Cyber Security of
Critical
Infrastructures: The
Case of Turkey

Computer Law and Security
Review, Presenting-a three-
step research methodology
for the identification of the
appropriate approaches to
protect the critical
infrastructures of Turkey.

In general, the critical
infrastructure of Turkey is
executed in compliance with the
regulatory environment.

Maria  Alina | Internal Audit Role | Economic Sciences, | Organizations need to establish
Caratas, in Cybersecurity Internal audit has a major | cyber resilience plans by taking
Spatariu Elena role in the assessments of | the support of internal audit
Cerasela and cyber security processes | functions for implementing a
Gabriela through ~ working  with | cyber security culture to
Gheorghiu management for providing | enhance  their  employees'
(2017) the development of adaptive | perception and awareness.

capacity and  business

continuity.
Stephen A. | Cyber Security in | Management and | A significant relationship was
Ojeka, Egbide | the Nigerian | Marketing, Evaluating the | not found between dependent
Be-Caleb and | Banking Sector: An | relationship between cyber | and independent variables, so
Edara-Obong | Appraisal of Audit | security and effectiveness | audit committees are not
Inyang Ekpe | Committee of audit committee by | enabled to ensure controls in
(2017) Effectiveness applying independence, | cyber security functions of the

technological and financial | Nigerian banking sector.

expertise of audit

committee as independent

variables.
Md. Shariful | Factors Associated | Managerial Auditing, | The expansion of cybersecurity
Islam, Nusrat | with Exploring the factors which | audits through the internal audit
Farah and | Security/Cybersecu | are associated with- | function is positively associated
Thomas F. | rity  Audit by | cybersecurity from the | with the capability of the audit
Stafford Internal Audit | internal audit perspective by | role that refers to governance,
(2018) Function: An | focusing on the roles of | risk, and control.

International Study | chief audit executive, chief

risk officer, and audit

committee.
Paul John | The Influence of a | Accounting, Organizations, | The quality of this interaction
Steinbart, Good Relationship | and Society, Examining the | has a positive impact on the
Roby L. | between the | internal audit role on | quantity of reported internal
Raschke, Internal Audit and | assurance of information | control weaknesses and
Graham  Gal | Information security activities and how | noncompliance cases, as well as
and William N. | Security Functions | to enhance these processes. | the amount of security breaches
Dilla(2018) on Information which were detected and cause

Security Outcomes

financial loss.

Sezer Bozkus
Kahyaoglu and
Kiymet

Cyber Security
Assurance Process

Managerial Auditing,
Analyzing cyber security
assurance models for the
identification of  key

A conceptual model is proposed
to demonstrate how the cyber
security and internal audit
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Caliyurt
(2018)

from Internal Audit
Perspective

problematics and
weaknesses in the internal
audit and risk management
functions.

processes can collaborate with
each other.

John Jamison,
Lucas Morris,
and

The  Future of
Cybersecurity  in
Internal Audit

Cybersecurity, Examining
the solution proposals for
the question of how the

Audit professionals need to
establish ~ their  perceptions
through the development of

Christopher internal audit committees | creative approaches for the
Wilkinson can adapt their | attraction of talents in the fields
(2018) competencies to  cyber | of data security principles and
security. cyber security frameworks.
Thomas The Role of Internal | Managerial Auditing, | A qualitative case approach was
Stafford, Audit and User | Investigating the functions | applied by examining the
George Deitz, | Training in | of information security | opinions of the auditors to
and Yaojie Li | Information policies and audit through | explain how the behaviors of
(2018) Security Policy | the definitions of the | technology users should be and
Compliance malicious  behaviors in | in which ways auditors can
organizations. optimally support management
to overcome the cyber security
issues.
MD. Shariful | Internal Audit | Accounting Information | A research model was proposed
Islam and | Function Systems, Examining the | in terms of explaining the
Jaeung Lee | Competencies and | role of internal audit in | internal audit functions in
(2018) Cybersecurity cybersecurity risk | information technology,
Audit management. governance, risk, compliance,
and communication
capabilities.
Amanuddin The Effectiveness | Industrial Management, | The three factors which are
Shamsuddin, of Internal Audit | Exploring the internal audit | identified as awareness of
Muhammad Functions in | effectiveness in | internal auditors, organizational
Afi Adam, | Managing cybersecurity management | policy, and risk management
Saiful  Ariff | Cybersecurity  in | operations of banking | relative to cybersecurity have
Adnan, Siti | Malaysia's Banking | organizations in Malaysia. | significant effects on internal
Nur Izzati | Institutions audit effectiveness in cyber
Madzlan and security management processes
Yasreen Mohd of the Malaysian banking sector.
Yasin (2018)
Mahmut Sami | Cyber Attacks, | Accounting and Tax | A flow chart was introduced by
Oztiirk (2018) | Cyber Security | Applications, explaining the complete process
Audits, and an | Demonstrating the entire | from the planning phase to the
Integrated  Audit | system of cyber security | assurance and reporting stages.
Model Proposal control in a framework with
an integrated approach.
Seval Kardes | The Role of Internal | Accounting and Auditing | The role of internal audit has
Selimoglu and | Audit:  Analysis, | Review, Presenting the | been modified through
Mustafa Hakan | Mapping, and | theoretical techniques | emerging technological trends
Sald1 (2019) Assessment of | which are utilized for | and this situation brings new
Cyber Risks in | analyzing, charting, and | competency fields for internal

Enterprises

evaluating cyber risks.

controllers to execute their tasks
in cyber risk management and
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information technology audit
operations.

The research studies, which are scanned in reference to the practice of research
methodology, are explained axiomatically as below;
Dalkey (1967) had made the research study, which was named “Delphi” by constructing
the structure of the Delphi methodology in terms of describing the processing mechanism
of the Delphi technique. As a result, the Delphi methodology had been recommended for
the long-term predictions by refining the personal judgments of panel members with the
statistical computations of the classified data that are extracted from a questionnaire.
Helmer-Hirchberg (1967) had introduced a research study with the title of “Analysis of
the Future, The Delphi Method” to explain the basic patterns of Delphi. Consequently,
the agreement had been reached as the Delphi technique can be used for converting
personal ideas to long-term forecasting.
Kurubacak (2007) presented a research study which is cited as “Identify Research
Priorities and Needs for Mobile Learning Technologies in Open and Distance Education:
Delphi Study”. In this research, the Delphi technique was operated for showing the
categorization of research options in mobile learning technologies.
Kurubacak (2011) performed a research study that is named “E-learning for Pluralism:
The Culture of E-Learning in Building a Knowledge Society” for defining and classifying
the forthcoming edges in e-learning with the application of the Delphi technique. In this
study, the Delphi method was utilized in three rounds to collect data from the
professionals.
Omari, Barnes, and Pitman (2012) established a research study which is titled “An
Exploratory Study into Audit Challenges in IT Governance: A Delphi Approach” to
observe the IT governance of the Australian public industry by using the Delphi survey.
Vasarheyli, Lombardi, and Bloch (2014) developed a research study that is named “The
Future of Audit: A Modified Delphi Approach” for considering the audit profession’s
future with the modified Delphi technique via gathering the raw data from the experts.
Davidson and Hasledalen (2014) formed a research study which is marked “Cyber
Threats to Online Education: A Delphi Study” for examining the cyber risks which can

harm the online learning systems through the practice of the classical Delphi method.
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Smits and Hillegersberg (2015) designed a research study that is displayed as “IT
Governance Maturity: Developing a Maturity Model Using the Delphi Method” to
develop an IT governance system that includes formational processes and soft parts of
the organizations.

Karabacak, Yildirim, and Baykal (2016) prepared a research study, which is built as
“Regulatory Approaches for Cyber Security of Critical Infrastructures: The Case of
Turkey”, by applying grounded theory for qualitative analyses and Delphi study for group
discussion.

Haqaf and Koyuncu (2018) revealed a research study, that is named “Understanding Key
Skills for Information Security Managers” to explore the key skills needed for the
information security managers with the usage of the Delphi technique. Project and risk
management were defined as two main fields according to the sixteen skills that were
identified as a result of the application of the Delphi method.

Altipulluk, Kesim, and Kurubacak (2020) generated a research study which is named
“Usability of Augmented Reality in Open and Distance Learning Systems: A Qualitative
Delphi Study” for discovering the effectiveness of augmented reality in remote education
through the Delphi study. Delphi technique was used in three rounds by using a qualitative
questionnaire at first which includes twenty-one open-ended questions as the primary data
collection tool and after that, in the second round, the processed data was used to engage
a six-point Likert scale questionnaire and finally, in the third round, the transformed data
from second round was reached from the findings were analyzed and another six-point
Likert scale questionnaire was performed.

Table 3.2. The Research Studies are Related with Methodology of Thesis

Author and Year Article Name | Subject and Scope Findings

Norman  Crolee | Delphi An outline of the Delphi | Delphi method had been

Dalkey(1967) methodology had been | introduced for the long-term
explained. forecasting through filtering

the opinions of a category of
advisers or experts with the
statistical calculations of the
group responses.

Olaf Helmer- | Analysis of | Delphi methodology had been | Delphi technique could be
Hirchberg(1967) the  Future, | described with basic principles. | used to attempt the processing

The  Delphi of informed intuitional
Method judgments for long-term
predictions.
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Giilstin Kurubacak | Identify The Delphi technique was | Briefly, public responsibility,
(2007) Research applied to demonstrate the | management  of  online
Priorities and | identification,  categorization, | society, and specialists who
Needs for | and classification of the research | are engaging in digital
Mobile opportunities for mobile learning | transformation are
Learning technologies in open and | determined as the major
Technologies | distance education. research fields in the paper
in Open and subject.
Distance
Education: A
Delphi Study
Giilstin Kurubacak | E-learning for | The main objective of this | Delphi method was used with
(2011) Pluralism; research was to determine and | three rounds for gathering
The Culture | classify the upcoming forces and | data from twenty-eight e-
of E-learning | needs for e-learning. learning experts who
in Building a evaluated major problematics
Knowledge and criticisms in this subject.
Society
Loai Al Omari, | An Examining the IT governance in | Ten major IT governance
Paul Barnes, Grant | Exploratory the Australian public sector with | audit concerns were presented
Pitman(2012) Study  into | an empirical approach by using | according to the Delphi study.
Audit the Delphi survey.
Challenges in
IT
Governance:
A Delphi
Approach
Miklos A. | The Future of | Discussing the future of the audit | Forecastings were proposed
Vasarheyli, Audit: A | profession through modified | by the author for future
Danielle Modified Delphi technique with gathering | functions of audit as database
Lombardi, Delphi the consensus of expert opinions | management, sampling,
Rebecca Approach which provide foresight in audit | extensible markup language
Bloch(2014) methods, standards, and | processing, and clustering.
mindsets.
Philip Davidson, | Cyber Threats | Investigation of the cyber threats | The leadership was noticed in
Kenneth to Online | and vulnerabilities, which could | terms of understanding the
Hasledalen(2014) | Education: A | damage online learning systems | cyber security risks and their
Delphi Study | by applying an e-Delphi survey | costs as a general solution.
with the classical design of
Delphi methodology.
Daniel Smits, Jos | IT A description of developing an | One maturity model was
Van Governance IT governance maturity model | developed for the hard side of
Hillegersberg(201 | Maturity: was proposed with both the hard | information technology
5) Developing a | parts which cover structural | governance, but the soft part
Maturity processes and soft elements that | requires  more  specific
Model Using | include organizational culture | competencies for each focus
the  Delphi | and behavior. field.
Method
Bilge Karabacak, | Regulatory First, the critical infrastructures | Particularly, the critical
Sevgi Ozkan | Approaches data of Turkey were analyzed | infrastructure employees of
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Yildirim, Nazife | for Cyber | qualitatively with the grounded | Turkey  which  includes
Baykal(2016) Security  of | theory method, second, the | privately held contractors are
Critical Delphi survey was applied with | mainly in  favor  of
Infrastructure | six experts to derive regulations, | compliance.
s: The Case of | and finally, a focus group
Turkey interview was carried out.
Husam Hagaf, | Understandin | Investigation of the major | Project and risk management
Murat g Key Skills | capabilities required for the | were determined as two major
Koyuncu(2018) for information security | categories from the sixteen
Information management role with the | skills that were accepted as
Security adoption of the Delphi | the key classes  for
Managers technique. information security
management by the
implementation of the Delphi
methodology.
Hakan The Usability | The primary goal of this research | Delphi technique was carried
Altinpulluk, of is to define the functionality of | out to fourteen experts with
Mehmet  Kesim | Augmented augmented reality in open and | three rounds by using a
and Giilsiin | Reality in | distance learning ecosystems in | qualitative questionnaire that
Kurubacak(2020) | Open and | compliance with international | covers open-ended questions
Distance design laws for predicting the | as a primary data collection
Learning outlook through taking the | tool and a six-point Likert
Systems: A | opinions of experts with Delphi | scale questionnaire as a
Qualitative methodology. secondary data gathering
Delphi Study method.

No master or doctoral thesis has been found from the literature reviews of thesis

research studies in Turkey which specifically cover both internal audit and cyber security

subjects. Therefore, the literature analyses of the theses are made by focusing on each of

the subjects separately and the research methodology of the thesis.

In general, the researchers, who particularly studied social sciences, highlighted the

cybersecurity-related subjects through focusing on the regional parameters, national

strategies, policy frameworks, critical infrastructure, and awareness.

Table 3.3. The Thesis Studies that are Related to the Subject

Author Thesis Type and | Subject and Scope Findings

and Year | Name

Bilge Doctoral Thesis, | Public Administration, | The intensity of privatization in

Karabac | Developing and | Proposing a model to evaluate | critical infrastructures can

ak Verifying a set of | the critical infrastructure | significantly affect the national

(2015) Principles for the | capacity from the perspective | policies in the cyber security field
Cyber Security of the | of cyber security. and a  well-framed and
Critical comprehensive set of legislations

can be effective for Turkey.
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Infrastructures of

Turkey
Ahmet Doctoral Thesis, | Business Administration, | The researcher showed that cyber
Bozgeyi | Analysis of Cyber | Surveying to measure cyber | security — awareness of the
k (2018) | Security security awareness of middle | enterprises in Gaziantep varies
Management and large companies in | according to their size and
Approaches in | Gaziantep. demographic factors.
Medium and Large-
Size Enterprises
Operating at
Gaziantep
Volkan Doctoral Thesis, The | Public Administration, the | The researcher stated that Turkey's
Gocoglu | Assessment of | connection between public | public policies are in the initial
(2018) Turkey's Cyber | policy and cyber security was | phase and these are needed to be
Security Policies in | analyzed to demonstrate the | improved for the redesign of
the context of Public | direction of national | critical infrastructure through the
Policy Analysis perception  and  critical | support of educating the personnel
infrastructure  plans  of | for information systems.
Turkey.
Giilcihan | Master Thesis, | Business Administration, | The researcher proposed a model
Aydaner | Measurement of the | Surveying to measure the | which depicts the relationship
(2019) Impact of Social | online shopping behavior of | between  social  engineering
Engineering and | customers relative to social | activities and cyber security
Cyber Security | engineering and cyber | awareness in online shopping
Awareness of Young | security parameters. intentions of customers.
Consumers on Online
Shopping Intentions
Ahmet Master Thesis, Cyber | Business Administration, | The researcher claimed that
Korkusu | Security and Cyber | Investigating strategies and | countries have to improve their
z (2020) | Risks in Institutions major cyber attacks by | cyber security infrastructures

comparing Turkey and the
global landscape with the
assessments of statistical data
which are corresponded to

cyber security.

through the usage of innovative

risk control methods.
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In common, the Delphi technique was used by researchers for the collection of data

from field experts to cluster main factors in terms of framing root causes that are related

to their thesis problems.

Table 3.4. The Thesis Studies that are Related with Method

Author Thesis Type and | Subject and Scope Findings
and Year | Name
Giil Doctoral Thesis, | The goal of this study is to | The integrated assurance process
Yesilcele | Creating identify the assurance | criteria in consolidated reports were
bi (2019) | Combined mechanism of the integrated | recommended due to the consensus
Assurance  for | reports by taking the judgments | of opinions that were taken from the
the Integrated | of the framed sample which was | research sample through the Delphi
Reports: A | defined as auditors, | technique.
Delphi academicians, and the
Technique institutions which are publishing
Investigation on | integrated reports. In this study,
the Awareness | a two-phase Delphi technique
in Turkey was applied.
Hamza Doctoral Thesis, | The main purpose of the study is | The climate literature sufficiencies
Yakar Determination to specify the abilities to improve | cover six major classes that were
(2019) of the Climate | secondary-level education | defined through the Delphi method
Literacy curriculum relative to climate | as climate-associated terms, primary
Competencies at | subjects. climate comprehension, regional
Secondary and domestic climate awareness, the
School Level by link between climate and life,
Delphi capacities, and code of behaviors.
Technique
Burgin Doctoral Thesis, | Reconceptualizing the design of | Delphi technique was applied for the
Turan A Scale | science literature to build a novel | determination of the features of
Bektas Development framework  for  integrating | science literated persons.
(2020) Study to | intellectual values to improve the
Determine cultural perspective of Turkish
Public  Science | society.
Literacy: Delphi
Technique
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3.5.  Structuring the Research Variables and Sample
According to the theoretical and applicative research studies and papers, the

complexity of harmonizing governance, risk, and compliance mechanisms is being
perceived as one of the main challenges in cyber security for chief executive officers
(CEOs), chief risk officers (CROs), chief information officers (CIOs), chief information
security officers (CISO) and auditors. Therefore, the relationship between these three
elements is deeply investigated from the theoretical framework with factual research
findings from the past studies in the conceptual part of the thesis. In essence, the pieces
of evidence show that the interaction between GRC in cyber security is mainly performed
under the full responsibility of board management with the guidance and support of the
internal auditors and controllers. Also, within the context of cyber security governance,
the findings of former surveys demonstrate that the governance frameworks and models
which are designed by internationally accredited associations have a key role in providing
the synchronization between internal audit and control. Therefore, proper governance
frameworks or models can be preferred to improve the accordance between internal audit
and control for the ongoing development of cyber security processes in enterprises. The
internal audit’s main goal is discussed in the theoretical part of the study as to oversight
of the internal controls for validating the competency of risk management activities to
ensure the full protection of information and cyber assets. As well, hypothetically, the
internal audit may have a supportive function for guiding the board management in terms
of the selection of an adequate governance framework that will be implemented in cyber
security systems to catalyze the risk management activities that are performed by internal
controls.

The purposeful sampling can be used no matter the way is going to be applied to
qualitative research by allowing the researcher to intendedly pick informationally
qualified and professionally experienced participants for specifically designed in-depth
research studies. Patton claims that the validity of a qualitative study is predominantly
related to the comprehensiveness of the participants’ profile with examinations and
analyses of the researcher rather than the research study’s sample size (Conway, 2020, p.
7).

Additionally, the conceptual part of the thesis study adequately supports that the
objectives of internal audit in cyber security governance are based on the code of ethics,

the principles of corporate management, and the legal framework as the main variables
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which can present an optimal route for designing the research model. Therefore, the
sample of panelists’ responses to the Delphi survey is going to be clustered according to
these three factors for the breakdown of how the cyber security governance systems are

being framed in the banks.

Legal Framework

Corporate Management
Principles

Code of Ethics

Internal Audit

Cyber Security
Governance

Figure 3.4. The Multifactorial Variables in Research Model

The functions of internal audit in cyber security governance are investigated relative
to the factors which are framed as;
e The code of ethics
e Corporate management principles
e Legal framework
Especially, the diagnostics of the compound items of the research study are shown
in the figure above for organizing the framework of relations between research
parameters. Therefore, mainly, the internal audit functions in cyber security governance
can be examined based on the codes of ethics which are assumed as a subset of corporate
management principles and legal framework. According to this presumption, the
simplification of the thesis goal is accomplished through structuring the code of ethics as
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mediating variable to funnel the internal audit functions in cyber security governance for
reducing the complexities.

Corporate Management

inci Legal F k
Principles egal Framewor

Code of Ethics

l

Internal Audit
Role

Figure 3.5. Relational Demonstration of Research Variables

Therefore, the set of ethical principles, which is based on 2110 coded governance
functions of 2100 titled 1A performance standards, is selected as a control variable to
constrain and narrow the research scope for more effectively and deeply investigating the
internal audit operations in cyber security governance.

Internal
Audit
Role

Cyber Security
Governance

Figure 3.6. Hypothetical Notation of Processing Mechanism for Organized Research Variables

The research sample is framed as demonstrated in figure 3.7, according to the
population of the thesis subject which is planned as the Turkish Banking industry. The
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main objective of the sample of the thesis study which is defined is to better perceive the
cybersecurity-related concerns and risks from the perspective of internal audit, because,
presumably, deposit banks have extraordinarily many online and digital transactions
because of their customer profile, in comparison with alternate ones.
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3.6.

3.7.

Figure 3.7. Framed Research Sample

Assumptions and Limitations
The researcher assumes that;

The participants who attend the Delphi study are accepted as authorized and

accredited professionals who have expert-level knowledge and experience about

the research subject.

The attendees, who participate in the Delphi survey, responded to the questions

objectively and without any bias.

The data, which are gathered by Delphi methodology, cover the control variables

that are processed for understanding the common sense of the research sample.
The research study is limited with;

The personal opinions and judgments of experts who take part in the Delphi study.

Qualitative and quantitative data analyses through the Delphi technique.

Independent research variables are framed as codes of ethics, corporate

management principles, and legal framework in the governance system.

The panelists, who accepted to participate in this study from the bank sample, are

mostly performing their profession in cyber security, information technology, risk

management, and internal audit-related fields.

The panelists, who accepted to join this study as academics, have professional

lecturing experience in universities with cyber security, internal audit, and ethics

background.

The panelists, who accepted to take part in this research from regulatory agencies,

have the responsibility in establishing and controlling the legislations related to

information systems, cyber security, and the banking sector.

The data are collected in the period between 1 March 2021 and 31 December

2021.

Data Collection and Analyses
Predominantly, the mindsets of researchers in social and behavioral disciplines can

be classified into three categories as;

Quantitatively adapted standpoints, that are mainly based on positivist or

postpositivist norms, provide computational data and analyses.
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e Qualitatively focused on philosophies that are primarily derived from
constructivism with its’ paradigms that use narrational data and analyses.

e Both quantitatively and qualitatively built on ways of thinking within the bounds
of realist patterns as mixed methods researches perspective (Tashakkori, Johnson,
& Teddlie, 2020, p. 2).

In harmony with the problem of the thesis, exploratory sequential mixed methods
research design is decided to carry on the data collection and analysis sections to fit with
the Delphi technique. This research approach is being performed by firstly starting with
the qualitative stage to explore the data of interviews by making analyses of the data as
transforming the audiovisual and textual raw data into meaningful information for
constructing the second stage which is going to be the quantitative part of the research.
Principally, the qualitative stage can be used for modeling the tools and itemizing
variables which guide the researcher in terms of following the quantitative step (Creswell,
2014, p. 16).

Especially, mixed methods research is applicable when the research design involves
both the qualitative and quantitative approaches in the data collection and analyses part
of the study. Similar to the research problem of the thesis study, mixed methods research
is selected for collecting data and performing data analyses with the integration of both
thematic and numerical data interpretation.

Therefore, in this research study, the Delphi technique is used as mixed-method
research via designing the route map as at first, the set of open-ended questions is engaged
as a qualitative data collection tool through the utilization of semi-structured interviews
to perceive the personal opinions of the target panelists with the discussion documents
and records, and after this operation, secondly, the acquired data from the conversations
are analyzed with qualitative explorations and then transformed into questionnaires,
which are considered as the application tools of quantitative research methodologies, are
delivered by online to the framed sample in two rounds, and finally, the received data are
interpreted through quantitative techniques for findings and recommendations part of the

thesis study.
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The semi-structured interviews are selected for the qualitative data collection part
of the study because this method provides a range of alternatives by presenting an
organized approach for the specified points which depends on the facts of the research by
leaving blanks for the panel members to suggest new tenors to the study. Semi-structured
interviews can be used as either the unique methodology in a research model or one of
the various methods by providing multidimensionality with the design of questions to
generate meaningful data. Fundamentally, semi-structured interviews can support the
researchers by allowing them in developing open-ended questions before achieving
interviewing operation by catching their attention to certain arguments to ensure that the
execution of the interview is well focused and effectively performed within the time and
budget constraints. Also, this technique can assist the researcher in the data analysis part
by providing the evaluations of gathered replies much feasible to examine and compare.
In practice, the researcher must be an active listener with avoid talking reflexively for
conducting the semi-structured interview fairly. The researcher can get an objective
opinion set of the participants by reaching perceptions for the particular subject or theory
through the semi-structured interviews. Therefore, the researcher can mine deeply the
main themes of the research problem by allowing the participants to widen their mindset
with semi-structured interviews (Andrew, Pedersen, & McEvoy, 2011, pp. 100, 101,
102).

3.7.1. Delphi round one

In this stage, the semi-structured interviews are organized with panel members
through video conferences, phone calls, and electronic mails by applying open-ended
questions for collecting textual data. The data, which are gathered from panelists, are
represented in appendices.

3.7.2. The analyses of the first round

The critical marks can be identified through the Pareto principle which provides a
small number of essential causes that contribute to the complexity (Joiner Associates
Incorporated, 1995, pp. 4, 16). Correspondingly, the Pareto charts are used as analytical
and visual tools to specify the subplots of the thesis problem which are measured through
the qualitative data that are collected with semi-structured interviews via open-ended
questions in Delphi round one. Nvivo software is used for the classifications and analyses
of the qualitative data in terms of defining the most emphasized fields which are going to
be presented in Pareto charts. Briefly, the categories are tried to be shown with underlying
reasons which are described with the usage of the Nvivo program by transforming them
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into Pareto charts for analyzing how the responses of panelists are mostly concentrated,
scattered, and plotted.

Clustering the
Concentrated

Collection of Responses by Designing

Identifying Pareto Charts Building the

Cause and
Effect Diagram

the Qualitative Using Nvivo
Data Program
Twelfth
Version

Root Causes for
Visualization

Figure 3.8. Qualitative Data Analysis Plan for Delphi Round One

The frequency distribution shows that control and compliance-related functions and
reporting tasks are mostly focused on by the panelists as the main responsibilities of
internal auditors. Especially, according to the responses of panelists, the internal audit
teams have a role in auditing the validity of risk management activities by reporting the
findings to upper management by assuring their compliance through monitoring and
partially process development.
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Figure 3.9. Pareto Chart for the Responses to First Question of First Round

The panelists emphasized that the internal auditors are mostly concentrating on
controlling compliance which is related to local regulations and international policy
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frameworks in accordance with their competencies. Also, they mentioned that the internal
auditors partly have functions in technical controls, SWIFT audits, and detection of
vulnerabilities. Correspondingly, a minority of the panelists expressed that their internal
audit services are not as much as sufficient in terms of performing technical controls and
discovering the vulnerabilities because of the scarcity in labor markets and higher
turnover rates. Likewise, they remarked that the internal audit teams should be supported
with technical training events and specialized certification programs to improve
information security awareness.

6 120%
5 100%
4 80%
3 60%
2 40%
1 20%
0 0%

Technical Trainings Educations Technical Tools International

and Knowledge Certifications

Figure 3.10. Pareto Chart for the Responses to Second Question of First Round

The panelists broadly specified that their audit parts are performing their processes
as a review committee which is directly attached to the general manager by reporting their
findings to the management board with regular meetings after the BRSA regulation which
was established on 15th March 2020. Correspondingly, they noted that the governance
approach, which was introduced after this regulation, provides much effectiveness for
integrating the cyber security culture into business functions and corporate management
principles. As well, they stated that the internal audit teams have supportive functions
such as guiding the upper management, planning audits, and reviewing the reports and
findings through monitoring the risk management activities.
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Figure 3.11. Pareto Chart for the Responses to Third Question of First Round
Most of the panelists widely underlined that the new BRSA regulation, which was
developed relative to frame the standards for the information systems of the banks, has
positive effects on the cyber security awareness and safeguard of the CIA triad. Also, they
stated that the internal audit services have functions in controlling the adequacy level of
cyber security processes through monitoring activities due to the international policy
frameworks which are particularly pointed out as COBIT and 1SO 27001. Equivalently,
they emphasized that the CIA triad subject is often considered in the authorization
mechanism while providing data access and flow in the banks.
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Figure 3.12. Pareto Chart for the Responses to Fourth Question of First Round
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The panelists especially deepened that the set of code of ethics is considered as
fundamentals in conjunction with compliance-related cases for the assurance of cyber
security governance through policy frameworks and IIA standards. Their responses
showed that the organizational culture can be improved with educations, case studies, and
simulations for the practices of ethical principles. Also, they proposed that continuous
audit methods can be applied for ensuring authorizations because authorization is scored
as the most significant subject in cyber security from the point of an audit.
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Figure 3.13. Pareto Chart for the Responses to Fifth Question of First Round
The responses of panelists described that in general internal audit has responsibility
for reporting the cases and findings which are related to the violation of the ethical rules.
They also have functions in risk assessment and review processes in terms of controlling
the authorization mechanism in the banks.
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Figure 3.14. Pareto Chart for the Responses to Sixth Question of First Round
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The panel members mentioned that the internal audit committees have a
responsibility in controlling the compliance of banks to BRSA regulation, COBIT, and
ISO 27001. Also, their answers indicated that monitoring and reporting activities are
mainly performed by auditors to assure that the compliance controls are being executed
in line with the legislative and international policy frameworks.

12

10

Monitoring BRSA COBIT Compliance ISO 27001 Reporting
Controls

Figure 3.15. Pareto Chart for the Responses to Seventh Question of First Round

The conceptual model of internal audit functions in the cyber security governance
structure is established through the mind mapping tool of Nvivo software. The goal of
this relational framework is to specify the main actors of the legislative environment,
external performers, organizational roles, and responsibilities of internal auditors which
are partially related to corporate management principles and code of ethics in the
processes of cyber security governance. As a result, ISO 27001, COBIT 4.1, and
particularly BRSA regulation with the performers of external audit activities which are
described as independent accredited firms for technical controls and independent audit
firms for process controls have major authority in the scanning of cyber security
management activities for Turkish Banking Sector. Therefore, these parts of the
conceptual model have direct effects on the banks’ corporate cultures, ethical
understandings, and internal audit functions which are related to cyber security.

191

120%

100%

80%

60%

40%

20%

0%



Figure 3.16. Mind Map for Internal Audit

The cause and effect diagram, which is also known as Ishikawa or fishbone
diagram, is used as an analytical tool to identify and visualize the probable causes of the
thesis problem to present an organized formation. In essence, the main goal of using this
diagram is to focus on the problem which is under examination by outlining the major
reasons through identifying the interrelations between them (Joiner Associates, 1995, p.
15). Therefore, the data, which are analyzed through Pareto charts, are categorized with
a cause and effect diagram, which supports the researcher in terms of managing time
constraints for providing a common perception to logically evaluate the following phases
as to which elements can be used to gather the meaningful data.

Because of the above-mentioned reasons, the objectives of internal audit functions
in cyber security governance are outlined through a cause and effect diagram, according
to the qualitative data which are acquired from semi-structured interviews with personal
opinions of panelists that are analyzed in Pareto charts. Therefore, the main areas are
defined for the determination of root causes in order to cluster the common judgments of
panelists with respect to demonstrating the diagnostics for reaching the main goal of the
research study. As a result, relative to this following outline, the survey questions are
going to be designed through focusing on major determinants and their subitems for
collecting quantitative data in connection with the second and third rounds of the Delphi
technigque. Within the context of responses of participants to seven open-ended questions,
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the responsibility, competency, governance, CIA triad, code of ethics, legislative and
international policy frameworks are identified as core elements to deeply explore the
internal audit functions in cyber security governance.

As well, the subclasses are defined due to the frequency of collected data from the
Pareto analyses in the qualitative part of mixed methods research to design the primary
concerns which facilitate for framing the survey questions that will be used to test the
validity of common opinions of participants in the quantitative section. So, the main
objective of the following representative model is to demonstrate the statements of
panelists by sorting them into specified fields with qualitative analyses.
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Figure 3.17. Cause and Effect Diagram for Defining Major Parts

3.7.3. Delphi round two

A questionnaire is designed according to the inferences of the data which are
collected and analyzed in the first round of Delphi. Correspondingly, the quantitative part
of this research study covers the collection and analyses of the data which are mainly
based on the questionnaire plan which is prepared due to the seven open-ended questions
and their root causes. Therefore, five sets of questions are adapted for each section of the
open-ended questions relative to the qualitative data analyses which are performed in
Nvivo software and programming tools through nodes, treemaps, and word clouds. As a
result, thirty-five questions are arranged for the questionnaire which is designed due to
the five-point Likert scale as strongly disagree (1), disagree (2), neutral (3), agree (4), and
strongly agree (5).

3.7.4. The analyses of the second round

First of all, the statistical inferences are shown quantitatively through measures of
dispersion after the collection of ordinal data, which are the class of categorical variables,
are collected with closed-ended questions that are ranked with a five-point Likert rating
scale questionnaire design as mentioned in the previous section. The threshold value is
decided as the interquartile range (IQR) must be less or equal to one and at least seventy-
five percent consensus rate must be reached for each of the statements which represent
the closed-ended questions.

The facts, which are provided through the set of statements, which is shared with
panelists due to the responsibility element, prove that the participants have an agreement
with each other. These results test the validity of panelist opinions which are obtained in
the first round in terms of showing the commonality relative to framed responsibilities of
internal auditors in cyber security processes. Therefore, the internal auditors have main
functions in control processes, compliance mechanisms, reporting, assessment, and
monitoring activities.

Table 3.5. The Statistical Inferences for Responsibility

Statements for Mean Standard Median | Interquartile Frequency Consensus
Responsibility Deviation Range

(4-5) @ |12

1 4,466667 | 0,498887652 4 1 15 0 0 Achieved
(100%) | (0%) | (0%)

2 4,333333 | 0,699205899 4 1 13 2 0 Achieved
(87%) | (13%) | (0%)

3 4,466667 | 0,718021974 5 1 13 2 0 Achieved
(87%) | (13%) | (0%)

4 4,2 0,653197265 4 1 13 2 0 Achieved
(87%) | (13%) | (0%)
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4,533333

0,618241233

14
(93%)

1
(7%)

0
(0%)

Achieved

The competency related statements, which are sent to panelists in order to measure
the necessary skills for internal auditors in cyber security activities, present that the
participants have no common opinions in the seventh, eighth, ninth, and tenth statements
which are shown respectively as;

e Internal auditors must have a basic level of software knowledge in order to
maintain the audit activities which are carried out by BRSA in accordance with

the information systems regulation.

e Internal audit must have system and network management knowledge to be
effective in the process of controlling and conforming to the penetration test
findings which are carried out by independent audit firms after they are ensured.

e Internal audit must have technical level knowledge and sufficient experience on
information security architecture and infrastructure to be effective in the auditing
process of control lists that are prepared for information security within the scope
of the regulations that are designed by BRSA.

e Internal audit should be a master of using SIEM tools to take an active role in
monitoring and surveillance activities within the scope of cyber security.

Table 3.6. The Statistical Inferences for Competency

Statements for Mean Standard Median | Interquartile Frequency Consensus
Competency Deviation Range
(4-5) ®) (1-2)
6 4,6 0,489897949 1 15 0(0%) | 0(0%) | Achieved
(100%)
7 4,066667 | 0,77172246 2 11 4 (27%) | 0 (0%) Not
(73%) Achieved
8 4 0,894427191 2 11 3(20%) | 1(7%) Not
(73%) Achieved
9 3,933333 | 0,679869268 1 11 4 (27%) | 0 (0%) Not
(73%) Achieved
10 3,8 0,909212113 1 11 2 2 Not
(73.3%) | (13.3%) | (13.3%) | Achieved

The governance-related statements, which are revealed to panel members, in terms
of understanding the functions of internal auditors in cyber security management, show
that they are not in agreement for the eleventh, thirteenth, and fifteenth statements which
are respectively determined as;

e Internal audit has a consultancy role in the governance between the board of

directors, general manager, and information technology department.

¢ Internal audit must have direct authority for cyber security controls.
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e Internal audit has the responsibility for informing the senior management
necessarily with regular interval periods in cases related to cyber security.

Table 3.7. The Statistical Inferences for Governance

Statements for Mean Standard Median | Interquartile Frequency Consensus
Governance Deviation Range
(4-5) ®) (1-2)
11 3,666667 | 0,788810638 4 1 9 (60%) 5 1 Not
(33.3%) | (6.7%) | Achieved
12 4,666667 | 0,471404521 5 1 15 0(0%) | 0(0%) | Achieved
(100%)
13 3,733333 | 0,928559218 4 1 10 3 (20%) 2 Not
(66.6%) (13.3%) | Achieved
14 3,8 0,8326664 4 0 12 1 2 Achieved
(80%) | (6.7%) | (13.3%)
15 3.8 0,909212113 4 1 11 2 2 Not
(73%) | (13.3%) | (13.3%) | Achieved

The panel members have common answers for the statements according to the CIA
triad, therefore, they agree with each other on the subjects such as authorization,
accessibility, privacy, integrity, and availability. Also, these results prove that the internal
auditors have to be aware of cyber risks which can damage the sensitive assets of the
banks due to the fundamental elements of security.

Table 3.8. The Statistical Inferences for CIA Triad

Statements for Mean Standard Median | Interquartile Frequency Consensus
Confidentiality, Deviation Range
Integrity and (4-5) ®) (1-2)
Availability
16 4.4 0,711805217 5 1 13 2 0 Achieved
(87%) | (13%) | (0%)
17 4,333333 | 0,699205899 4 1 13 2 0 Achieved
(87%) | (13%) | (0%)
18 4,066667 | 0,573488351 4 0 13 2 0 Achieved
(87%) | (13%) | (0%)
19 4,2 0,54160256 4 1 14 1 0 Achieved
(93%) (7%) | (0%)
20 4,2 0,653197265 4 1 13 2 0 Achieved
(87%) | (13%) | (0%)

The answers of panelists relative to the statements of corporate management
principles represent that they have a consensus with each other through the investigation
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of how the internal auditors must perform their functions respectfully to the governance
mechanism of both the bank, sector, and regulators.

Table 3.9. The Statistical Inferences for Corporate Management Principles

Statements for Mean Standard Median | Interquartile Frequency Consensus
Corporate Deviation Range
Management (4-5) (3) (1-2)
Principles
21 4,2 0,54160256 4 1 14 1 0 Achieved

93%) | (7%) | (0%)

22 46 0,611010093 5 1 14 1 0 Achieved
93%) | (7%) | (0%)

23 4533333 | 0,618241233 | 5 1 14 1 0 Achieved
93%) | (7%) | (0%)

24 4333333 | 0596284794 | 4 1 14 1 0 Achieved
93%) | (7%) | (0%)

25 44 | 0611010093 | 4 1 14 1 0 Achieved
93%) | (7%) | (0%)

The panel members agree with themselves in the twenty-sixth, twenty-seventh,
twenty-eighth, and twenty-ninth statements but they have split in the thirtieth statement
which is defined as;

¢ Internal audit teams should evaluate why the laws have been being reframed while
they are controlling the compliance of institutions with the legislative framework.

Table 3.10. The Statistical Inferences for Code of Ethics

Statements for Code Mean Standard Median | Interquartile Frequency Consensus
of Ethics Deviation Range

(4-5) (©) (1-2)

26 4,333333 | 0,596284794 4 1 14 1 (7%) 0 Achieved
(93%) (0%)

27 4,2 0,653197265 4 1 13 2 (13%) 0 Achieved
(87%) (0%)

28 4,133333 | 0,618241233 4 1 13 2 (13%) 0 Achieved
(87%) (0%)

29 4,066667 | 0,442216639 4 0 14 1 (7%) 0 Achieved
(93%) (0%)

30 3,733333 | 1,06249183 4 2 10 2 3 Not
(66.6%) | (13.3%) | (20%) | Achieved

The panel members have a commonality in their answers to the statements which
are based on legislative and international policy frameworks. Especially, these results

198




support the first round of Delphi as banking law no. 5411 of BRSA, ISO 27001, and
COBIT 4.1 DS5 frameworks are accepted as main references in terms of structuring the
cyber security governance.

Table 3.11. The Statistical Inferences for Legislative and International Policy Frameworks

Statements for Mean Standard Median | Interquartile Frequency Consensus
Legislative and Deviation Range
International Policy (4-5) @ |12
Frameworks

31 4,333333 | 0,471404521 4 1 15 0 0 Achieved
(100%) | (0%) | (0%)

32 4,266667 | 0,77172246 4 1 14 0 1 Achieved
(93%) | (0%) | (7%)

33 4,4 0,611010093 4 1 14 1 0 Achieved
(93%) | (7%) | (0%)

34 4,066667 | 0,679869268 4 1 12 3 0 Achieved
(80%) | (20%) | (0%)

35 4,133333 | 1,024152766 4 1 13 1 1 Achieved
(87%) | (7%) | (7%)

3.7.5. Delphi round three

The answers of panel members to the questionnaire in the second round of Delphi
showed that seventh, eighth, ninth, tenth, eleventh, thirteenth, fifteenth, and thirtieth
statements are defined for the reassessment process because the participants’ responses
to these statements are inconsistent with each other. Therefore, these statements are resent
to the panelists whose responses are deviated from the median of data sets.

3.7.6. The analyses of the third round

The answers of the panel members for the competency-related items, which are not
reached consensus in the second round, are succeeded in agreement in the third round of
the Delphi study. Therefore, their views prove that if the internal auditors have a basic
level of technical knowledge about software, system and network management,
information security architecture, and SIEM tools, they can better understand the findings

of information technology controls which are relative to cyber security governance.

Table 3.12. The Transformations of Statistical Inferences for Competency Factors

Statements for Mean Standard Median | Interquartile Frequency Consensus
Competency Deviation Range
(4-5) ®) (1-2)
7 4,2 0,653197265 4 1 13 2 (13%) | 0 (0%) | Achieved
(87%)
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8 4,066667 | 0,853749898 4 1 12 2 1 Achieved

(80%) | (13.3%) | (6.7%)

9 4,066667 | 0,573488351 | 4 0 13 | 2(13%) | 0(0%) | Achieved
(87%)
10 4 0,730296743 | 4 0 13 1 1 | Achieved

(86.6%) | (6.7%) | (6.7%)

The responses of the panelists to the eleventh and fifteenth statements of the
governance-related factors, which are not reached consensus in the second round, are
succeeded in agreement in the third round. However, they couldn’t reach a consensus
again in the third round of the Delphi study for the thirteenth statement which is presented

as;

¢ Internal audit must have direct authority for cyber security controls.

to panel members.

Table 3.13. The Transformations of Statistical Inferences for Governance Factors

Statements for Mean Standard Median | Interquartile Frequency Consensus
Governance Deviation Range

(4-5) ®) (1-2)

11 3,866667 | 0,718021974 4 0 12 2 1 Achieved
(80%) | (13.3%) | (6.7%)

13 3,733333 | 0,928559218 4 1 10 3 (20%) 2 Not

(66.6%) (13.3%) | Achieved

15 4,066667 | 0,679869268 4 0 14 0(0%) | 1(7%) | Achieved

(93%)

The panelists’ answers to the thirtieth statement of the codes of ethics-related

factors, which are not reached consensus in the second round, are succeeded in agreement
in the third round. They agree with each other in eighty percent that if internal auditors
investigate, why the regulations are being renovated, can have better controls for
compliance of banks to the legislative framework.

Table 3.14. The Transformations of Statistical Inferences for Code of Ethics

Statements for Code of Mean Standard Median | Interquartile Frequency Consensus

Ethics Deviation Range

45 | O | 12

30 3,933333 | 0,928559218 4 1 12 1 2 Achieved

80%) | (%) | (13%)
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3.8.  Findings and Recommendations

The business conditions of the current era have been modifying highly with the
technology trends which commonly affect the international trade activities through
innovation, automation, and speed in financial transactions which provide the asset
allocation activities in the global economy. Especially, the banking sector, which is
accepted as the fundamental part of the financial industry, can also be defined as a
significant subset of critical infrastructure for the sustainability and development of
global economic activities. Because of these reasons, the internal audit functions in cyber
security governance-related processes are investigated within the context of the banking
sector of Turkey. Delphi technique is chosen for both collecting the qualitative data from
panelists and examining the depth of panelists’ opinions relative to the subject and goal
of the thesis study. Therefore, initially, the sampling is defined by framing two deposit
banks with public capital, two deposit banks with private capital, one participation bank
with foreign capital, one deposit bank with foreign capital, one regulatory institution, and
academic environment. According to this plan, semi-structured interviews are realized in
the first round of the Delphi study with four-panel members from public capital banks,
two-panel members from private capital banks, three-panel members from a participation
bank with foreign capital, a panel member from a deposit bank which is launched in
Turkey with foreign capital, a panel member from a regulatory institution and four-panel
members who are from the academic environment with having a background in internal
audit and cyber security subjects to better measure and understand the banking sector’s
viewpoints and awareness for the processes of internal auditors in cyber security
governance. In the first round of the Delphi study, the qualitative data are collected by
asking the seven open-ended questions to panel members, and then the answers of
panelists are analyzed qualitatively through the Nvivo program for a better understanding
of the distribution of panelists’ opinions relative to their responses. In this context, the
Pareto charts, mind mapping tool of the Nvivo program, and Ishikawa diagram are used
to visualize the responses of panel members for the first round of the Delphi study. After
this process, the questionnaire design is performed by taking the support of analytical
tools which are used in the first round. In the second round of the Delphi study, the
questionnaire is prepared by clustering a set of five statements for each of the defined
titles in the first round. Therefore, thirty-five statements are presented to the panelists
with five points Likert scale which is framed as strongly disagree (1), disagree (2), neutral
(3), agree (4), and strongly agree (5) to collect ordinal data as a class of categorical
variables. According to the results of the second round, the panel members’ responses to
the seventh, eighth, ninth, tenth, eleventh, thirteenth, fifteenth, and thirtieth statements
show that the consensus is not achieved in these assumptions. These statements are shown
respectively as below;

e Internal auditors must have a basic level of software knowledge in order to
maintain the audit activities which are carried out by BRSA in accordance with
the information systems regulation.

e Internal audit must have system and network management knowledge to be
effective in the process of controlling and conforming to the penetration test
findings which are carried out by independent audit firms after they are ensured.
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e Internal audit must have technical level knowledge and sufficient experience on
information security architecture and infrastructure to be effective in the auditing
process of control lists that are prepared for information security within the scope
of the regulations that are designed by BRSA.

¢ Internal audit should be a master of using SIEM tools to take an active role in
monitoring and surveillance activities within the scope of cyber security.

e Internal audit has a consultancy role in the governance between the board of
directors, general manager, and information technology department.

e Internal audit must have direct authority for cyber security controls.

e Internal audit has the responsibility for informing the senior management
necessarily with regular interval periods in cases related to cyber security.

¢ Internal audit teams should evaluate why the laws have been being reframed while
they are controlling the compliance of institutions with the legislative framework.

So, these statements are resent to the panel members whose answers are deviated
from the median value of the data in the third round. Finally, they reached an agreement
for all of the statements except the thirteenth one which is stated as “Internal audit must
have direct authority for cyber security controls.”

As a result, the findings of the thesis research study show that the opinions of panel
members are mostly supporting each other according to the statistical tests of their
awareness for the functions of internal auditors in cyber security governance processes
except the thirteenth statement. So, the fundamental reason for this disagreement in the
thirteenth statement can be explained with the authorization that is assessed as the first
critical priority to be sensitive in particular for cybersecurity-related processes. Therefore,
the answers of panelists are observed mostly deviated from the median value of the data
set for the thirteenth statement.

According to the statistical inferences for responsibility related statements, the
observations show that internal auditors have functions in;

e Performing controls after the findings of information technology audits are
ensured within the context of cyber security.

e Annual controls related to cyber security in compliance with the regulation of
BRSA which was established on 15 March 2020.

e Validation of penetration test results after these results are secured.

e Identification of security vulnerabilities from the point of cyber security.

e Reporting of findings directly to the general manager or management board.

Therefore, significantly, internal auditors have supportive functions in cyber
security management as their main objectives can be defined such to control and
validating the information technology audit results which are prepared by information
security departments of the banks, and penetration testing findings which are performed
by independent audit associations. Furthermore, their role is covering partially the
recognition of security breaches and most importantly the reporting of information
technology audits’ results and penetration testing findings to the general manager and
management board. So, their main responsibility is circling around the process controls

202



which can be explained with the third line of defense of 3LoD and reporting to upper
management that can be described through 5LoA.

According to the competency related statements, the statistical inferences
demonstrate that internal auditors had better;

e Carry out the audit process of control lists by taking the support of IT auditors.

e Have a basic level of software knowledge.

e Have the system and network management knowledge.

e Have technical level knowledge and sufficient experience.

e To be familiar with using SIEM tools to take an active role in monitoring
activities.

So, the internal auditors, who aim to be effective in cyber security controls, should
continuously improve their technical abilities in computer science and advanced security
intelligence tools usage. As well, the opinions of panelists showed that the skills of
auditors can be enhanced through the organizations of technical educations.

In respect of the statistical inferences for governance statements, reviews show that
internal auditors have;

e A consultancy role in the governance between the board of directors, general
manager, and IT department.

e To get required training to improve governance in cyber security processes.

e Supportive function in cyber security controls with its advisory role.

e Responsibility to inform the senior management on regular periods.

Therefore, this can be said that the internal auditors are performing as consultants
to provide healthy governance between management parts and the IT department. As
well, their main function can be defined as informing the senior management in defined
periods.

According to the statistical inferences for the CIA triad, the examinations show that
the internal auditors must;

e Record, keep, and report the pieces of evidence of audit activities in accordance
with the principles of the CIA triad.

e Sustain their activities by tracing the path of authority principle.

e Ensure that the access of the results of controls should be operated in a well-
organized manner.

e Assure the findings of controls haven’t been modified.

e Ensure that the findings of cyber security controls are not being permitted to be
accessed by unauthorized persons.

So, the internal auditors, who are effective in cyber security governance, must be
aware much for compliance with the principles of the CIA triad, authorization, and
privacy concepts.
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In respect of the statistical inferences for corporate management principles, the
indicators demonstrate that the internal auditors must;

e Follow the legal environment and provide necessary reportings to related
authorized persons.

e Execute their roles in accordance with professional ethics as not being involved
in any of the illegal acts.

e Carry out their operations in a manner that respects the ethical principles and
management standards of the corporation.

e Participate in tasks in accordance with their skills, knowledge, and experiences.

e Continuously improve their abilities, effectiveness, and quality level of their
services consistently with developing technologies.

Therefore, the internal auditors must continuously control the latest developments
in both national regulations and international policy frameworks relative to cyber security
and they must perform their operations in harmony with the principles of corporations.
Also, they must enhance their skills continuously in how to use emerging technologies,
and especially within the context of cyber security which covers advanced technical
subjects, they must take over the responsibilities that are in line with their knowledge and
experiences as a part of ethical principles.

According to the statistical inferences for the code of ethics, the survey shows that
the banks should;

e Have written documents in which the ethical principles are clearly defined.

e Have reporting systems which can be effectively operated for the controls of
functioning of ethical rules.

e Instantly provide information to upper management in case of violation of the
ethical principles.

e Provide synergy to improve coordination between internal audit and cyber
security teams to prevent the violation of ethical rules.

So, the banks have to be aware of the risks, which can be emerged from the
weaknesses in the setting of ethical rules and the difficulty of carrying out rigid ethical
principles, which can cause security vulnerabilities. Also, the internal auditors had better
control the compliance of banks to legislations, if they undermine the reasons in the trends
of modifications in regulations.

Depending on the statistical analyses of the legislative and international policy
framework, the general view shows that the internal auditors must;

e Regularly keep their eyes on the national regulations and international standards
to ensure the validity of compliance of control lists that are formed relative to
cyber security governance.

e Report the defects in control mechanisms which are related to compliance for
legislations to upper management.
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Therefore, internal auditors have responsibilities in both controlling insides of the
organizations and outside conditions which can be considered here as a legislative and
international policy framework in terms of providing the compliance of the banks to the
regulations and international standards. Correspondingly, BRSA regulation, which was
issued on March 15, 2020, is related to the information systems and electronic banking
services of the banks, ISO 27001 and COBIT 4.1 DS5 processes are taken up as references
to control the compliance of banks to the regulatory environment for cyber security
governance. Particularly, all of the banks, which are sustaining their businesses in Turkey,
must systematize their information technology structure in line with the banking law no.
5411. Also, BRSA is accepted as the full authorized institution by the Turkish
Government for carrying out this law.

Additionally, the regulation, which was established by BRSA to define the
independent audit principles of information systems and business processes of the
organizations that are under the supervision of BRSA were issued in the official gazette
on 31st December 2021, states evaluations about internal control and internal audit
systems in 26th article to consider the activities which are performed by the audited within
the framework of internal control and internal audit relative to their priority criteria. The
statements are shown as follows;

a. While examining the activities that are carried out regarding the internal control
system as a minimum;

e |ssues that are related to the control environment,

e The approach and implementation that are adopted by the management
regarding the establishment, operation, and supervision of an effective and
adequate internal control system,

e Implementation of ethical principles that are determined by the professional
associations established in accordance with the legislation to which the audit
is subject and the level of awareness of the employees in this regard,

are considered.

b. Evaluating the activities and performance of the internal audit unit regarding the
supervision of the effectiveness, competence, and compliance of the internal control
system.

c. Within the scope of the evaluation of the internal audit unit, the information
systems audit activities of the audited are taken into account. As a minimum when
evaluating the audited information systems control function;

e The position and independence of the team within the organization,

e The competence of the personnel who make up the team in terms of quality
and quantity,

e Audit studies that are planned and carried out,

o Follow-up of audit results,

are examined.
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¢. The auditor evaluates the activities and performance which are carried out during
the risk assessment process regarding the internal control system of the audited (BRSA,
2021).

Thus, according to this policy framework, the independent auditors’ missions are defined
precisely within the context of the assessment of internal control and internal audit
systems’ performance. As a result, BRSA’s regulation, which was issued on 15th March
2020 related to the information systems and electronic banking services, is being
supported by this framework to improve consistency in the governance of regulatory
agencies and audit parts.

In particular, blockchain technology can be recommended for the banks’
information security improvement approaches to make lean the complex processes in the
authorization and reporting mechanisms for better governance in cyber security. In this
context, BRSA’s last published legislation should be enhanced with the international
standards which have been continuously upgraded through the developments in emerging
technologies such as blockchain. Especially, penetration testings, the controls of log
records, and asset classifications can be executed by using the decentralized infrastructure
of blockchain technology with real-time audits and continuous monitoring approaches
rather than conventional and cumbersome risk management models. As a result,
overprocessing in governance parts of audit can be eliminated by the implementation and
support of blockchain technology applications to the Turkish banking sector’s
information systems and security designs to get a competitive advantage in the
international finance industry, for an instance, SWIFT operations can be feasibly
coordinated through the utilization of decentralized finance forms such as ripple.

Additionally, this research study can be improved with the extension of the sample
by adding panelists from every bank in the Turkish banking sector and all of the
regulatory institutions to the sample or by expanding the sample through selecting panel
members from the global bank industry. Also, this study can be enhanced as a subject to
better guide the persons who aim to investigate the role of emerging technologies in
information technology audits relative to cyber security controls. Especially, this research
study can be supported with the deep examinations of advanced technical developments
and tools which can be specified as artificial intelligence, robotic process automation,
machine learning, and blockchain in terms of understanding their usages in audit
practices.
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Appendix-1. Admission of Ethics Committee



Appendix-2.Invitation Statement for Research Study in Turkish

Ic Denetimin Siber Giivenlik Yonetisimindeki Roliine Yénelik bir Farkindalik

Aragtirmasi,
Sayin Katilimci,

Doktora tezi kapsaminda i¢ denetimin siber giivenlik yoOnetisimdeki fonksiyonlarimi
incelemeye yonelik bir arastirma gelistirilmektedir. Arastirmanin konusu kapsaminda
tasarlanan veri toplama yontemleri vasitasiyla, bilgilerinizden ve deneyimlerinizden
faydalanmanin, aragtirmanin sonuglarina ve Onerilerine rehberlik edecegi diistliniilerek,
calismaya katiliminiz talep edilmektedir. Arastirmaya katiliminiz ile ilgili geri
bildirimlerinizi asagida belirtilen bigimde elektronik posta yolu ile iletmeniz rica

edilmektedir. Kiymetli vaktinizi ayirdiginiz i¢in tesekkiirlerimizi sunariz.

e Arastirmaya Katilacagim(Uygun Tarih)

e Arastirmaya Katilamayacagim

Bildiri: Aragtirma i¢in organize edilecek yar1 yapilandirilmig goriismeler (semi structured
interview) tez izleme komitesine ve Anadolu Universitesi’ne kanit olarak sunulmak iizere
cevrimigi olarak Zoom programui iizerinden dijital platform vasitasiyla kaydedilecektir ve
korunacaktir. Kayitlar katilimcilarin fikri miilkiyet haklarint muhafaza etmek agisindan

korunacak ve belli bir siire igerisinde ortadan kaldirilacaktir.
Saygilarimizla,
Doktora Ogrencisi Danisman

Mustafa Hakan SALDI Prof. Dr. Seval Selimoglu



Appendix-3.Invitation Statement for Research Study in English

A Case Study for Internal Audit Role in Cyber Security Governance,

Respected Participant,

A research study is being designed in order to examine the internal audit functions in
cyber security governance as a part of a doctorate thesis. The invitation is requested for
your participation in the study as a panel member through thinking that benefiting from
your industry knowledge and experience can guide the results and recommendations of
the research by the defined data collection methods within the context of the research
subject. The feedbacks according to your participation status to research are requested
through the transmission of replies with electronic mail as shown below. We are

expressing our thanks for your valuable time.

e | will participate in the research as an interviewee (Available Date)

e | will not participate in the research

Notice: The semi-structured interviews, which are going to be organized, will be executed
through the digital platform in an online system by recording and keeping in Zoom video
conferencing software to present as proof for the thesis review committee and Anadolu
University. The records will be protected and then eliminated in a defined period in terms

of conserving the intellectual property rights of participants.

Kind Regards,

Doctorate Student Thesis Advisor

Mustafa Hakan SALDI Prof. Dr. Seval SELIMOGLU



Appendix-4.Research Sample

Denetciler
# | Katilmci | Gorevi Goriisme | Calhistigi Firma Goriisme
Kodu Tirt Siiresi
1 | K4 Teftis Kurulu Uyesi Cevrimi¢i | Kamu Bankasi 59 dk 17
Gorilisme sn
2 | K3 Bilgi Teknolojileri Denetgisi Cevrimi¢i | Kamu Bankasi 35 dk 54
Gorilisme sn
3 | K7 Bilgi Teknolojileri Denetgisi Cevrimi¢i | Kamu Bankasi 1 saat 5
Gorlsme dk 48 sn
4 | K8 I¢c Kontrol Bsliimii Miidiir Yardimcisi Cevrimici | Ozel Banka 19 dk 22
Gorilisme sn
Bilgi Giivenligi Uzmanlari
# | Katihme1 | Gorevi Goériisme | Calistign Firma Goriisme
Kodu Tiri Siiresi
5 | K1 Bilgi Giivenligi Yoneticisi Cevrimi¢i | Kamu Bankasi 13 dk 32
Goriisme sn
6 | K2 Bilgi Giivenligi Uzmani Cevrimici | Ozel Katilim Bankas1 23 dk 56
Gorilisme sn
7 | K5 Bilgi Giivenligi Servisi Takim Lideri Cevrimici | Ozel Katilim Bankas1 39 dk 13
Gorilisme sn
8 | K6 Bilgi Giivenligi Servis Yoneticisi Cevrimigi | Ozel Katilim Bankas1 50 dk 35
Gorilisme sn
9 | K9 Bilgi Giivenligi ve Bilgi Teknolojileri Cevrimi¢i | Tirkiye'de Kurulmus 22 dk 34
Risk Yonetimi Boliim Miidiirii Goriisme | Yabanci Sermayeli Banka sn
10 | K11 Kidemli Bilgi Giivenligi Uzmani Elektronik | Ozel Banka -
Posta
Akademisyenler
# | Katithme1 | Gorevi Gériisme | Calistign Firma Goriisme
Kodu Tiird Siiresi
11 | K10 Akademisyen Cevrimici | Devlet Universitesi 28 dk 2
Goriisme sn
12 | K12 Akademisyen Telefon Devlet Universitesi 13dk 20
sh
13 | K13 Akademisyen Cevrimici | Devlet Universitesi 43 dk 14
Gorilisme sn




14 | K15 Akademisyen Cevrimici | Devlet Universitesi lsa4l
Gorilisme sn
Yasal Diizenleyiciler
# | Katilmci | Gorevi Goriisme | Calistigi Firma Goriisme
Kodu Tiirl Siiresi
15 | K14 Uzman(Veri ve Sistem Y0dnetimi Daire Elektronik | Kamu Kurumu -
Baskant) Posta
Auditors
# | Participant Organizational Role Interview Enterprise Interview
Code Type Length
1 K4 Audit Committee Member | Online Public Bank 59 minutes
17 seconds
2 K3 IT Auditor Online Public Bank 35 minutes
54 seconds
3 K7 IT Auditor Online Public Bank 1 hour 5
minutes 48
seconds
4 K8 Assistant Manager of Online Private Bank 19 minutes
Internal Control 22 seconds
Department
Information Security Experts
# | Participant Organizational Role Interview Enterprise Interview
Code Type Length
5 K1 Information Security Online Public Bank 13 minutes
Manager 32 seconds
6 K2 Information Security Online Private Participation Bank 23 minutes
Expert 56 seconds
7 | K5 Information Security Online Private Participation Bank 39 minutes
Services Team Leader 13 seconds
8 K6 Information Security Online Private Participation Bank 50 minutes
Services Manager 35 seconds
9 K9 Head of Information Online Private Banks which are 22 minutes
Security and IT Risk Established in Turkey with 34 seconds
Management Department Foreign Capital
10 | K11 Senior Information Electronic Private Bank -
Security Expert Mail
Academicians




# | Participant Organizational Role Interview Enterprise Interview
Code Type Length
11 | K10 Faculty Member Online State University 28 minutes 2
(Associate Professor) seconds
12 | K12 Faculty Member Phone Call | State University 13 minutes
(Associate Professor) 20 seconds
13 | K13 Faculty Member Online State University 43 minutes
(Professor) 14 seconds
14 | K15 Academic (Assistant Online Independent Consultancy 1 hour 41
Professor) Firm and State University seconds
Legal Regulators
# | Participant Organizational Role Interview Enterprise Interview
Code Type Length
15 | K14 Specialist (Head of Data Electronic Governmental Authority -
and System Management | Mail

Department)




Appendix-5.Semi-Structured Interview Questions for First Round of Delphi

Agik Uglu Sorular

e Isletmenizde, siber giivenlik hizmetleri dahilinde, i¢ denetciler hangi siireglerde
sorumluluk iistlenmektedir?

e Kurumunuzda, i¢ denetimin, siber giivenlik kapsaminda yiiriitiilen
fonksiyonlarinin yeterlilik diizeyini nasil ifade edersiniz?

e Siber giivenlik ile ilgili sorunlarda, i¢ denetim ve ydnetim kurulu arasindaki
etkilesim mekanizmasi nasil olusturulmaktadir?

e Organizasyonunuz degerlendirmeye alindiginda, gizlilik, bitiinsellik ve
kullanilabilirlik kavramlar1 sizde nasil bir ¢gagrisim yapmaktadir?

e Etik kurallar, i¢ denetim ve siber gilivenlik kavramlari ile birlikte
degerlendirildiginde, sizde neleri ¢agristirmaktadir?

e Size gore, organizasyonunuzda, etik kurallar, i¢ denetimin siber giivenlik
stireglerinde iistlendigi rolii gerceklestirirken takip ettigi yontemler agisindan
nasil tanimlanmaktadir?

e Kurumunuzda, siber giivenlik yoOnetiminde yer alan yasal c¢ercevenin ve
uluslararasi1 standartlarin gozetilmesi siireclerinde i¢ denetim nasil bir rol

tistlenmektedir?
Open-Ended Questions

e Which processes do internal auditors take responsibility for in your organization
within the cyber security services?
e How do you explain the competency of internal audit functions which are being

conducted as part of cyber security?



How is the interaction mechanism between internal audit and management board
formed for the issues which are related to cyber security?

How do the confidentiality, integrity, and availability concepts remind you within
the context of your organization?

What does the code of ethics recall you of when the internal audit and cyber
security principles are discussed simultaneously?

How are the ethical rules defined inside your organization, in terms of the
methodologies which are tracked by the internal auditors for performing the role
of internal audit in cyber security processes?

How does the internal audit take part in cyber security management relative to the

monitoring activities of the legislative framework and international standards?



Appendix-6.Panelist Responses to First Round

Primarily, the data, which are gathered from semi-structured interviews, are
signified as follows;

Question 1- Which processes do internal auditors take responsibility for in your
organization within the cyber security services?
Panelist 1- There is a department of the review committee in the bank. This department
is not specifically making audits by using technical controls namely penetration or bound
security testings for the cybersecurity-related processes. In this context, penetration
testing, which has to be performed by an independent association, is necessary to provide
compliance with the regulations of BRSA. The findings, which are identified by the
assessments of the independent auditors, are reported to the information security
department of the bank which has responsibility for stepping into the breaches.
Accordingly, before the reportings are made to the BRSA by the information security part
of the bank, the review committee has a function for the validation of that breaches, which
are identified by the independent auditors, are repaired by the information security
department of the bank. The processes, which are executed in the penetration testing
operations, relative to cyber security management, are as explained above, besides these,
other than cyber security, there are regulations, which are established by BRSA for the
information systems and electronic banking services, address the elements of information
security and relative to these regulations the audit operations are being performed
annually by the review committee through the control lists with reporting the findings to
the information security department of the bank. This year the audit operations were
executed in this way, in past years, COBIT 4.1 framework, which was established by

ISACA, was being adopted by the usage of DS5 system security controls, these elements



are adapted according to the information systems and electronic banking services
regulations which are developed by BRSA. Therefore, the internal audit has two main
roles in cyber security services, one of them is to validate the findings which are identified
by the independent audit organization after the breaches are patched by the information
security department of the bank, and the other one is to provide information security
through examining the control lists within the context of regulations which are formed by
BRSA.

Panelist 2- First, the information security department has predominantly functions in
monitoring to provide security stably. On the other hand, in general, the internal audit
department is mainly related to reporting and process development operations. Also, the
weaknesses of information security are being identified by the internal audit part with the
efforts of improvement to fix the security breaches. Additionally, after the internal audit
team determined the defects in information security, they are reporting the findings to
their management units and information security department.

Panelist 3- There is a COBIT standard that was established by ISACA and was named
DS5, in this frame, cyber security processes are being executed within the context of
information systems by using this element in the bank. Also, there is a separate
organization that serves in technology-related operations of the bank, cyber security is
being evaluated separately in this part of the bank, but there is no audit department in this
section, the function of this technology segment of the bank is just related with performing
of the penetration testing.

Panelist 4- First of all, there is a regulation side of the subject, we are executing many
audit operations within the context of the cyber security field in processes of information

technology units, with the associations which are providing supportive services and



independent partnerships according to the laws of BRSA which were updated. COBIT
4.1 framework had been being used with DS5 standards until the new laws are developed
by BRSA. Also, we who are working as the auditors have been performing our functions
as part of management statement due to the organizational objectives in cyber security
management according to COBIT standards and risk control matrices are being designed
by us as audit department. In addition, the educations are being organized before these
audit activities are performed, primarily the system part is being overviewed from the
point of cyber security, there are some control points in the organization, the user
educations are important for the organization.

Panelist 5- As you know, we as a bank are being audited within the context of the
regulations of BRSA, COBIT, and I1SO 27001. Also, security information and event
management (SIEM) and log management are being used as software tools for security
tests and infrastructure which are being audited in the cyber security field that is
considered as a part of information security. In these audits, due to the legislative
obligations of BRSA, we who are working as an information security department have to
perform and sustain SIEM processes with executing and keeping the security and trace
records. Also, the information security department is being controlled by both internal
and external audits, as a bank, we have two departments which are categorized as internal
control and audit board. The information security part of the organization is performing
the cyber security efforts in collaboration with internal controls, and the audit board has
responsibility for evaluations of these processes within the context of defined scope
annually for one time.

Panelist 6- | have been working as an information security manager since 2015 up to the

present in B6 bank. In 2015, | was the manager of the risk compliance service until the



end of 2019, in 2019 risk compliance service and information security parts of the
organization were merged and then these functions have been being executed under the
responsibility of the information security department. We are currently involved in the
establishment of an information security management system with designing processes
that are related to COBIT 4.1 adequacy and compliance to BRSA regulations to ensure
audit and coordination, internal control, and review. As well, we have the authority to
execute the follow-up activities for coordination which covers that presenting documents
are related to BRSA controls and independent audits by monitoring all necessary
infrastructure of B6 Banking Group (B6BG) with detecting the findings and the efforts
which are being carried out to fulfill them. Also, we are executing IT risk management
projects of the bank, additionally, we are extracting the information assets with all the
business units and IT teams with practicing the risk sessions as definitions of threat,
probability, and effect for the calculation of risks to determine actions that are being
taken. Furthermore, we have processes to ensure compliance for Payment Card Industry
(PCI)-Data Security Standard (DSS) because of being a bank and having the card data of
customers, so we are also responsible to make efforts for gap and compliance studies. As
well, we have compliance studies related to SWIFT systems and Customer Security
Controls Framework (CSCF). In terms of performing new projects or major project
changes, we are also responsible for security tests, dynamic and static tests, web
application tests, mobile application tests, code quality, and code security-related tests,
network infrastructure tests. Correspondingly, not only we are assigning personnel within
the organization to execute these tests with the applications as NESUS but also taking
assistance of enterprises that are able to make penetration testings. Moreover, we are a

bank and we have an obligation relative to BRSA regulation so we have to get



comprehensive security tests which are done by an independent penetration testing
company at least once a year. These tests include Automated Teller Machines (ATMs),
bank branches, branch networks, the awareness of employees, and social engineering
simulations. We have a team in security operation center (SOC) inside information
security where we have many scenarios such as monitoring the movements of both
network infrastructure, servers, and systems, such as SIEM, Guardian, Data Loss
Prevention (DLP), Algusec where we make logging and keep loggings with a time-
stamped. Also, we have scenarios for fraud or malicious activities or situations which
may cause threats. Our rules and alarms work here, and if there is an extraordinary
situation or a distressing case, we are also involved in the retention of records with
resolution and monitoring of the problem. Likewise, we have products in the areas for
managing privileged user accounts and managing application accounts in systems and
servers so we are making follow-up audits of them. In addition, we have applications
which are called Shell Control Box (SCB) that we call connection recording in privileged
admins, thus we are recording and tracking their movements. As well, we are also
organizing awareness training to improve the information security awareness of
employees within the corporation. These training events are being organized as both in-
person education and distance learning as we are now carrying out because of the
pandemic period, we organize training events for both business units, IT employees, and
other relevant stakeholders. We also do phishing studies related to awareness, we have
efforts such as sending phishing through electronic mails or phone for trying to get critical
information, if the employees are acting in violation of our information security policies
and if there is a lack of awareness, we practice additional studies and we follow up to

address the deficiencies. We have applications where we can make risk records and where



we can track our own risk management, as well, we have a special application inside the
organization and we have rule sets, we have also actions to ensure that the files which we
call common restore or the data on the computers of users to comply with bank policies,
so we have corporate principles that we follow here. Furthermore, we have also full
responsibility and authority for the operations, which are controlling the access of
affiliates, monitoring risks and ensuring compliance, improving processes to manage gaps
in audits. Correspondingly, we have committees, we are performing as a team that is
affiliated to the General Manager like information security, IT risk management, and IT
process management committee. BRSA issued a new regulation on March 15, 2020, and
declared to all banks that the information security function in banks is going to be directly
affiliated to the general manager or the board of directors and according to these reasons,
we are pursuing our reporting and following up our efforts directly connected to the
general manager. On top of that, we are responsible for the intelligence part too and as
well, we have efforts for topology review, security architecture evaluations, and risk
assessments with external companies. We have both internal control and audit
departments and there are IT auditors, in these parts of the organization. We are
performing as a bank in Turkey as participation of a foreign holding company, therefore,
the auditors, who are working as employees of this company, are participating in
assessment activities in the bank regularly. Furthermore, as | mentioned before, we are
sustaining as a bank so we have to perform cyber security activities in compliance with
the regulations of BRSA and according to this reason the bank is being audited annually
by one of the four big audit firms which are known as Ernst&Young (EY), Klynveld Peat
Marwick Goerdeler (KPMG), Deloitte and PricewaterhouseCoopers (PwC). Also, the

audit operations can be performed by assigned employees of BRSA in the bank



corresponding to 1SO 27001, if BRSA would like to execute audit operations by its own
employees in the bank. Therefore, we can mention four audits that cover internal and
external audits to ensure the validity of cyber security management. In practice, the
policies and procedures are being observed by the auditors and then they are controlling
the records and studies of the information security department in order to understand the
precautions, applications, tools, and approaches which are used for performing the cyber
security activities. The sampling method is mostly being used by them during cyber
security audits, within the context of their audit method, generally, they are demanding
record-keeping materials, for example, if there is a fraud or something like that, they are
searching for the intelligence records and efforts of information technology.

Panelist 7- There are DS5 processes in the COBIT framework that we are denominating
on the subject of cyber security. | mean, | have observed that the audits have been being
performed due to the COBIT DS5 process as well as firewall and active directory controls.
For sure, I have taken part in DS5, I haven’t participated in firewall and active directory.
There are numerous control points which we have been evaluating not only cyber security
but also system security that covers data classification, user administration, and network
security management. Correspondingly, the auditors generally focus on DS5 processes
with controlling the structures of intrusion prevention systems (IPS) and intrusion
detection systems (IDS). The devices are defined to search the attacks to the network
systems which are named IPS and IDS. The alerts are being generated for anyone who
tries to make detection with the network. The auditors make controls for the
configurations are being executed accurately or not. Also, they make audits in terms of
investigating the servers and applications which are used by defined users for

understanding whether they honestly need these tools or not. In addition to these, we are



controlling for the updates of security and antivirus software in all fields which are being
audited through accurate controls for the investigation of all the security applications and
programs that are being scattered to all business machines and devices. As a result, the
cyber security cautions can be explained in this form.

Panelist 8- As a part of the cyber security audit, we are now working at the bank and the
bank is B5 bank, we are mostly making audits for controlling the compliance of business
activities to the regulations of BRSA regarding information systems as the other banks in
Turkey. When we look at it from the point of view of cyber security, there is a
methodology which is called COBIT and the control fields, that are under the DS5
process, are being checked, so in terms of cyber security we are making audits for what
these fields are covering, is there a cyber security program or cyber security policy and
are the controls and necessary applications being used, is anti-virus software being
installed, are there patch programs in systems and servers. Then, there are controls on the
management of user accounts, there are controls on authorizations, and then there are
controls on database security and network device security, and the controls are being
executed for these fields in the bank on both the internal control side of information
systems and inspection board side.

Panelist 9- Internal audits are being carried out by the inspection board within the bank.
And then there’s a three-level security control mechanism. We have the team that
performs information security operations the most which we call phase one.
Straightaway, the second line is information technology control and we are in this line as
an information security risk team and at the last point, we have an audit team in the third
line. As a result, our audit team is responsible for reassuring the board of directors about

work done. Technically, they are competent and they are making the audits of us with



assuring for the validity of operations, which are being performed by the information
security risk team, to the board of directors.

Panelist 11- They are doing their controls within the framework of BRSA law,
information systems management rules, personal data protection law (PDPL) and similar
legislation. I am not extending the subject with details because this field is not exactly
covering my expertise. However, they have functions in incident control, authorization
control, and review of availability. Also, they are making revisions in the processes of
third parties.

Panelist 14- In the Turkish Banking Sector (TBS), banks are obliged to establish and carry
out their internal audit systems within the scope of the Regulation on Banks’ Internal
Systems and Internal Capital Adequacy Assessment Process. The purpose of the internal
audit system is to assure the senior management about the effectiveness and adequacy of
internal control and risk management systems, in which bank activities are being carried
out under Law and other relevant legislation and intra-bank strategies, policies, principles,
and objectives. In addition, within the context of this regulation, the internal audit unit of
the banks;

In Article 21, under the 3rd paragraph;

Information systems are reviewed within the framework of the procedures and principles
are set out in the fifth part of the regulations which was published in the 27461 numbered
13th January 2010 dated Official Gazette, as the Control of Bank Information Systems
and Banking Processes to be carried out by Independent Audit Organizations, including
electronic information system and electronic banking services. Therefore, there is a legal
obligation. In addition, cyber security is expressed as information security, which can be

considered as a higher concept and it is stated that the responsibility in banks is ultimately



on the Board of Directors (B of D). There is also a separate internal audit approach within
the scope of information security.
Regulation on Banks’ Information Systems and Electronic Banking Services
(Information Systems Regulation), Article 8:
The final responsibility for ensuring information security within the Bank belongs to the
B of D. The B of D is obligated to demonstrate the necessary commitment to the
appropriate level of security measures related to information systems and to allocate
sufficient resources for the activities to be carried out for this purpose.
The article, which was mentioned above, can be considered as the responsibility of B of
D is not only confined with the allocation of the necessary resources but also covers to
ensure its functioning.
In addition, banks have obligations to carry out internal audit activities of information
systems separately in compliance with the information systems regulations.
Article 31: Internal audit function in information systems is established and the
assignment of the internal audit responsible is executed to assure the B of D regarding the
activities related to information systems management through the bank and the bank’s
external service providers, by also ensuring the processes supporting these activities and
the compliance of the established information systems controls with legislation and
internal policies, procedures, and standards, the effectiveness, and adequacy of internal
control and risk management activities related to information systems under the
responsibility of this person.

Question 2- How do you explain the competency of internal audit functions which

are being conducted as part of cyber security?



Panelist 1- First, there are two classes of auditors as part of their efforts which can be
defined as focusing on banking processes and pursuing IT processes. In the IT
department, there is a team, which is formed by twelve employees, whose profession is
computer engineering who are working as IT auditors. From the point of audit, they are
not authorized for penetration testing, or they haven’t got licenses of certified ethical
hacker (CEH) or offensive security certified professional (OSCP) to perform cyber
security activities. However, each of the twelve members of this audit team has
authorization with certified information systems auditor (CISA), therefore, they can be
considered as competent professionals for performing cyber security management
processes, because they have both computer engineering degrees and international
certifications, on the other hand, they have some weaknesses in finding out
vulnerabilities, but we do not need to do this operation, because an independent
association is periodically performing these controls, so the internal auditors which have
a role in review committee can be marked as sufficient for executing their activities in
cyber security management.

Panelist 2- In my opinion, the audit operations which were performed, can be assessed as
sufficient according to the recent controls that they executed.

Panelist 3- Primarily, we, who are performing each of us as an IT auditor, are responsible
for many subjects which are related to cyber security management with the categorization
of organizational roles. First of all, we are starting our job from policy frameworks with
controlling the information security policies and we have controls to provide compliance
for policy frameworks. Also, we are executing audits for messaging systems, access
controls, network controls, and then we are mostly taking care of authorizing, this

operation is particularly significant, so the function of defining the authorization levels



matters for us. In addition, we are responsible for virtual private network (VPN), antivirus
and firewall controls, so, in this framework, we are performing the controls for how the
system can be operated and handled. Therefore, briefly, in general, we are executing the
control operations for determining the degree to how the information system is being
protected.

Panelist 4- From the point of cyber security, the banking sector can be considered as much
developed in comparison with other enterprises in different industries. In our corporation,
the cyber security activities started with an information security directorate and then a
specific department was established in order to perform operations in the cyber security
field. I can rate the sufficiency of internal audit operations relative to cyber security
controls as four out of five, but there are some extra requirements for establishing security
teams, user educations, or technical training to improve cyber security culture, for
example, we initiated to open banking and as a result of these kinds of innovations we
have to adapt the bank to the new policies, also we have efforts for personal data
protection law. As well, in some cases, regulations can be challenging, for example, there
may be some corruptions in banks as data leak in swift related systems, we who are
working as internal auditors intervene in the cases in these kinds of special situations.
Despite everything, briefly, | can rate the competency of internal audit activities as four
out of five as | mentioned before.

Panelist 5- In practice, our bank is being audited by both the internal control department
and review committee auditors to comply with regulations of BRSA because the
activities, which are related to cyber security, have to be recorded and reported regularly.
In addition to these audit operations, independent firms which are assigned by BRSA, are

performing audit processes for cyber security and information security activities of the



bank. Also, the auditors of BRSA are executing control processes for the cyber security
management of the bank. The performance and adequacy of their audit efforts relative to
cyber security are tolerable and reasonable, because all the auditors, who are responsible
for controlling the cyber security mechanism of the bank, are observing the proofs of
concepts to understand the processing of these operations.

Panelist 6- The competency of internal audit efforts is not capable because of the
bottleneck in the number of internal auditors. Also, employee turnover rate is higher in
IT audit teams, internal control departments, and review committee parts, actually, this
means that they need long term goals to understand the cyber security ecosystem of a
bank because every bank has a different structure, there are lots of software applications,
security tools, and architectures, so at least six months or one year is needed for them to
perceive these elements. Actually, the main problem of internal audit teams who are
responsible for controlling cyber security processes, is they haven’t got enough
experience and knowledge to understand the technical part of cyber security governance
so they need to have experience in IT departments and adequate educational background
such as system administration, database management, network control or monitoring part
of cyber security because these fields require technical competencies. According to these
reasons, we are organizing technical educations and inviting the audit teams to improve
their professional skills in controls of cyber security processes by explaining how the
applications and tools are being utilized in an effort to motivate them to collaborate with
information security staff. Some of them are acquiring expert-level knowledge, but some
of them are leaving their job without finding any opportunity to attend these technical
training events. | think the auditors have to be much qualified than the persons who are

reviewed, so in general, there are some weaknesses in providing the workforce for cyber



security in the banks, because this field is fresh and developing rapidly. As well, the bank
managements have to take several precautions to retain human capital because there are
not enough qualified human resources to operate cyber security field and to enact its
audits.

Panelist 7- Before everything, IT auditing is not being performed in the proper sense, for
example, there are many qualifications which are needed to be a competent person in the
cyber security field. That is to say, first of all, a person should understand software
operations, in addition to this, he or she must have network and system management
knowledge by combining them to use devices. Also, in this context, this person should
use programs and tools, but, actually, we are performing our audits tangentially because
of this | can say that the competency level of audits is not sufficient in general. For
example, we are not able to make audits as much as capable to control for the detailed
actions of Cyber Incident Response Team (CIRT) units, because we don’t have
comprehensive knowledge of the subject. Accordingly, the audit activities are falling
slightly behind the operated actions in the B1 Bank instance. | am comparing with other
banks up to the present, for example, B2 Bank or B3 Bank, these banks are directly
coaching their auditors in particular subjects, especially IT auditors. Although, an IT
auditor is making both division controls and process controls, the rest of the time he or
she is making IT controls. As | explained, the IT auditor is making controls to COBIT
processes, so the value addition and effectiveness of this person are staying low levels as
one-third of normal in cybersecurity-related activities because this person has been trying
to do all of the three tasks. The effectiveness of these audits relative to cyber security is
standing one-third of the ideal levels. First, the internal auditors have to develop their

skills in multiple fields for making audits due to the cyber security discipline sufficiently,



to verify the validity of steps that are taken and to report the flaws. One of them is
software, an IT auditor must have sufficient knowledge with intermediate level, second
more importantly than this, network and system management knowledge like Windows
and Linux administration with knowing how the devices are being connected and how
the communication system is being performed. After that, performing the investigations
and taking cyber security actions can be much feasible for an IT auditor who has these
competencies and then the next step is auditing that the tools are being used validly or
not, the tools here 1 mean are SIEM tools or the regular reviews which are performed to
find waste materials by different units. As a result, after having sufficient ability in these
three elements which | defined as software, network knowledge, and system management,
the person who is going to execute the cyber security audits, can acquire the core
competencies. These competencies have to be, if we evaluate the IT auditors of B1 Bank,
these particles are not being tutored. The reason for this can be explained as IT auditors
are taking part in division and process controls that are related to banking processes
besides the cyber security audits.

Panelist 8- In Turkey, BRSA had created the information systems infrastructure of the
banking sector for the first time in 2006 with a regulation. In the banking sector before
2006, of course, the actions, which are related to information security or cyber security,
had been left to initiatives of the institutions themselves. The banks had been left to their
own initiatives, but cyber security and information security in banks had been regulated
in 2006 anyway due to the legislative obligations because of the importance of customer
privacy and bank secrets. The bank is in a continuous improvement state in this process,
of course, when we look at the situation between 2006 and 2008 before 2010, this is

actually true in the whole bank sector in Turkey. When we compare it with other banks,



we hear the same things when we talk, information security awareness was low, but as
time went on, the awareness increased here because of BRSA regulations and the bank
began to provide regular educations to bank staff on information security. Of course,
efforts are being made to raise awareness for information security subjects, not only to
bank employees but also to customers, so this has come from 2006 to the present day. In
terms of cyber security controls and in terms of technical controls which are implemented
by the bank, certainly, banks have to be at the forefront of technology relative to cyber
security, if you are one step behind, maybe a malicious attacker will harm you, so you
should always be one step ahead, so banks are permanently investing and taking action
to be one step ahead of malicious people, these investments and actions are being
functioned in our bank too. We are taking these actions too, we haven’t had a case so far,
as a result, I can sum it up in that way.

Panelist 9- We are now subject to BRSA, like all banks. There are the information systems
regulations and we’re accountable for that, and so currently we have an information
security management mechanism in the audits that the inspection board is doing. If they
have any findings as a result of their inspections, they are stating. We are taking necessary
actions to fulfill those findings by presenting documents to show that the audit findings
have been closed and then the reporting is made to the management board.

Panelist 11- In comparison with other sectors, the tasks and responsibilities are precisely
defined from the angle of compliance and regulations according to me as who is
performing as an employee of a bank. As a result, | can state this level as good.

Panelist 14- The level of competence of the functions, which are carried out within the
limits of cyber security in the banks, can be defined mainly as being compliant with the

relevant legislation. This level of competence can be categorized mainly as processes



within the bank, independent audit process and supervision of public authority. The level
of proficiency can be evaluated as compliance with the minimum requirements of
legislation and also it can be considered with administrative sanctions in case of any
noncompliance. In this context, all elements of the legislation are controlled by
independent audit companies. Another thing that can be noted in this regard is that
information security in banks is not only a necessity when technological developments
are taken into account, but also it provides a competitive advantage.

Question 3- How is the interaction mechanism between internal audit and
management board formed for the issues which are related to cyber security?
Panelist 1- As | mentioned in my response to your first question, we are presenting our
findings through reporting to board management regularly with three months periods, in
this context, according to the new regulations which were established by BRSA, we, who
are sustaining our organizational functions as information security department, are
directly depended to general manager. We are organizing information security
commission meetings at least two times a year with the participation of the president of
the review committee who is also a member of this commission. Within the context of
this mechanism, we are reporting our information security actions to board management
regularly every year and our bank’s review committee is presenting the results of
penetration testings to the confirmation of the board of directors four times in a year to
control that the security breaches, which are stated in the reports, are patched.
Additionally, there is a report which is named as a management statement and this report
is being prepared by the review committee and being presented to the conformance of the

management board annually.



Panelist 2- The information security committee meets in council with the collaboration
of the internal control team and as a result, the decisions which are taken in these meetings
are being transmitted to the management board, therefore, there is a continuous
interaction between the information security, internal control, and management board
parts of the organization.

Panelist 3- Risk control matrices are designed and every risk has its own level, so
according to these risk levels, the actions are taken with the discussions. In general, our
bank predominantly cares about cyber security risks, because of the sector’s sensitivity.
Therefore, the interaction between information security and the board of directors is being
coordinated sustainably, but it is not possible to produce solutions instantly for every type
of cyber risk. As I explained before, we have risk matrixes for cyber security decisions in
order to provide decision proposals. In this context, budget management is also important
through the values and solutions which are being offered with their effectivity for the
decisions of management part of the bank that are related to cyber security.

Panelist 4- We as a bank established our corporate management principles due to the
standards of I1A, therefore, we have objectives for periodically informing the review
committee and management board. In practice, we, who are working as internal auditors,
are linked to the audit committee and we are all presenting our reports to the audit board
after that we are transferring our findings to the board of directors. Also, there is not any
limitation for access of the review board manager with the audit committee and
management board, so, the president of the review board can collaborate with the audit
committee and management board without any time constraints. Therefore, if any kind of
cyber security risk occurs in the bank, we are informing directly to the audit committee,

and as well auditors are providing support and guidance to business units if any



vulnerability in cyber security systems is observed in the organization. In essence, if the
risky cases are monitored in information systems of the bank, we are examining the
special causes by acting our consultant role, so, we are not directly making controls, but
we are supporting them with our guidance function to assure that cyber security
management is well organized. We are presenting our reports in three monthly periods
and as well audit committee is organizing meeting events twenty times on average in
quarter periods to evaluate risk management activities’ validity.

Panelist 5- First, you are asking me within the context of cyber security but in our bank,
we are discussing cybersecurity-related cases in the information security field, therefore
in this context, we, who are executing our functions as information security department,
are directly linked to general manager in accordance with the regulations of BRSA. As
well, the information security committee is being gotten together three or four times a
year, so both from the perspective of auditors and the point of information security
governance, informing mechanism is being coordinated through these meetings with
presentations of finding reports due to information security risks and vulnerabilities four
times in a fiscal year. Additionally, the internal audit part of the bank has its own
processes relative to information security within the context of sustaining relations with
the internal control department and review committee, so, they are reporting their findings
to upper management. Meanwhile, we are informing the other business units with
committee sessions too. But mainly, from the point of the audit function, there are internal
auditors who are assigned by the organization and independent auditors who are assigned
by BRSA to provide intelligence for the decisions of senior management in the

information security field.



Panelist 6- Our audit committee and management board organize regular meetings
quarterly. As | mentioned before, our bank is a foreign-capital enterprise, so our
shareholders request meetings for every quarter of a fiscal year. In these meetings, the
findings, which are identified through the audits that are executed by the internal control
and review committee of the bank, are shared with top management, therefore, we have
an effective monitoring system for cyber security management.

Panelist 7- Normally, according to this, related with cyber security subjects, due to the
current regulation, there are a couple of mechanisms as a matter of information systems
regulation which directly links with the management board, are transmitting the cyber
security subjects to the management board. However, this is not related to internal audit
certainly, internal audit is responsible for regularly making reports to the board of
directors and they haven’t got a specific function to cyber security, there is no link.
Panelist 8- Now, as internal audit units, internal control and audit committees have been
already operating directly under the board of directors in the bank, so we, as an
independent eye from information systems management, are carrying out routine, planned
audits and controls at work, as a result of these controls, the reports, which are being
prepared by us, are directly revealed to the board of directors. A small audit committee,
that is consisting of members of the management board, has also been established within
the audit board and we are sending reports directly to them. They are reviewing our
reports and findings, and then that report goes to the administrators in charge of
information systems at the head office, and they take are taking actions to clear up the
findings. In other words, if a glitch in the cyber security infrastructure is detected, even if
this negativity is small or large, then our interlocutor of internal audit and internal control

units is directly the board of directors, so the management board is assigning us for these



tasks, because of their appointment to us, we are referring our report to them first, then
they are sending these breaches and findings to other units through requesting needed
actions.

Panelist 9- Let me put it this way, the information security function can depend on either
the general manager or the board of directors in the banks. As a bank, we are carrying out
our operations under the administration of the chairman of the audit committee which is
dependent on the board of directors. Here, as the review board, internal control and risk
management, and information security in the bank, we report our current risks to the
inspection board every three months, including cyber security. If there are cases that the
review board considers as risky in their audits, they are reporting them to the management
board every month. Thus, if there are risks in this way regarding cyber security, or for
example due to changing and evolving cyber risks, we are making assessments and after
that, we are taking necessary actions if we have to do through reports that present which
actions are being taken. Accordingly, we are following these reports by enabling them to
be turned into information technology projects. As well, all the projects are being reported
to the board of directors as part of the plan.

Panelist 11- This mechanism is being executed through the committees and internally
determined teams with planned or case-based meetings.

Panelist 14- Aforementioned mechanism is determined consistent with the relevant
legislation, the board of directors has the final responsibility, but the audit mechanism of
the banks in this regard is established within the framework of the activities which are
carried out by the bank in compliance with the relevant legislation and in a way that

requires it to develop and implement appropriate methods. In this sense, intra-bank parts



of the process can be defined as the B of D, the audit committee, the internal audit system,
and the IT audit system.

Question 4- How do the confidentiality, integrity, and availability concepts remind
you within the context of your organization?
Panelist 1- The recent regulations, which are established by BRSA corresponding to
information security, accompanied advantage not only for our bank but also every bank,
because, mainly there is a point in the legislation which states that the information security
functions of a bank have to be directly linked to the board of directors or general manager.
Therefore, because of this reason, the organizational structure was changed
approximately one year ago and the information security administration is directly linked
to the general manager. Thus, as you mentioned in your question, before this regulation,
CIA triad of assets had been being ensured just within the context of information
technology, but after the establishment of recent regulations, information security and
cyber security functions have been being dispersed into the corporate culture of the bank
with the modification of the organizational hierarchy. As a result, we are taking the
advantage of this structural change not only in the cyber security field but also in every
part of the bank which redesigned the command chain that was adapted to the
organization.
Panelist 2- Our team is executing the studies relative to the audit activities of information
security through the ISO 27001 and COBIT frameworks, therefore, especially, the
information security department is sufficient for providing the CIA triad of data assets.
Information security is an extensive field that also covers cyber security, therefore within
the context of these subjects, there is an integrity principle for the processes which are

being performed in information security both for the controls and improvements. | can



explain the availability term like, for instance, while we are handling a process, we have
authorization levels to use applications or tools and we are responsible to ensure
information security with optimal usage of sources in the bank.

Panelist 3- Especially, the confidentiality part is very important for the banks. As you
know from the regulations of BRSA, the first priority of a bank can be considered as to
ensure the confidentiality of data. Also, the availability is being evaluated as a critical
item, because the availability of information has to be ensured to serve customers
promptly for their satisfaction. On the other hand, the bank is taking care of assuring the
integrity part of the CIA triad through monitoring the information systems. Therefore, the
sustainability of a bank can not be provided without ensuring the CIA triad of assets, but
I can particularly underline the importance of the confidentiality item of the CIA triad in
the banking sector.

Panelist 4- Confidentiality, integrity, and availability elements are too crucial for our bank
and audit operations. The integrity of data has to be ensured in terms of executing our
audit processes through a clean-cut manner and ethical principles. We are adopting the
standards of I1A which are defined in the code of ethics part, these rule sets have been
being integrated into our corporate management principles. We are paying attention to
these principles as all the audit arguments must be formed according to the CIA triad and
as well, data governance unit is established for ensuring the validity of our efforts relative
to these three items. The audit activities of this unit provide controls for the CIA triad
which are performed within the context of COBIT goals. As a result, if these three
elements are not ensured, we are not presenting audit arguments, because the process is

not being completed and stated as incomplete.



Panelist 5- Information security is based on confidentiality, integrity, and availability
elements as you mentioned in your question. These three factors have to be certainly
applied to the bank as a part of the efforts of the information security department by fitting
in with this set of matters.

For example, the confidentiality term is primarily reminded that every person or business
unit, that has authorization in an organization, has to access systems and platforms
according to the frame of approval principles. The information systems infrastructure has
to be accessed if needed constantly to provide the business continuity without defect and
latency from the perspective of availability. The integrity part of the CIA triad is related
with an information security expert has to provide that the data are not changed and the
integrity of the data is not deteriorated, therefore, we have to prove that the data in the
information systems are not modified by using monitoring tools and applications. For
example, there are data assets in files, file directories, and file servers, so we have to
follow up all the documentaries with also searching for the created dates to identify the
operations of altering or deleting the files. If we observe these kinds of acts, we have to
use logging and take records of these cases. Therefore, the activities, which are being
carried out for ensuring integrity, can be explained as above.

Panelist 6- There are three fundamental titles of 1ISO 27001 and these are shown as
confidentiality, integrity, and availability. Therefore, while we are examining the
inventory of data assets with making their classifications, these three elements are being
used for assessment processes. Accordingly, we have ISO 27001 certification as a bank
and because of this reason we are familiar with this subject, so the asset classification is
being made relative to the CIA triad and as well, we are sharing this classification with

auditors who are executing their operations based on ISO 27001, regulations and COBIT



framework. In addition, the information security policy procedures are being established
according to the CIA triad besides the asset classifications. In banking operations, a large
size of data is needed such as customers’ home addresses, phone numbers, account
balances, card information, or payments from their credit cards. Therefore, if the
criticality level of data is high as the data includes customer information, this data can not
be permitted to transfer to another device by any way like transmitting the data with
universal service bus or electronic mail, because the authorization is not being validated
in these type of events. BRSA is making assessments to protect the data assets of the
banks by observing the CIA triad conditions, and as well BRSA specifically defines a
categorization for the data assets within the context of their sensitivity and secrecy
degrees. Furthermore, personal data protection law is being followed besides ensuring the
CIA requirements. As | explained before, the qualification of the data assets is being
defined within the context of personal data protection law and CIA triad. Basically, in our
bank, the assets are being classified in four categories as very confidential, only for the
bank, only for service and the public due to the BRSA regulations, personal data
protection law, and CIA triad.

Panelist 7- These are the fundamental concepts of security, confidentiality, integrity, and
availability. Actually, I explain integrity as honesty or trustworthiness, not the totality,
because integrity doesn’t span all the meaning. One of them is confidentiality, one is
integrity, completeness, wholism or rather is trustworthiness, the other one is availability.
What is integrity, this word is unfamiliar to us, actually when I just say integrity, it doesn’t
include any meaning, let me say so. But, if you say the integrity of something, to be sure
that a data is being changed by the right person, | mean, | am getting the data but am |

certain that this data is modified by the correct person, so assuring for this principle means



integrity. As a matter of fact, this data is complete, thus this data is defined by the right
person and when it is being changed, the authorized person makes the action. In other
words, the data, that arrive at you, in total, this concept can be stated like that. In English,
this principle is being explained by integrity term. Integrity means honesty, indeed.
Beyond everything, the audits are regularly being made every year for confidentiality
principle in our main banking application that is named as the finart. This process covers
one of the control points which can be evaluated not rather technical for a person at first
glance to engage with, because of this reason this one is being functioned smoothly.
Literally, we are able to see that the data is being transmitted to authorized person and
similarly while this data is being modified for example an interest rate change will be
made, the audits are being functioned firmly in order to determine which persons are
going to modify this data due to the integrity principle. Moreover, this type of audits is
being performed at different times of the year more than one time. Generally, the stoppage
times are definite for B1 Bank systems, every system is usually attainable, as well the
definition of availability is made as to access the data when needed, the processes are
being executed free of problems in both internet banking and bank division services
dependent on availability principle. Sometimes, it may become cut-offs over a certain
capacity, for instance, in the past years it became a one-hour stoppage because of a time-
stamping server. Because of this case, a big problem emerged which is related to
availability. I think that the availability concept is being provided adequately in B1 Bank
as one of the subjects. The confidentiality, integrity, and availability controls are the
fundamentals of information security, therefore these three particles have to be adapted
holistically to the audits by the person who is responsible for controls in cyber security.

Your audit can be different, as | told you, I am responsible for the banking process which



is related to credit cards and chargeback subjects, | have a control list for these processes
and so | am performing my audits concerned with these controls, but on the other hand, |
have to pay attention to assure the conditions of confidentiality, integrity, and availability
concepts in the controls which | have been making or that is to say, these concepts can
not be audited tangibly by making evaluations or doing controls for each of the principles
separately through one by one approach. As | explained before, these are the basics of
information security, as an IT expert, you need to investigate these elements for every
kind of your audit. Wherever you are making audits if you observe any vulnerability
relative to confidentiality, integrity, and availability requirements you have to report. As
a result, we can consider these three parts as essentials for your audits in terms of
reviewing the breaches in organizational processes.

Panelist 8- There are very crucial practices relative to confidentiality, integrity, and
availability in the bank, as | said in the first place, the banking sector is inherently
sensitive which needs for taking serious actions in protection of customer secrets, so
banks are trust institutions and customer privacy is very important. These are available in
BRSA regulations, the issue of customer secret is vitally important, when there is a data
leak without the customer’s permission, it has a way of going to jail, so actions are being
taken to prevent these kinds of cases like encrypting the customer information in
databases with cryptographing all the infrastructure for internally and externally data
transferring, as well, even the internet and mobile banking applications are being operated
through encrypted protocols, therefore there are very serious actions regarding
cryptography. In terms of integrity, the manipulation of data by malicious individuals is
closely related to encryption, and the more you protect a flowing data, the more you

protect its integrity, where, naturally, these hash algorithms such as Secure Hash



Algorithm (SHA), such as NB5, are used to ensure control of integrity. In terms of
availability, | think you mean availability as accessibility because there is the word
availability in Turkish, which means usability, but you mean is accessibility. There are
very serious precautions within the context of corporate policies or service continuity
policies and there are important actions to counteract a variety of risks as keeping the data
center in reserve and keeping backup copies of the data center in two different locations.
Panelist 9- Now there is something like this, normally confidentiality, integrity, and
availability are being assessed to understand the adequacy of cyber security management,
now privacy is involved after the Personal Data Protection Law (PDPL). This term is
considered as secrecy and now we are making evaluations both for the privacy concept
and CIA triad. For example, if you are a customer of our bank, your one hundred Turkish
Liras in your deposit account, which you look at from mobile banking and see, is related
to the integrity of this data, because it is not shown as seventy Turkish Liras when you
actually have a hundred Turkish Liras. While the confidentiality of data is being ensured
through user name, passwords, and one-time passwords (OTP), we are also using service
set identifier (SSID) to block the unauthorized persons to see the data in terms of
providing you to access your data holistically which only you can see. This is about
availability that you can access your data every twenty-four hours of seven days.

Panelist 11- The application processes of these concepts were transformed into written
statements by the corporate data office and information risk management teams.

Panelist 14- If we consider this issue hereof the banking sector, we can mention that
BRSA is one of the first institutions for structuring the information security to realize
these concepts as legislation and in terms of implementing practices which provide a

competitive advantage both on the basis of the sector and the bank, rather than just one



security element. General literature descriptions, which are introduced for the terms of
confidentiality, integrity, and availability, are already known to everyone. Personally, it
is possible to handle them with very detailed explanations and different aspects. In short,
these concepts can be evaluated with the parts of the bank, public, customer, bank sides,
etc.

Question 5- What do the codes of ethics recall you when the internal audit and cyber
security principles are discussed simultaneously?
Panelist 1- There are ethical principles that are established by our bank. These rules are
evaluated as fundamentals not only from the point of security functions but also on the
part of all the business efforts in the organization. Therefore, if we consider the codes of
ethics from the perspective of integrality, we have to obey the ethical rules in our bank
within the context of all the business processes, in every field of the corporation, not just
in security-related operations. As a result, there are not any kind of abnormal cases which
are observed due to the violation of ethical principles in our organization.
Panelist 2- Information security and internal audit functions have to be performed
sustainably with coordinated approaches in the management of both internal audit and
cyber security processes. Because, as you considered, the cyber security landscape is
expanding, developing, and renovating as a sector, so we could not expect that the internal
audit staffs have to be competent as cyber security experts. Therefore, cyber security
services can support the internal audit part of the organization by guiding them for which
processes they must trace. The findings, which are acquired by internal auditors after the
controls within the context of cyber security, are being reported to the information
security department, and then, information security team focuses on the defects and

breaches which are defined in the finding reports of the internal auditors to holistically



improve the functioning of all the processes. As a result, ethical rules have to be in the
move to manage these processes.

Panelist 3- As | mentioned before, compliance with ethical rules is very important in our
organization, therefore, the authorization is considered as critical, so we are paying much
attention to authorization and the organization has limitations for the authorization of the
employees while they are accessing the data assets. So, it is not permitted to access the
critical data assets for every person in the organization and within the context of obeying
these principles, the ethical rules are being taken care of by the internal audit part of the
organization too. The audit segment of the organization is especially taking the code of
ethics into consideration and the audit teams are paying extra attention to following these
rules in authorizations and assurance of confidentiality. As well, the controls are being
performed according to the standards which are being framed by IIA and so we are
operating our audits according to this mindset. We have some sections which are being
restricted, there are regulations that are being developed by BRSA and also we have rules
which are being based on the framework of these legislations and other than these, we are
making controls according to the ISACA. Until the last year, COBIT 4.1 was taken into
account which was accepted by BRSA as a reference, in contrast, BRSA established a
fresh regulation for information systems, and a legislative framework was developed due
to the evaluations of COBIT fields with this new regulation that is displayed by BRSA.
The regulators have a key role in the constitutions of ethical principles. Particularly, the
ethical principles are being followed certainly and doubtlessly in the banking sector.
Panelist 4- As | mentioned before, we are dependent on the code of ethics which are
framed by IIA and we adapted ourselves to this mentality, for example, there is a

competency term in this mindset, so we have to be competent when a cyber case emerges



to know how to approach and we have to be well educated and we have to improve
ourselves. If we are not as much as capable of executing these audits, we have to quit the
tasks and we have to outsource the competent persons externally. Therefore, if an auditor
has not got enough adequacy and expertise level knowledge to perform the controls and
if we have not got enough sources as a lack of personnel, we are not doing this task, we
are retreating and the outsourcing is taken into place. Outsourcing activities are defined
in our corporate management principles, but before outsourcing the audit experts, we are
educating our auditors and we have also audit plans, everything is planned and well
organized, so we intend them to gain experience in the cyber security field. We are
performing cybersecurity-related audits with making rotations in our control functions,
so we are not making outsourcing directly, first of all, we have educational training events
generally to fill the gap between the competency of auditors and requirements of the
audits. Therefore, we are providing the competency concept of ethical behavior
principles in such kind of manner, as | explained. If we consider the integrity concept as
the other part of ethical principles, we are recording our audit proofs electronically for
presenting them to the business units in the organization. As a result, we are sharing our
audit findings adequately with the integrity principle of the code of ethics, we are making
final meetings and ethical principles are being followed like that.

Panelist 5- As we mentioned a short while ago, the fundamental principles of information
security are defined as confidentiality, integrity, and availability of assets. Actually, the
confidentiality part of this triple has further importance and there are some platforms in
the organization which can be quoted databases, systems, applications, and application
servers as examples of such these environments. Therefore, there are teams that have

authorization to perform their tasks on these platforms, this side of the situation can be



considered as an ethical concept, because, just the authorized personnel can reach the data
assets in these platforms to execute their business processes and there are authorization
limitations for other staffs who are not recognized to reach these cyberspaces. Similarly,
we can mention these concepts in order to exemplify the information security part in
managing applications, servers, or infrastructure, so every team has its own authorization
level which is defined through the matrices of segregation of duties and the ethics as a
concept can be explained as every team can sustain their business activities in a limited
context, therefore there is any kind of issue in this sense. For instance, in internal controls
and independent audits, a database server should not be logged in by the experts who are
not registered as responsible persons for the database, so the admin who is working
exclusively from the database team mustn’t be permitted to access the database. As a
result, the authorized personnel has only freedom to access any kind of cyber
environment, applications, or tools and | can assure you that this attitude is being used in
every infrastructure of the bank.

Panelist 6- The ethical principles have to be worked in process, quite simply, codes of
ethics can be explained as, an employee who is working for an enterprise must be
motivated in terms of compliance to corporate policies and guidelines through codes of
ethics. The ethical principles of an organization are also important in both cyber security
and internal audit functions. From the point of cyber security, there are many new attack
types, new pishing types, and cases which can cause troublesome conditions. If the
employees within the organization deliberately or inadvertently violate the ethical rules
of the corporation as becoming a weak link, |1 mean, if they share the information of the
bank with someone else, firstly, we have to know, measure or follow up such this kind of

events and secondly, after this data leak or violation case occurred, we need to know the



causes of this event to find out how this act happened, why happened and who made it.
We as an information security part of the bank have to organize awareness educations or
system arrangements to prevent such this type of events reappear. As well, the audit teams
have to proactively identify the vulnerabilities through regular controls by following up
the reporting processes and improvements. Moreover, if an employee disregards the
ethical principles within the context of ensuring cyber security and if a data leak event
happens, the internal audit teams have to pursue and investigate this situation by applying
disciplinary punishments to the persons who involve abusing if needed. Actually, we are
carrying on such these types of cases by sending phishing emails, initially, we are making
educations and then sending phishing emails, we are alerting the person not to share his
or her password, but he or she participates the password, after that, we are reeducating
the person to be aware of this event, and then the phishing email is resent, if the person is
going to reshare the password, we are discussing this person as the weakest link of the
cyber security process. Accordingly, the disciplinary process of human resources is being
activated, after organizing educations, training events, and awareness events with three
scenarios, if still, a person shares the password, this person is defined as the weakest factor
of this process. Basically, you can be considered as much as weak as your weakest
personnel as a bank, for example, if this person is an employee of a subsidiary, he or she
may transfer funds from an account to another account by falling for social engineering
acts. Codes of ethics, disciplinary policies, procedures, and preventive controls exist in
our company within the context of ethical principles, but we couldn’t control written
policies and procedures systematically. Therefore, the audits of internal control and the
scenarios of the information security department as one of them is phishing are being

stepped in. Exemplary, it is written to not share the passwords in our written policies.



There are documentary statements as do not share bank information or do not share
system information of the bank in labor contracts. As well, we are both signing a
confidentiality agreement and organizing educations every year, for all that, if a person
violates the ethical principles, we apply different ways for the protection of system
security. These kinds of cases weren’t evaluated critically in previous years as much as
the period after the pandemic, but we are executing our organizational functions from
home, as you know call centers have been already operating from home. Formerly, we
are doing our jobs in buildings, there are cameras, passing systems with cards, internet
outputs, and computers which are protected in the bank property. But nowadays, the
employees of the bank are sustaining their duties from other locations with remote
working, so the criticality level of information and the screens which the employees
connect are becoming much more important comparatively before pandemic period, so
we expect that the employees have to pay much attention to phishing activities and this
type of events.

Panelist 7- A cyber security auditor or the person who is working in this field has all sorts
of authority. There is not any kind of data that we can not reach from the point of audit,
in this context, we can query every confidential data of the customers or persons. Because
of this reason, at this point, it is needed to have an ethical principle or the authority, that
is given to you, which can accommodate some privilege as you can get personal interest
like transferring money from an account to another one. Therefore, at that point, ethical
principles must be defined certainly and this set of rules should be presented as a corporate
policy to everyone because if these are not being presented as corporate policy, fraud
activities can emerge. | think that the framework of ethical principles must be displayed

clearly and it is required to commit this framework to disciplinary regulations because



there are extensive authorization fields for the auditors in information systems, also
auditors are able to think that it is not as much as important to make queries, because of
this reason the codes of ethics must be framed. | just saw that there are clear rules for the
accounts of a president, according to this situation, the warnings are being made to
persons to not attempt for accessing the account of deputies or ministers. The auditors
and the persons who take in place for cyber security processes have much authority for
databases, therefore they can use this wide range of authority for their personal interest.
As a result, firstly, from the viewpoint of ethics concept, a person must have own values
relative to ethics term and then secondly a corporate policy must be framed, so ethical
values are needed to be defined by corporate policies and these values should be accepted
by every employee.

Panelist 8- Cyber security is actually the implementations that can be defined as the
actions, controls, and ethics are being executed by a corporation that are part of the
standards of internal auditing, which are in your interest from an auditor’s point of view
for your controls that are related with cyber security. For example, if the administrator in
charge of cyber security or a staff member, who implements cyber security related
controls, is a close friend of yours, it is unethical for you to execute this audit, so this is
the standard of internal audit, this is ethics, or in assumption, there is a breach in cyber
security infrastructure where the persons of organization can suffer from that
vulnerability, but on the other hand, some persons, who exploit that vulnerability, are the
beneficiaries, as well as if you are the beneficiary of that vulnerability, this case is
considered as unethical for you to audit there and to comment on that vulnerability. This
is general audit ethics. In this regard, we provide very strict training of ethics to all

auditors in our bank, that is, to everyone who is just starting out on the job. We are



continuously taking educations to absolutely not compromise in violation of ethics and
we are paying extra attention to ethics subjects while we are giving educations due to
ethical principles. Cyber security ethics is related to ethical understanding in audit
subjects.

Panelist 9- When we say ethical rules, our bank has a confidentiality commitment which
we have signed to the bank employees. Confidentiality commitment ensures that not to
disclose the data of bank and customer information in any way. Correspondingly, we are
setting limitations as information technology to not permit access to the data if not needed
and not included in the task description. Other than that, there is an ethics line in our bank,
if an administrator wants to make a transaction against his/her affiliated staff that is
contrary to the banking law and contrary to the ethical principles which are published by
our bank, this personnel can make notifications directly through calling this line to
indicate his/her department. Apart from that, we already have a lot of ethical controls
within the bank, if we have staffs who are doing what we call internal fraud that must not
be made or who are trying to do it, we are following them and sending them to the
disciplinary committee.

Panelist 10- Now this question actually shows that in your study, yes, the studies in the
field of cyber security, my doctoral thesis was in the field of cyber security too, the studies
in the field of cyber security are somewhat difficult because there is a lot of lack of
sources, especially in Turkey. You can anyway access some information and documents
in developed countries, but there is a shortage of access in Turkey because these
documents have not been formed yet, and the shortage of resources comes to the forefront
when coming into cyber security. Now, we are in the process of new policy-making

namely policy-making from scratch, defining and assimilating the concepts of cyber



security in my opinion. You know, the ethics issue has just become debatable in many
areas, not in newer areas, but even in more established old areas. In other words, if we
think about it in a business field, new literature is actually developing as what we call
professional ethics and business ethics, so the saturation point has not yet been reached.
While concepts are just beginning to be absorbed in a very new field such as cyber
security, even when there are new concepts to be put forward and added to the literature,
the ethical rules part is at the very beginning of the road, so we can say like a newly
sprouted seed for these ethical rules. The ethical rules in the internal audit itself have been
established, yes, an auditing mechanism has been established in Turkey which has a long-
established state tradition that has passed from an imperial period to a republic, and no
one can say anything about it, but when cyber security is involved, we have not yet fully
established the rules of cyber security and ethics, we are at the beginning of this process,
let me put it this way. Therefore, the ethical rules can be established by stages which are
supported with the efforts of the academics and researchers like you and us, so | mean
first we’re going to put cyber security in place, then we’re going to put policies in place,
and then we’re going to have information security, we are going to have a lot of policies
that institutions, universities are going to have, there is going to be documented, then
we’re going to have policies that public institutions implement, after that, we are going
to have cyber security policies which are being framed in the private sector. Similarly,
we’re going to argue that there’s an ethical deficiency here, that there’s an ethical problem
in this practice, and then we’re going to start gradually establishing the code of ethics, but
I don’t think we have an application, a set of documents, a resource to talk about ethical

rules right now.



Panelist 11- All of the ethical principles are entirely being performed, so we have to write
what we do and we have to do what we write.

Panelist 12- While evaluating this subject, if we consider this subject in a somewhat
corporate sense, companies, which are especially large and corporate enterprises, now
usually follow their transactions in enterprise resource planning (ERP) platforms.
Therefore, | think that ERP platforms or computer usage should be evaluated together in
business activities. Hence, first of all, as a nature of the business environment, ethical
rules are much important for an enterprise, so ethical rules should be established for frauds
or irregularities at first, and then these ethical rules should be reported to employees with
written statements. Also, | think that the codes of ethics should be converted into
programs under the name of ethical principles and introduced to the ERP environment or
to the software applications which are utilized for business continuity with the
programming languages within the scope of internal audit. If these rule sets are very well
established, detected, then encoded and transferred to a programming environment with
notifications to company employees, | think that employees can be prevented from
cheating or making mistakes or abnormalities in the technology environment. Of course,
this approach can also be applied within the scope of cyber security, because as a result
of the technological environment, computer environment, or ERP environment, as | said,
since the business transactions are being followed in these spaces, as you know the
inconsistencies can emerge as a violation of the framework of the ethical codes, as you
know, these issues are caused because of cyber attacks or cyber risks, so the encoding
conversion of ethical principles to programming environment can provide feasible
applications against cyber attacks or cyber risks. Therefore, if you transform the ethical

codes into a programming environment, the threat factors, which are being existed



because of human conduct, automatically can be minimized. For example, companies
now use electronic signatures and electronic authorizations, as you know, for example,
not every employee has access to every program, so such applications can be expanded
even further and the authority of employees can be limited, as | said, the frauds can be
avoided. As well, one of the things that can be done here is that it is important to follow
the logs, log records. As you know, log records are used for monitoring and following up
the transactions of every employee in a computer environment, if you do so, precautions
can be taken against cyber attacks. After that, the ethical principles must be encoded and
controlled within the scope of internal audit systematically. In addition to internal
auditing, it is necessary to consider internal control and to use the methodology of
continuous auditing. You know, continuous auditing provides real-time controls and
reviews of all transactions which are being executed in digital platforms electronically.
Therefore, | think internal audits should be used with automation such as continuous
auditing. In particular, the banking sector is among the most frequently used industries of
continuous auditing methods.

Panelist 13- In general, while the issue of cyber security has only been considered with
the professional expertise of certain individuals, currently it can be expressed as an area
that must be included among the mandatory field for the persons. Perhaps, we can explain
this field as one of the subjects which should be at the forefront of the competency set.
We need to master our skillsets in the cyber security field for providing factual and valid
recommendations that we have made after our audit operations to ensure the necessary
protection against cyber risks, otherwise, how can we perform our information
technology audit activities. What we call ethics can be expressed as follows, we have no

tolerance there anyway, an auditor must necessarily fully comply with the ethical rules



and perhaps an auditor need to have role model characteristics, we can not make any
concession there anyway. So, if we assume that as a structure, this can cause too much
riskier cases no matter how a person is very competent but if he/she is unethical and not
behaving professionally. Even if an unethical person is very competent, you can’t expect
him/her to be the auditor. The lack of information can be overcome, but on the other hand,
if they are very competent but ethically and morally weak, that person is not acceptable
to me, and it is a very basic recommendation of international standards. It is expected that
internal auditors should necessarily make their statements and training related to ethics
by expressing their character as a role model every year, which is important in this respect.
Professional ethics, besides universal ethical values, are not available for every
profession, but professional ethics term is certainly described for the audit profession and
it is expected to entirely comply with this. For example, a person does not know enough
about cyber issues according to international standards, the standards explain that if you
are not competent in that field, you can supervise this task by taking assistance from
outside, there is no problem with this. However, external support on ethical issues can
not be complementary if the employees of an organization have no moral values. So, the
persons have to be ethical and have to take over an ethical role in their own character.
Therefore, a person can get guidance support on every subject other than ethics. Acting
in accordance with ethical rules is much more important and fundamental than the
technical skills of the auditor, if the person who will conduct the audit does not have
ethical or moral values, others do not matter. The training events need to be organized by
necessity, this situation can not be discussed as | know that | don’t need to look again, it
IS necessary to keep awareness at a high level and alert regularly, it should not fall off the

agenda in any way. If the issue is to be evaluated within the framework of the bank sector,



the audits in the banks are carried out entirely through technology-based infrastructures
and all transactions are carried out in real-time. In addition, due to the structure of the
data, the financial markets are based on high-frequency time series, so it is already
difficult to perform without continuous audit techniques. While auditing processes related
to cyber issues, you can test processes that are vulnerable to cyber risks and people, which
are also considered as critical assets, in terms of authority, for evaluating their
predisposition to the ethical dilemma or ethical violation. In this context, the audits of
ethics should be carried out along with cyber security audits. Ethical standards of behavior
should be integrated into corporate culture and must be spread throughout the
organization. Where ethics are most violated as conflicts of interest, where we call it the
conflict between personal interests and corporate interest if a person accesses a data, this
data will be used for personal interest or corporate interest. A number of remedies are
sought for prevention, such as transparency or accountability. Especially in the banking
sector, it is a very sensitive issue, | have experience and background in the bank inspection
board, what we are looking for is the bilateral control mechanism and what we call the
trilateral agreement, which is important for the borrowers to be aware of these and to
prevent possible thefts, losses and when third parties are involved in the virtual
environment. If moral awareness of individuals is increased within the corporate culture,
the risks in terms of cyber security can be reduced. Of course, there are indicators of
ethical leadership, dissemination, and strengthening of the corporate culture. The ethical
Issue is such that, as | said in its absence, others don’t matter, it can be thought of as the
first number in front of a million, even if you have so many zeroes which can be
assimilated as your competencies, you will have just zeros if you don’t have one which

can be shown as ethics in front of these zeros, so, the competency level doesn’t mean



anything if ethical values are missing. There are findings in the literature that the
corporations, which provide this foundation in terms of institutional structure and support
it as strengthening effect with social responsibility projects and activities, reach success.
Panelist 14- It is an important and necessary fact that ethical rules are important and
necessary in each line of business and type of organization. However, control stages are
needed to be designed as independently, transparently, and accountably as possible in
business processes, from the bottom operational unit to the top managerial unit, especially
in critical, complex, and large organizational structures. Banks are regulated more strictly
in these matters than normal commercial enterprises and subject to many additional legal
obligations. One of the most important reasons for this is that the banks are not only
commercial entities, but also they are performing critical public service. Therefore, in
addition to the ethical rules and organizational activities of banks, which are respected as
trustworthy organizations, they are audited by many different associations in terms of
both internal audit, independent audit, and public audit. The fact that cyber security
transactions in the banking sector have a separate set of legislation and detailed rules can
also be considered as an indication of how sensitively the issue is being handled in our
country.

Panelist 15- Ethics means that doing the right, good, and fair as a practical definition.
When we say ethical rules, there are three systems that can be classified as values at the
top, principles under the set of values, and rules under principles. When we consider
ethical rules, what can happen if you basically determine your values like honesty, also
values can be categorized in various ways, there are corporate governance values, there
are basic values, there are some principles under these values, for example, honesty is

value, but not to lie can be evaluated as a principle under the value concept.



Correspondingly, the codes of conduct arise, in this logic, there is already a framework,
basically, there is a value at the top, for instance, an institution may have seven or eight
values, there are principles below this framework as well, also under this category there
are the codes of conduct in order to define expected behaviors, so from this point of view
values are formed in this way. On the other hand, internal auditing is defined primarily as
the principles, procedures, institutional structure, and above all, the control mechanism
of that institution to add value for an institution, because the control mechanism is
controlled by internal control, two parts of the organization should be evaluated
differently. Internal audit has the main objective of systematically examining the control
mechanism to detect that this mechanism is working to add value for the institution. One
of the important concepts here is to add value and the other is a systematic review. There
Is security within internal audit, cyber security is one of the very important areas, | can
define cyber security as a system that will allow an organization to control its information
processing, information security systems, and protection structure against threats with a
very rough definition. In this context, penetration tests can be given as an example. The
protection of critical information can be basically called cyber security. Information
technology security is actually one of the areas that internal auditing should control. On
the information technology side, there is also the control part, it is a newly developing
field, so it is difficult to control because it is not a well-known field. However, not many
details are needed to be known, it may be enough to know what to control in information
technologies. From my point of view, | have a checklist, for example, where passwords
are being stored securely or are they being backed up, so these are all parts related to
information technology security. After all, the auditor doesn’t need to know how to make

the backup, but the auditor needs to know if the password security is intact or if the backup



has been made, or if the firewall is being used. In short, the person who will oversee
information security doesn’t have to be the most expert on these issues, this person just
needs to ask the right questions about these issues. So, the important thing is to ask the
right questions. Of course, these responses may be misleading and so the auditors need to
have some technical knowledge to control them. In fact, in summary, the competence
related to information systems can be accomplished by the auditor or the person who has
capability in information systems can be assigned to audit role. Both methods can be used,
in my opinion, there should be internal auditors who are familiar with the subject of IT
and experts in the field of IT who know the subject of internal auditing. Information
technology control is a specialty, but as | said, as an auditor, you do not necessarily have
to be an expert in IT, because it is a technique, you can comprehend what, how to control
with logic through asking the right questions, also the expertise support can be taken if it
is required. From the point of ethics, for example, ensuring the confidentiality of the
information which are obtained during the audit or the methods which are used to get
findings can cause problems that are related to ethics. In fact, the subject can be divided
into two parts in the form of the ethics of internal control and the control of ethics. It can
then be examined as the ethics of cyber security and the interaction between internal audit
and cyber security. Besides, there is the intersection of three elements which means there
are both ethics, cyber security, and internal audit. The general technique is always the
same, first, you must define the risk field, while the functions of internal audit in cyber
security are being performed and then you must map the risk by the determination of the
probability with the impact. For example, if there will be phishing attacks on the system,
how much damage they will make or some cases happen once, but the effect can be huge,

they are also called black swan risks. In terms of cyber security, earthquakes are very rare



and when they emerge, you can suffer much, so it is necessary to back up and diversify
the region. Therefore, a risk map is created for each category and then the tests are done.
Question 6- How are the ethical rules defined inside your organization, in terms of
the methodologies which are tracked by internal auditors for performing the role of
internal audit in cyber security processes?
Panelist 1- We have an internal control directorate except for review committee
administration and this internal control part of the bank is consistently making daily
weekly and monthly controls. The internal control directorate doesn’t take executive
actions, this department has a role in finding out the inconvenient cases and reporting
them as findings to the management board.
Panelist 2- An internal audit team has to commit ethical principles while executing
functions in cyber security and information security. In our bank, ethical principles are
being used as fundamentals while the audits are being operated and reports are being
formed. After these processes are completed, the cyber security team gives feedback
related to those subjects like informing the internal audit team as we did these operations,
we did these studies about these subjects, we identified weak points, Certainly, all this
process has to be performed in commitment with ethical principles.
Panelist 3- Actually, the auditors have warranties to watch many factors, but there are
some restrictions to eliminate unnecessary elements in the banking part, so our audit
activities are being limited in the security-related processes as we are not authorized to
audit some factors. This situation can be explained as, if we begin an audit process, we
have permission to access just the related fields and we have time limitations while
performing our operations. For instance, an audit operation is planned to be completed in

two or three days, so we have defined time constraints to finish our audits. From the point



of cyber security, control points are being organized to charge extra responsibility for IT
auditors. The regulations mostly fall behind the developments in technology. The
regulations which were established for information systems have to be designed and
executed a long time before, however, this legal framework was merely issued last year.
We are performing our audit processes by firstly making researches of changing and
developing system, namely what conditions change and what can be done, there are some
bases but there may be some modifications on these bases, for example, new software can
emerge, so in this case, we are making reviews and examinations, the audit process starts
like that. After that, the controls are being initiated based on new concepts. This situation
doesn’t cover the legislative framework, the legislations can just frame defined principles,
it is needed to understand the bases of regulations.

Panelist 4- Principally, first of all, we are trying to be proactive in this subject related to
cyber security and information security activities, so we are handling risk assessment
studies. As a part of these efforts, we are using the control category assessment method
through this way the discussions are being made with all the senior managers as well there
is a GRC module which is applied on Archer GRC platform and tools, so by using this
application, we are presenting a questionnaire to the managers and all the shareholders
are providing data through these questionnaires before the risk evaluations. After that, we
are assessing these data and then we are planning our audit operations according to the
criticality level of the risks, for example, cybersecurity-related events are often classified
in risky fields, but the reason for this issue is not associated with an organizational
structure or weak controls, the main reason of this situation is interconnected with cyber
security is an expanding and developing field. As a result, we are primarily paying

attention to the cyber security field and this field is being stated as high risky, we are



gathering data from both stakeholders and past audit proof of concepts by using the
infrastructure of information systems, the planning activities are being realized like that.
Panelist 5- Definitely, this process has to be available and this process can vary due to the
corporation or infrastructure, as | mentioned a short while ago, every department or
business unit should perform the tasks according to the separation of duties, this principle
IS mandatory in our bank. Inevitably, there may be some weaknesses relative to
improvements, but these types of issues are existing in every corporation, as a result, the
problems must be determined and analyzed by taking the necessary actions within the
context of ethical concepts to expand the usage of them in audits.

Panelist 6- Actually, it can be much helpful to ask this question to human resources (HR)
and internal audit, but our ethical rules are framed through the policies and procedures
which are established with documentaries by HR. The internal audit department has been
already making studies and examinations relative to controlling the compliance-related
cases. If there is any kind of violation, the internal audit part of the bank is initiating and
executing the particular studies and investigations, so the disciplinary process is being
performed in that way. If you consider these efforts as sufficient or not, if | search for
information security these are adequate from my standpoint. Nevertheless, cybersecurity-
related developments have been rising each day, and if | evaluate B6 bank, B6 bank is
much a merciful and humanitarian bank, likewise, we have human assets directorate
instead of an HR directorate. Perhaps, in later times, it may be much effective to take
many solid sanctions into consideration there. The lay-offs can be stepped in as a result
of findings of the internal auditors according to the code of ethics. This commentary is
mine, but. It is much relentless to lay-off, but if a person doesn’t obey the ethical

principles, there is nothing to do for this person. In other words, the question that, are the



ethical rules sufficient or not for internal control, has to be replied to by internal control,
but we can rank it as sufficient. In practice, they have not been following up the cyber
security processes totally, because they haven’t got enough sources so their audits are not
being executed comprehensively because of the lack of sources. There are weaknesses. If
they have source and time, and if they concentrate, perhaps, they will audit much
efficiently. They are auditing one of them and leaving the other one. My IT auditors are
especially interested in compliance to the COBIT standards which are being ordered by
BRSA and the new regulation that is established by BRSA rather than making controls
through discussing the integrity or some other principles which you told. Probably, the
log management activities and the recording processes of them can be given as an
example, they are periodically making audits for these activities relative to cyber security
controls. However, this doesn’t mean that internal auditors are making near-perfect
audits. They are trying to execute their profession as they can because there are some
weaknesses in sourcing, so in order to solve this issue, the budget should be planned. In
Turkey, the sources must be increased in both the information security field and internal
audit part. Especially, there is a bottleneck in the amount of qualified professionals, so
the educations must be organized. Also, experienced and well-educated personnel staff
must be retained in the organization. You are asking whether the ethical codes are
adequate or not, of course, these principles should be framed in a plan continuously
through making discussions with shareholders. Therefore, you are telling that the data
inside the corporation must be protected with the definition of roles and responsibilities
of the employees and the awareness of them should be provided through ethics. I am
extending this mentioning, when it comes to ethics, while you are working with a firm,

you mustn’t have any contact or you mustn’t accept present, so these types of events are



recurring to the mind. However, you are trying to recall that the policies and procedures
relative to data sharing and authorization, so the adequacy level of them. As a result,
possibly, it contributes many benefits to the bank if the auditor colleagues should perform
systemic controls rather than manual controls.

Panelist 7- The truth of the matter is that the ethical principles are not defined in a
framework, one of the weaknesses is that these are defined by word of mouth in B1 Bank
and as a result the persons especially the auditors are being perceived as a most reliable
part of the organization and actually this perception is right, because of this reason they
don’t look to apply each of the ethical concepts one by one. In contrast, the persons are
losing their jobs because of these reasons as doing a query which mustn’t be executed or
like that. In this context, there is not certainly defined ethical principles structure in B1
Bank.

Panelist 8- While taking actions that are related to cyber security, for example, for the
period that the units, which are relative to cyber security, are taking actions, the auditors
must put aside their personal interests. For example, there are organizational units which
have authority to get decisions in cybersecurity-related activities, there are a department,
team, and manager that are responsible for IT, also there are business units and there is a
separate cyber security unit. Now, each unit actually has a different target, a cyber security
unit demands that the information of the bank, the institution, or the company are not be
stolen or are not be hacked because of data security to be safe, but the other business units
want us to open up our business all the time for getting new customers, so they want to
take some actions to make money for the company, maybe they are opening new doors
to expand our business, at that point, there is emerging a conflict here between cyber

security and organizational goals because they want to increase profitability and the cyber



security department aims to provide safety in fact. Therefore, while other business units
are taking as many different risks as possible, on the other hand, the cyber security side
Is trying to reduce the risk as much as possible if these two functions depend on the same
person, that is, if both the IT side, the business units, and the information security part
that wants to eliminate the risks depend on the same person, then there may be a conflict
of interest so that the manager who is related with all these units cause much worse cases
because of the conflict between the ambition to earn much profit and cyber security risks.
Therefore, cyber security units need to be independent and autonomous in corporation.
In other words, it should be independent of the departments which have the responsibility
in sales, marketing, or IT due to ethics. I can tell you that.

Panelist 9- Now we have something like this, we anyhow have a principle that needs to
be known, we call this need to know, we have a role-based system that we use in
applications which demonstrates defined authorizations besides the task description.
There is no question of appointing any staff member to a role that is not authorized,
approval must be obtained while giving authorization. Aside from that, there are ways for
whichever operations are being executed and they are being reviewed regularly. As |
mentioned earlier, if anyone is trying to access data or doing abnormal work without
authorization, an investigation is being launched for this personnel because this act is
deemed unethical. This principle involves cyber security too, if any of the bank staff
involves in an activity which exceeds their authority, whether they are a division
employee or a director in cyber security, if they engage in activities that do not comply
with the bank’s ethical policy, we are anyhow identifying them and reporting them to the
inspection board. There are such routine controls that the review committee has done

anyway. | mean, the inspection board is performing as an internal audit committee.



Panelist 11- | can not share certain knowledge because this part includes internally kept
information.

Panelist 14- The answer to this question was explained in the response to the previous
question.

Question 7- How does the internal audit take part in cyber security management
relative to the monitoring activities of the legislative framework and international
standards?

Panelist 1- In the framework of regulations and legislative standards, we are following up
with the regulator associations in Turkey as an information security directorate. There is
an information security and communication guide book which was established by the
Presidency of Digital Transformation Office of Turkey and there are regulations which
are issued by BRSA for information security and electronic banking services, when these
regulations are preliminary presented, these regulations are denoted by legislation and
compliance administration part of the bank to our department. Therefore, we are trying
to reflect these control points to our business processes, from the perspective of audit
functions, our review committee is executing the audit activities are based on the control
lists that are being formed due to these local standards and international legislations. The
findings which are acquired through these audits are reported to the board of directors
and the monitoring function is being performed periodically for six months.

Panelist 2- There are a lot of associations and procedures which are related to the
assessments of cyber security processes in the context of working both nationally and
internationally such as if | consider the banking sector, as a result, the corporation is a
bank that we are working for and this bank is a participation bank which is dependent on

the BRSA processes. There is a regulation that is related to the banks and issued by



BRSA, in general, this regulation can be updated from year to year in various periods.
Therefore, we have to comply with this regulation completely as a bank, otherwise, there
are severe punishments and sanctions to corporations, particularly in consideration of this
year if BRSA identifies any kind of finding corresponding to cyber security
vulnerabilities of the banks, it can enforce severe penal sanctions. In other words, there
are processes are being controlled by the internal audit and information security teams on
the subject of international frameworks including COBIT, Payment Card Industry Data
Security Standard (PCI-DSS), and 1SO 27001 which cover the sets of rules. There are a
lot of policies and procedures and all the banks and financial institutions have to fit in
with these regulations, this situation can be explained in such a manner.

Panelist 3- If you don’t meet the international standards, there are a lot of international
banks and financial institutions which are collaborating with banks, because of this, all
of them are expecting that competency, so you have to care to provide their conditions.
COBIT has different thirty-four criteria which are established by ISACA, each of the
criteria is being audited individually, the system may be needed to be audited according
to the frameworks of ITIL and ISO 27001. Also, as | mentioned before, rather than these,
we have separate audits which are being accomplished in terms of system base, active
directory controls are being performed separately, messaging system audits are being
performed separately, additionally, penetration testings are being applied and as well the
audits are being functioned for the identification and detection of security breaches and
vulnerabilities. We have single audits from the aspect of DS5 and the perspective of IT.
Our audits have been being performed in a fiscal year relative to information security and
other banking processes, more than these, we have activities to review, process, and

findings are being controlled, the adjustments are being followed up and the controls are



being made to understand the level of adjustments. After these operations, the actions,
which are utilized, are depended upon the criticality level of finding, are being controlled
once more, the discussions are made with business units all over again, the responses are
demanded further and then the reporting activity is made to senior management and board
of directors. From the point of banking side, the reporting to the management board is not
singly satisfying, besides, we have independent auditors, before all else, these
independent auditors are executing their controls in both banking processes and
information systems after they completed their audits, they are controlling the audits that
we performed and also the reviews are being made by the controllers of BRSA, finally
these audit findings are being presented as management statement to BRSA. As |
mentioned before, risk ratings are being made in our risk matrices, secondly, the bank is
not singly under our custody, the independent auditors are fulfilling controls separately,
therefore we can’t evaluate our system as perfect, because an independent audit is being
carried out, so you have to put forth the best system for consideration. The banking sector
is already risky and very risky, as | told you, this sector is very rigid because the monetary
operations are being made in banking processes, therefore there is no remission and you
have to provide your audits above a defined rank. B1 Bank is the biggest bank in Turkey
and it is also the most deep-rooted, because of this reason the systems have been being
developed gradually and step by step approaches with years of experience.

Panelist 4- | mentioned about Society for Worldwide Interbank Financial
Telecommunications (SWIFT) audit to you, for instance, there is a framework related to
customer security which was established by SWIFT corporation, so we are taking our
actions instantly if needed, when we discovered something about this framework, because

of this, the educations are being organized at first, after that the framework of SWIFT is



being integrated and then we are initiating the audits of this through forming control
points. Similarly, we were performing our audits according to the COBIT standards,
nowadays we are keeping aside the COBIT standards because there are new elements that
came along with information systems regulation. Before this regulation was established,
the audits were being functioned due to the thirty-four items of COBIT which were
requested by BRSA, but currently, these thirty-four fields were reduced to thirty.
Therefore, we did that, we matched the COBIT standards and the regulations of BRSA,
in this way we formed an integrated framework, as a result, we are both operating with
international standards and complying with the regulations of BRSA, so we did an
adaptation in that manner, we also integrated this to our audit plan and then our auditors
have CISA according to the regulation, there are ten IT auditors and almost each of them
has the international certification. As well, we are arranging annual education plans for
IT auditors and the condition of one hundred hours of education for every three years was
stated in regulations, in spite of that, we are not affected by these kinds of cases because
we have already installed our system according to the international standards and we are
following on this direction.

Panelist 5- As | stated at the beginning of the conference, first of all, we are dependent on
the regulations of BRSA as a bank, in addition, correspondingly we have certification in
the context of 1ISO 27001 so we are involved in the ISO 27001 too. At the same time, we
are liable to function of the DS5 article of COBIT which explains the execution processes
of infrastructure activities. Hence, independent and internal audits are being performed
based on cyber security and information security according to these accepted international
frameworks. Independent firms make audits in accordance with the regulations which

were established by BRSA due to the bank unions. In general, the banks which are



sustaining their businesses in Turkey, are dependent on the regulations of BRSA, in
addition to that, they are coherent to control points in the DS5 article of COBIT within
the context of 1SO 27001 compliance. Together with, if I give you the technical details
about this subject, technically, in every field we have to operate the security controls by
using the globally accepted tools, for example, when a penetration test is being
functioned, Open Web Application Security Project (OWASP) Top 10 control lists have
to be applied. Meanwhile, we need to utilize SysAdmin, Audit, Network, and Security
(SANS) or other globally conformed control lists in order to provide tests both globally
and nationally accepted. Add to that, from the point of log management, we are executing
our efforts in Security Incident and Event Management (SIEM) part upon regulations,
especially, some of the actions or some of the rule correlations can be technically adapted
to some of the standards framework or regulations for taking advantage. For example,
there is a mitre attack framework as a part of SIEM for the banks to improve their
infrastructure. SIEM is actually not an exact log management, log management part is
just for the management of the logs. However, the SIEM part is not simply accepted as
log management, because this structure is used for the analyses are made by matching
and parsing with the logs through combining them for building the correlational rules.
For example, when any kind of software is accessed to a server, first of all, | have to
determine that the type of this software by looking for the logs in all the bank’s
infrastructure. If I identify a malicious act, | have to find the sources of this malicious
software by matching the name of this software with analyses and alerts in such cases as
brute force attacks. As a result, SIEM is an extensive mechanism. Therefore, | am the
opposite to evaluating SIEM like a log management system as an information security

expert because log management is just the small particle of SIEM and SIEM is a big world



in comparison with log management. IBM Q Radar, Splunk, and Microfocus R Side are
the most known SIEM products. There is a National Cyber Event Response Team
(CERT), in this association there is an application platform that is named as Cyber
Intelligence Platform, you can make necessary notifications on this platform. If I explain
this situation much rationally, for instance, if someone makes to your bank a phishing act,
you can request to block the email addresses which cause phishing acts in both Turkey
and the globe by using this Cyber Intelligence Platform. In practice, when you come under
a phishing attack, you can enter this platform with your user information and then CERT
is taking over the case to get necessary actions. As a matter of fact, this process has
refrained because of the pandemic, the meetings were being organized two or three times
in a year before the pandemic, in my opinion, these meetings have to be arranged much
frequently, the collaborative relations are needed to improve this process. Something like
this happens, for example, a security vulnerability or hacking case emerges in whichever
a bank, naturally, these cases aren’t reported to CERT because of the loss of prestige and
other reasons. Therefore, almost all the banks avoid some more in this type of
notifications, they are trying to solve these types of situations internally because no one
wishes that these kinds of events happen in their organizations. In my personal opinion,
the relationship between CERT and the banks has to be much consistent and continuous.
In this context, the interaction between the banks, BRSA, and Information Technology
Communication Corporation has to be much strong.

Panelist 6- Internal audit part of the organization is performing audit activities that depend
on the compliance of information security processes to COBIT 4.1 because BRSA
requests that we have to be adequate with COBIT 4.1. As you probably know, COBIT

4.1 is an international standard and a framework. COBIT 5 was established, COBIT 2019



was launched, but still, BRSA has been asserting to us, | mean the banks that to comply
with COBIT 4.1. This standards framework was designed to form and control IT
processes, so our internal control teams are executing audits every year according to
COBIT 4.1. COBIT 4.1 has thirty-four processes, essentially, internal controllers are
making audits partially on at least seventeen or twenty processes. In practice, they are
recording the findings and they are tracking the actions related to these findings. Aside
from this, our bank has ISO 27001 certification, therefore the associates in internal control
are making controls in the context of ISO 27001 too. Also, there are regulations of BRSA
and the internal control department is doing works across the compliance to regulations
of BRSA.

Panelist 7- As I mentioned before, there is a monitoring process which is being performed
for controlling the existing steps that are related to cyber security through checking how
these steps are being controlled with making audits for compliance of these actions to
Turkey legislation, international standards, and corporate culture. Therefore, if we find
any control deficiencies over a categorical level, we are reporting to the management
board, so control and monitoring operations are based on these processes. Actually,
internal auditors are performing their tasks that are related to all the cyber security
infrastructure with accepted levels for every fiscal year and they have sufficient capacity
to monitor all infrastructure. At this point, there are some inefficiencies because of the
task description of the IT auditors which is not just covering the IT-related subjects. In
general, we are trying to meet the requirements of BRSA and in this context, the
monitoring function is being executed as reporting the deficiencies, which are identified
in controls, to the management board. 1ISO 27001 and ISO 22301, in other words,

business and system continuity, information security, and the controls of references as



COBIT, NIST are being directly monitored by IT auditors, therefore, we are the main
responsible persons for controlling the compliance of decisions and actions which are
taken in terms of performing cyber security management to the legislations of Turkey and
international regulations. Based on this, the IT auditorship is the unique controlling
authority within the context of monitoring processes, the reports, which we prepared for
the management board and which we presented directly to the board of directors, are
being too much effective. In practice, the reports which you prepare for any bank division
are not directly reported to the management board, the entire reports which cover all of
the audit activities are only being reported to the management board with three monthly
periods, but if you observe something in firewall audit, this type of findings is being
directly reported to the board of directors, therefore the monitoring operations, which are
relative to cyber security, are being transmitted by us. We have internal control and an
auditor, the auditor is playing a role as an internal auditor, internal control is being
performed within the context of BRSA concepts, there is a different unit which has
functions as an auditor. As | mentioned, there is a fundamental of this action, because
especially the positioning of IT auditors which is called as process controls, so process
controllers and IT auditors are being perceived as same in our bank, because of this reason
the IT auditors have been being called as process controller since 2007 for fourteen years.
I have been here since 2015, but this process is being performed as same before too like
process controller is taking a function as IT auditor. First of all, this is wrong, however,
process controls are being evaluated much significantly than division audits and the
interaction between an associate of general manager, review committee chief and
management board is being functioned accurately in B1 Bank. Actually, positioning is

right, thus the mechanism is defined correctly, in my opinion, | think that private banks



are especially much strong in comparison with public banks. In general, the system, which
Is trying to be established by BRSA, is right and is exactly defined what it should be, |
mean, the controls and IT audits, which are being done on the spot within the context of
cyber security by auditors who are able to submit relevant reports to the management
board directly and also other internal auditors know your presence if you are collaborating
with the team in terms of making integrated audit. Let’s say, the audits, which are related
to corporate credits, are being made and in this process, you are doing queries relative to
infrastructure as an IT auditor, as well other internal auditors are looking for control
deficiencies that are related to the process. There is a defined basic here, however, the
question is all the time this process is functioning or not in B1 Bank, at that point IT
auditor must just focus on IT-related processes, process controller or administrative
auditor should focus on process part and this can be a much accurate method if these two
of the audits are performed separately and the reportings are made together. Therefore,
the delphic thing is that in B1 Bank, thus, IT audits and process audits have to be
performed uniquely in terms of work done although not as report, through this mindset,
IT auditors can concentrate on much to the cyber security field and they can improve their
abilities relative to information security. If IT auditors are making audits by only focusing
on the cyber security field or one of the subjects of the cyber security field, they can
function in one area by using their knowledge and skills. In this context, the reports, which
are being presented by us, are directly reported to the related authority and are determined
by the related mechanism, so B1 Bank is one of the best banks in this mechanism because
it is a state bank with regard to behaving sensitively for the findings of audits are being
transmitted to the right authority. For example, the finding that is relative to the subject

Is not perceived as personally or everybody assists each other to solve a problem, and



then when this is reported, the management board knows that this finding is surely
presented to the management board, so we can consider that the mechanism is functioning
accurately. Even so, as | mentioned before, in my opinion, the insufficient point of this
mechanism is that there are adequate audits are being performed or not for cyber security
and IT related subjects, | think, there is not a sufficient amount of audits are being
executed in B1 Bank, there is only one missing here so. On the other side of the situation,
the mechanism is being functioned in compliance with international legislations which
are being tried to establish by BRSA. If we talk for other banks, this mechanism is being
executed much sufficiently by some of the private banks, but surely, there will also the
banks where this mechanism can not be adequately operated and there are fifty-five banks
so there’s definitely a bank that executes audit for just doing as a simple game in terms
of just BRSA demands to do that. Accordingly, the reviews of BRSA which are related
to your reportings can be much better, much frequent, and much detailed. But, I haven’t
received any criticism for the comprehensiveness of the report that | have written, at this
point, maybe more beneficial results can be obtained, if BRSA much better supervises
the system which is established. In this context, | think, what BRSA is doing, is a little
more superficial. At B2 Bank, for example, each of the auditors is being evaluated as a
very detailed penetration tester, although, in our bank, the auditors are just spending thirty
percent of their time for writing their audit reports. From our point of view, there is a lot
of difference between B2 Bank and a few other banks on the IT side because, as | said,
they focus only on the IT side and we as IT inspectors do not just focus on IT, but we do
more than one job, which naturally makes a cumulative difference over the years, so they
are coaching persons for improving their abilities to make detailed penetration tests due

to the auditor skills and audit adequacy, in contrast, we have more superficial but better



experts in audit operations for banking processes. I don’t know if it is right to separate
this in the form of the private sector and state bank, I am only talking about a few big
banks of the private sector in my own experience, these are B4, B2 and B3 banks that
have much desire for training considerably qualified auditors for IT field when compared
with B1 Bank because of their policies. | am saying particularly that the general policy of
B2 Bank shows that they desire to coach penetration testers in the proper sense. On the
contrary, the policy of B1 Bank is like the auditor does everything in every field, there is
this kind of mind, I personally go for division controls, also investigations, process
controls and as well I execute IT audits in the rest of my time, now there is a difference
between such an institution and the other institutions which motivate their persons for just
penetration tests. For five years, a person has been constantly trying to get certificates
about system security, Certified Ethical Hacking, OSCP, et cetera, and so on, also they
have been struggling with these related terms, but we have been dealing with concepts
until the present which are related with banking and that is the main difference between
them and us. But already, CISA is the fundamental of this process, which BRSA brought
in time for the banks to get CISA certification as a license. The CISA certificate is the
most easiest certificate to acquire in comparison with other ones, so let me put it in that
way. There’s no difficulty, I can call it a money trap, so if you ask me my sincere opinion,
if a person works a little bit in this subject, this person can take CISA absolutely, | mean,
there’s not necessary to have four years or five years of experience in IT field as they
specify, so everybody can get through getting a little familiar with the issues and solving
a few of questions related with the subject. You don’t have to be an engineer to do that,
and you don’t have to have work experience in IT auditing, of course, your professional

experience certainly contributes to you, so it’s easier to get a CISA certificate because



you’re constantly looking at those control points in that COBIT with trying to make some
audits in that, but I don’t think it’s such a difficult test, but certificates like Certified
Ethical Hacking, OSCP are more specialized certificates. For example, in B2 bank, people
have efforts to get them, but as | have seen in B1 Bank and other state banks, there are no
such kinds of attempts. Within the top banks, we can set apart state banks and private
banks and we can make such a generalization, yes, specialization of persons in private
banks means a lot due to the IT audit tasks, and in-state banks, the sense is that the auditor
understands everything, especially for the level of supervision.

Panelist 8- We as internal audit units have been already performing our tasks based on
both the legal framework and the controls related to cyber security, whether the bank is
operating properly or not, whether they are carrying out cyber security controls in the
organization or not, we are completely making our audits are based on these. Also, there
are controls on information security that was drawn up by BRSA, all of which are based
on internal audits and topics are covered by internal control functions.

Panelist 9- Like | just said, they are executing their audits and controls according to the
regulations to which we are subject. As a bank, we are subject to the banking law
numbered 5411 of BRSA and as information systems, we are subject to newly published
banking processes and electronic banking regulations. The audits, which have been
already performed for assessing the presence and effectiveness of the controls in the
legislative framework from the point of internal audit side. If there is a control that is not
competent or never existed major concerns are written, and if an existing control is not
effective enough, the necessary referrals are made. Furthermore, we have a foreign

partnership that is a shareholder of the bank in Emirates in Dubai and there is an



international standard for cyber security. We are also making the control lists within the
bank by using this framework.

Panelist 11- The internal audit has a role in activities that are related to control and follow-
up functions to control whether these processes are being performed adequately or not,
through an independent eye.

Panelist 14- The security of the information systems of the banking sector in Turkey is
strictly regulated with banking transactions and is created with the aim of ensuring the
security of the citizens receiving the service and the goal of increasing the reliability of
the banking sector both based on banks and sector. Nonetheless, cyber security efforts in
the banking sector are comprehensively updated with international practices are taken
into consideration and most importantly, with the legislation, methods, and practices that

are being developed in accordance with our country’s ecosystem.



Soru 1- Isletmenizde, siber giivenlik hizmetleri dahilinde, i¢ denetgiler hangi siireclerde

sorumluluk tistlenmektedir?
Panelist 1-

Bizim biinyemizde teftis kurulu bagskanligimiz var, bankamiz biinyesinde, siber giivenlik
anlaminda yaptiklar1 denetimler su sekilde oluyor, siber glivenlik 6zelinde bir denetim
yapmiyorlar, yani bir pentest ya da sinir testi anlaminda bir denetimde bulunmuyorlar
ama, biz BDDK regiilasyonlar1 kapsaminda sizma testi yaptirmamiz zorunlu, bagimsiz
bir kurulusa, bagimsiz kurulusun yaptig1 denetimler sonucunda ortaya ¢ikan bulgulari
bize teslim ediyor bagimsiz denetciler biz de o bulgular1 kapatmaya calistyoruz. Yalniz,
orada teftisin sOyle bir rolii var, biz bulgular1 kapattigimiz zaman BDDK ’ya bildirmeden
once dogrulama fonksiyonunda bulunuyorlar, herhangi bir bulgu ger¢ekten kapandi mi
kapanmadi1 m1 sizma testi kapsaminda siber giivenlige dokunan kisimlar bunlar. Bir de
aslinda siber giivenlik degil de, biz bankalar, bankalarin bilgi sistemleri ve elektronik
bankacilik hizmetleri hakkinda yonetmelik, 6zellikle bu sene yayimlanan yonetmelik
kapsaminda bilgi gilivenligini adresleyen unsurlar var, o kapsamda da, denetim
gergeklestiriyorlar yillik olarak, teftis kurulu bagkanligimiz, belli kontrol listeleri var, bu
listeler kapsaminda kontrolleri yapiyorlar ve bulgu olarak da raporluyorlar, bizim tarafta,
bu y1l bu sekilde degisti, gectigimiz yillarda da COBIT in ISACA’nin yayinlamis oldugu
COBIT framework var 4.1 framework’iline tabiydik, orada da DS5 sistem giivenliginin
saglanmasina yonelik kontrolleri vardi, o kontroller simdi iste bankalarin bilgi sistemleri
ve elektronik bankacilik hizmetleri yonetmeligi kapsaminda evrildi. Yani sdyle
diyebiliriz, bir sizma testi, bagimsiz firmanin yaptigt sizma testi bulgularinin

kapatildiktan sonra dogrulanmasi isi, iki de BDDK’nin ¢ikarmis oldugu regiilasyonlar



kapsaminda, bilgi giivenliginin saglanmasina yonelik yapmis oldugu kontrol listeleri

sonucundaki kontroller, i¢ denetim bu sekilde ¢alistyor.

Panelist 2-

Gegtigimiz hafta bir denetim bir ¢alismasi olmustu, bankada, bizim ekibimizle alakali,
orada benim sorumlulugumda olan bir {iriin vardi, onunla alakali bir denetim yapmaislardi,
acikcasi, daha ¢ok monitoring tarafi ile ilgili, liriinlerin daha stabil bir sekilde calismasi
ile alakali, o kisimlardaki islerden sorumluyuz, i¢ denetim tarafindaki kisiler genelde
raporlama, siire¢ gelistirme ve eger herhangi bir eksiklik tespit edilirse bizim siire¢lerimiz
ile alakali, onunla ilgili iyilestirme ¢alismalarinda bulunuyorlar, genelde i¢ denetgilerin
sorumlulugu bu sekilde oluyor ve onlar da bizdeki eksikleri tespit ettikten sonra, bunlari
kendi boliim baskanlarina raporluyorlar sonrasinda da bizim yapmamiz gerekenler ile
ilgili, bize bulgular1 yayinliyorlar, biz de onlar ile alakali gerekli aksiyonlar1 aliyoruz.

Siire¢ bu sekilde saglaniyor.

Panelist 3-

Bankamizda ISACA’nin yayinlamis oldugu bir COBIT standard: var, bu ¢ergevede DSS
tarafinda bilgi sistemleri glivenligi altinda incelenmekte, siber giivenlik tarafi, onun
haricinde soyle sdyleyebilirim, bizim bankamizda ayri bir teknoloji firmasi1 bulunmakta,
bu béliimde de siber giivenlik tarafi ayrica degerlendiriliyor, ama o kisimda bir denetim

fonksiyonu yok, onlar sadece sizma testi iizerine ¢alisiyorlar.

Panelist 4- Bankamizda dncelikle bir regiilasyon tarafi var, biz BDDK ’nin yonetmelikleri
geregi bilgi sistemleri yonetmeligi ¢ikt1 yeni, bu yonetmelik geregi biz siber giivenlik
alaninda bircok denetim yapiyoruz, hem bankanin BT birimlerinin siirecleri hem de

destek hizmeti alinan kisi kuruluslarin denetimi, bagl ortakliklarin denetimi, bunlarin



hepsinde biz denetimler gerceklestiriyoruz, yeni yonetmelige kadar COBIT 4.1 standardi
ile ilerliyorduk DS5 bilgi giivenliginin saglanmasi, miifettisler ydnetim beyani
calismalar1 kapsaminda organizasyonel hedeflere gore COBIT standartlarina gore
denetliyorlar ayrica Risk Kontrol Matrisleri olusturuyoruz, bu denetimler 6ncesi egitimler
de oluyor, 6ncelikle bu miifettigleri egitiyoruz ama siber giivenlik 6zelinde diisiiniiliirse,
oncelikle sistem tarafina bakilmakta, organizasyon igerisinde bazi kontrol noktalarimiz

var, kullanici egitimleri organizasyon i¢in dnemli.

Panelist 5- Bildiginiz {izere biz banka olarak hem BDDK regiilasyonlari hem de COBIT
ve aynt zamanda ISO 27001 kapsaminda denetimlere tabi tutulmaktayiz, bilgi glivenligi
olarak da siber giivenlik alaninda da hem loglama olarak SIEM dedigimiz hem giivenlik
testleri dedigimiz hem de change management dedigimiz tiim yapilar tizerinde
denetimlere tabi tutulmaktayiz, bu denetimlerde SIEM tarafi ile ilgili yani log
management tarafi ile ilgili BDDK ayn1 zamanda yasal gereklilik olarak da biz BT altyap1
operasyonlarindaki gegen sunucularla ilgili loglar1 almak ve onlarla ilgili isleyisi
siirdiirmek zorundayiz hem giivenlik anlaminda hem de iz kayitlar1 anlaminda bu siireci
isletmek zorundayiz. Hem i¢ denetimler hem de dis denetim firmalarinda da biz bu
denetim siireclerine tabi olmaktayiz, bizim banka olarak i¢ kontrol ve teftis baskanligi
olarak iki ayr1 bagkanlik vardir, i¢ kontrolle beraber bu siire¢leri tasarlayarak siirecleri
bitirmeye calisiyoruz daha sonra da teftis baskanligi da gelip gercekten bu siireglerin
belirlenen kapsamda yapilip yapilmadigini1 kontrol eden bir baskanliktir, ek olarak da
bagimsiz denetimler kapsaminda da bu stire¢ler yilda bir kez denetime tabi tutulmaktadir.
Panelist 6- Bankamizda 2015 senesinden su ana kadarki donemde bilgi giivenligi
yoneticisi olarak calistyorum, 2015°te risk uyum servisinin yoneticisiydim 2019 sonuna

kadar, 2019 senesinde risk uyum servisi ile bilgi giivenligi birlesti ve daha sonra bilgi



giivenligi olarak devam etti, su anda bilgi giivenligi yonetim sisteminin kurulmasi, BDDK
yonetmelik ve yasalara COBIT 4.1 uyumlulugu ile ilgili siireclerin tasarlanmasi, denetim
ve koordinasyonun saglanmasi, i¢ kontrol ve teftis, holding grubu, bagimsiz denetim,
BDDK denetimlerinde gerekli tiim altyapinin, koordinasyonun, dokiimanlarin takip
edilmesi eger bulgu tespit edilirse bunlarla ilgili calismalarin yapilmasi gibi durumlarda
biz dahiliz, yine bankada BT risk yonetimi projesini yapiyoruz, tim is birimleri ve tim
bt ekipleri ile birlikte bilgi varliklarin1 ¢ikarip iizerinde de risk seanslarini
gergeklestiriyoruz tehditti, olasilikti, etkiydi, bunlarin hesaplanmasiydi, alinacak
aksiyonlarin belirlenmesiydi siire¢lerimiz var, yine banka olmamizdan ve miisterilerin
kart verilerini bulundurmamizdan dolay1 PCI DSS uygunlugumuz var, PCI DSS ile ilgili
gap ¢alismalarinin yapilmasi, uygunluk caligsmalarinin yapilmasi da bizim tarafta, swift
sistemleri ile ilgili swift Customer Security Framework (CSF) ile ilgili uygunluk
calismalarimiz var, yeni projeler ile ya da biiyiik proje degisikliklerinde, giivenlik testleri
dinamik ve statik testler olmak iizere web uygulama testleri, mobil uygulama testleri, kod
kalitesi ve kod giivenligi ile ilgili testler, network altyapi testleri gibi test siireclerimiz
bizim bilinyemizde burada hem igerideki gorevlendirdigimiz arkadaslar testleri yapiyorlar
NESUS gibi uygulamalar kullanarak hem de birlikte ¢alisti§imiz pentest firmalar1 var
onlardan destek aliyoruz yine burada banka olmamizdan dolayr BDDK zorunlulugumuz
var yilda en az bir kez bagimsiz bir pentest firmasina kapsamli bir giivenlik testi
yaptirtyoruz, bunlarin igerisinde ATM’ler, subeler, sube networkleri, c¢alisanlarin
farkindaliginin, sosyal miihendislik testlerinin yapilmasi da dahil oluyor. Yine, bilgi
giivenligi biinyesinde SOC dedigimiz bir ekibimiz var, burada SIEM, Guardian, DLP,
Algusec gibi hem network altyapist hem sunucu ve sistemler hem ayricalikli adminlerin

hareketlerin izlenmesi gibi pek ¢ok senaryomuz var, burada loglama yapiyoruz zaman



damgal1 bir sekilde loglar1 tutuyoruz, bir de dolandiricilik veya kétii niyetli kullanim veya
herhangi bir tehdit olabilecek durumlara ait senaryolarimiz var, burada kurallarimiz ve
alarmlarimiz caligiyor, ve olaganiistii bir durum var ise veya sikintili bir durum var ise
kayitlarin tutulmasi ve sorunun ¢oziilmesi ve takip edilmesi gibi kisimlarinda da yer
aliyoruz. Yine sistemlerde ve sunucularda ayricalikli kullanict hesaplarinin yonetilmesi
ve uygulama hesaplarinin yonetilmesi gibi kisimlarda iiriinlerimiz var bunlarla ilgili
takiplerimizi yapiyoruz, yine ayricalikli adminlerde baglant1 recording dedigimiz SCB
dedigimiz uygulamalarimiz var, bunlarin hareketlerini kaydedip, takip ediyoruz, yine
kendi biinyemizde, calisanlarin bilgi giivenligi farkindaligini artirmak i¢in farkindalik
egitimleri diizenliyoruz, bu egitimler hem smif i¢i egitimler oluyor, hem pandemi
doneminde su anda sizinle yaptigimiz gibi uzaktan egitimler oluyor, hem is birimlerine
hem bt calisanlarina hem ilgili diger paydaslara egitimler diizenliyoruz, yine farkindalik
ile ilgili oltalama calismalar1 yapiyoruz, mailler ile oltalama mailleri gondermek ya da
telefon ile arayip kritik bilgilerini elde etmeye c¢alismak gibi calismalarimiz var
blinyemizde, biitiin bu c¢aligmalar1 Ol¢lip eger calisanlar bizim bilgi giivenligi
politikalarimiza aykir1 sekilde davraniyorlarsa, farkindalikta eksiklik varsa, bu eksigi
gidermeye yonelik ek c¢aligmalar yapip takip ediyoruz. Kendi risk yonetimimizi takip
edebilecegimiz risk kayitlarimi yapabilecegimiz uygulamalarimiz var, igeride 6zel bir
uygulamamiz var ve kurallarimiz var, ortak restore dedigimiz dosyalarin veya kullanici
bilgisayarinda bulunan verilerin banka politikalarina uygun olmasi icin yine
calismalarimiz var burda takip ettigimiz kurallarimiz var, bagh istiraklerin erisimlerini
kontrol etmek riskleri takip ederek uyumluluklarini saglamak denetimlerde ¢ikabilecek
acikliklar1 yonetmek i¢in siireglerin iyilestirme kisimlar1 bizim tarafta, komitelerimiz var,

Bilgi Giivenligi, BT Risk Yonetimi, BT Siire¢ Yonetimi komitemiz gibi Genel Miidiire



Bagli bir ekibiz, BDDK 15 Mart 2020°de yeni bir yonetmelik yayinladi, ve biitiin
bankalara sunu soyledi dediki bankalarda bilgi giivenligi fonksiyonu dogrudan genel
miidiire veya yonetim kuruluna bagl olacak dedi, biz de dogrudan genel miidiire bagli bir
sekilde raporlama ve takip calismalarimizi siirdiiriiyoruz. Istihbarat kismi da bizde,
topoloji inceleme, gilivenlik mimarisi degerlendirilmesini yapma, dis firmalarla

yaptigimiz risk degerlendirme ¢aligsmalarimiz var.

Bir i¢ kontrol baskanligimiz var, i¢ kontrol baskanlig1 icerisinde bt denetgileri var onlar
bizim siireglerimizi denetliyorlar, teftis baskanligimiz var, teftis bagkanlig1 igerisinde de
bt denet¢i arkadaglar var, yine onlar bizi denetliyor, biz bir yabanci sirketin alt bir
sirketiyiz, Bahreyn’deki bir holdingin Tirkiye deki bankasiyiz, dolayistyla yurtdisindaki
bir holdingin alt sirketi olmamizdan dolay1 holding biinyesindeki BT denetci arkadaslar
da yine diizenli olarak bizim bt siire¢lerimizi denetliyorlar, bunun disinda bir banka
olmamizdan dolay1t BDDK zorunluklarindan dolayt BDDK nin yasa yonetmelik ya da
yapmasini zorunlu tuttugu kisimlarla da yine 4 biiylik firma dedigimiz Ernst&Young,
KPMG, Deloitte, Price gibi firmalardan hangisi ile anlastiysak bu firmalardan biri gelip
bizi diizenli olarak her sene denetliyor, dolayisiyla 4 tane denetimden bahsedebiliriz i¢
denetimler ve dis denetimler olmak {izere bir de BDDK isterse kendi denetcilerini
gonderip bankanin BT kismina denetim yaptirabiliyorlar, siber giivenlik anlaminda da
bilgi glivenligi tarafinda kullanilan uygulamalar ve siire¢lerimiz var biitiin bt denetcileri
geldikleri zaman bu arada ISO 27001 sertifikamiz da var ISO 27001 kapsaminda da her
sene sertifika denetiminden ge¢iyoruz, orda da denetci arkadaslar bizi denetliyorlar, biitiin
denetciler bizim Once slireclerimizi dinliyorlar, politikalarimizi ve prosediirlerimizi
anlamaya calisiyorlar, sonra siireglerin isleyip islemedigi ile ilgili kayitlar1 ve ¢alismalari

kontrol ediyorlar, siber giivenlik anlaminda da iste saldir1 oldu su oldu bu oldu vesaire



kisimlarinda bizim giivenlik ile ilgili almis oldugumuz 6nlemler, kullanmis oldugumuz
uygulamalar, izlemis oldugumuz, yapmis oldugumuz calismalara bakiliyor, 6rnegin
banka igerisinde siber giivenligin saglanmasinda kullanilan uygulamalar ile ¢ikti
istiyorlar, 6rneklem segerek gidiyorlar, denetciler kayitlar1 talep ederek, eger bir olay
olduysa 6rnegin banka faaliyetlerinde herhangi bir fraud oldu, teftis¢iler bunlarla ilgi 6zel
bir inceleme yapiyorlar, istihbarat araglarindaki kayitlara, BT nin calismalarina ve

kayitlarina bakiyorlar.

Panelist 7- Siber giivenlik dahilinde, bizim COBIT siiregleri dedigimiz DS5 siiregleri
vardir, yani su ana kadar siber giivenlik ile alakali bastan sona siire¢ olarak COBIT DS5
stireci ve onun yanisira firewall ve active directory denetimleri yapildigini1 gérdiim. Tabii
ben DS5’e katildim bir tek firewall ve active directory denetimlerine katilmadim. DS5’te
de burada hani bastan sona sadece siber giivenlik degil de sistem giivenligi ad1 altinda
bastan sona, yani verilerin siniflandirilmasindan kullanic1 yonetimi, network giivenlik
yonetimine kadar pek cok farkli kontrol noktalar1 var, dedigimiz alanda, bu kapsamda da
miifettisler genellikle her sene DS5 siirecinde calisirlar, iste ne yaparlar, baktiginiz
zaman, IPS, IDS yapilandirilmasini kontrol ederler. Intrusion Prevention veya Intrusion
Detection denilen aga bir saldir1 ¢abasi var m1 bununla ilgili herhangi bir sorgulama var
mu1 gibi cihazlar tanimhidir. Herhangi birisi ag ile kesif yapmaya ¢alisti m1 vesaire bununla
alakali alarmlar iiretir. Bunlarin konfigiirasyonlarinin dogru yapilip yapilmadig: ile ilgili
kontroller yapar miifettisler veya herhangi bir uygulamada olsun ya da server ’da olsun
tanimli kullanicilarin gercekten ihtiyaci olup olmadigimi arastirirlar. Bunun haricinde,
yine security, anti virus programlarinin giincel olup olmadigini ve tiim iste hangi alanda

denetim yapiliyorsa oradaki tiim makinalara dagitilip dagitilmadigini dogru bir sekilde



kontrol ederiz. Bunlarin haricinde, temel olarak bunlar diyebilirim. Siber giivenlik ile

alakali temel olarak bu tarz énlemler alinabiliyor.

Panelist 8- Siber giivenlik denetimi kapsaminda simdi biz bankada ¢alistigimiz igin ve
banka, ¢alistigim banka, Tiirkiye’deki diger bankalar BDDK’nin ¢ikarttigi mevzuatlara
tabi dogal olarak ve BDDK’nin bilgi sistemleri ile ilgili ydnetmeliklerindeki
gereksinimlere uyumlu faaliyet gosteriyor mu gostermiyor mu bunu denetliyoruz daha
cok. Burada da siber giivenlik anlaminda baktigimiz zaman COBIT diye bir metodoloji
var, bilmiyorum biliyor musunuz, COBIT de bilgi giivenligi siireci ile ilgili DSS5 siireci
altindaki kontrol maddelerine bakiliyor, yani siber giivenlik anlaminda iste buradaki
maddeler neleri igeriyor, bankanin siber gilivenlik programi var mi siber giivenlik
politikas1 var mi, siber gilivenlik ile ilgili olarak iste gerekli uygulama ve kontroller
uygulantyor mu, yani anti viriis yazilimlar1 kuruluyor mu, yama programlari var mu, iste
sistemlerde sunucularda. Daha sonra kullanici hesaplarinin yonetimi ile ilgili kontroller
var yetkilendirmeler ile ilgili kontroller var bir de veri taban1 giivenligi ve ag cihazlari
giivenligine yonelik kontroller var bunlara yonelik bankada hem bilgi sistemleri i¢ kontrol

tarafinda hem de teftis kurulu tarafinda kontroller yapiliyor.

Panelist 9- Bankamiz biinyesinde teftis kurulu tarafindan yapiliyor i¢ denetimler. Bir de
ti¢ seviyeli bir giivenlik kontrol mekanizmasi mevcut. Birinci satha dedigimiz en ¢ok bilgi
giivenligi operasyonlarini yerine getiren ekibimiz var. Hemen ikinci hat olarak bilgi
teknolojileri kontrol ve biz variz bilgi gilivenligi risk ekibi ve son noktada {igiincii hat
olarak da denetim ekibimiz var. Denetim ekibimiz de yapilan islere dair yonetim kuruluna
giivence vermek ile sorumlu. Teknik olarak yetkinler, mevzuatlar kapsaminda bizim

denetimlerimizi yapip yonetim kuruluna giivence veriyorlar.



Panelist 11- Bankacilik kanunu, BDDK bilgi sistemleri yonetmeligi, KVKK vb.
regiilasyonlar ¢ercevesinde kontroller yapilmaktadir. Alanim dis1 oldugu i¢in ¢ok fazla
detay ekleyemiyorum. Ancak incedent kontrolii , yetki kontrolii , erisim gozden gegirme

gibi rolleri bulunmaktadir. Ayrica ticlincii taraflarin siiregleri de gdzden gegirilmektedir.

Panelist 14- Tiirk Bankacik Sektoriinde (TBS) bankalar Bankalarin ¢ Sistemleri ve ¢sel
Sermaye Yeterliligi Degerlendirme Siireci Hakkinda Yonetmeligi kapsaminda i¢ denetim
sistemlerini kurmak ve yiiriitmekle yiikiimliidiirler. I¢ denetim sisteminin amaci, {ist
yonetime banka faaliyetlerinin Kanun ve ilgili diger mevzuat ile banka ici strateji,
politika, ilke ve hedefler dogrultusunda yiiriitiildigi ve i¢ kontrol ve risk yonetimi
sistemlerinin etkinligi ve yeterliligi hususunda giivence saglamak olarak belirtilmistir.

Ayrica, bu yonetmelik kapsaminda bankalarda i¢ denetim birimi

Madde 21, 3. fikra kapsaminda;

b) Elektronik bilgi sistemi ile elektronik bankacilik hizmetleri de dahil olmak iizere ve
13/1/2010 tarihli ve 27461 sayii Resmi Gazete'de yayimlanan Bagimsiz Denetim
Kuruluslarinca Gergeklestirilecek Banka Bilgi Sistemleri ve Bankacilik Siireglerinin
Denetimi Hakkinda Yonetmeligin, Bilgi Sistemleri ve Bankacilik Stiregleri Denetimine
liskin Esaslar baslikli besinci bolimiinde belirlenen usul ve esaslar cercevesinde bilgi

sistemleri gozden gegirilir."

Hiikmiine istinaden yasal bir zorunlulugu bulunmaktadir.



Ayrica siber giivenlik daha iist bir kavram olarak degerlendirilebilecek bilgi glivenligi
olarak ifade edilerek bankalardaki sorumluluk nihai olarak Yo6netim Kurulunda oldugu

belirtilmistir.

Ayrica bilgi giivenligi kapsaminda ayr1 bir i¢ denetim yaklasimi bulunmaktadir.

Bankalarin Bilgi Sistemleri ve Elektronik Bankacilik Hizmetleri Hakkinda Yonetmelik

(Bilgi Sistemleri Yonetmeligi), Madde 8:

"Banka biinyesinde bilgi giivenliginin saglanmasinda nihai sorumluluk yonetim kuruluna
aittir. Yonetim kurulu, bilgi sistemlerine iliskin giivenlik onlemlerinin uygun diizeye
getirilmesi hususunda gerekli kararliligi gostermekle ve bu amagla yiiriitiilecek

faaliyetlere yonelik olarak yeterli kaynagi tahsis etmekle yiikiimliidiir.”

Yukaridaki madde degerlendirildiginde konunun sorumluluktan daha 6te bir kavram
olarak gerekli kaynagin tahsis edilmesi seklinde sadece ytikiimliiliikk boyutuyla degil aym
zamanda islerliginin saglanmasinin da g6z Oniinde bulunduruldugu sekliyle

degerlendirilebilir.

Ayrica, bankalar Bilgi Sistemleri Yonetmeligi uyarinca Bilgi Sistemleri (BS) i¢ denetim

faaliyetlerini ayrica yerine getirme yiikiimliiliikkleri bulunmaktadir.

“Madde 31: Banka ve bankanin dis hizmet saglayicilart nezdindeki BS yonetimine iliskin
faaliyetler, bu faaliyetleri destekleyen siiregler ve tesis edilen BS kontrollerinin mevzuata

ve banka i¢i politika, prosediir ve standartlara uyumlu oldugu ve bilgi sistemlerine iliskin



i¢ kontrol ve risk yonetimi faaliyetlerinin etkinligi ve yeterliligi hususunda ydnetim
kuruluna giivence saglamak iizere BS i¢ denetim fonksiyonu olusturulur, BS i¢ denetim

sorumlusu atanir ve BS i¢ denetim faaliyetleri bu kisinin sorumlulugunda yiiriitiiliir.”

Soru 2- Kurumunuzda, i¢ denetimin, siber giivenlik kapsaminda yiiriitiilen

fonksiyonlarmin yeterlilik diizeyini nasil ifade edersiniz?

Panelist 1- Bankamiz bir subeler ve bankacilik siire¢lerini denetleyen miifettis arkadaslar
var bir de bt miifettisi dedigimiz IT fonksiyonlarin1 denetleyen miifettis arkadaslar var,
su anda yaklasik 12 kisilik IT miifettisi dedigimiz kadro var bankamizda bunlarin tamami
bilgisayar miithendisligi mezunu, denetim perspektifinden bakildiginda herhangi bir siber
giivenlige dokunan iste boyle penetration test veya certified ethical hacker yada OSCP
(offensive security certified professional) dedigimiz sertifikasyonlar1 yok, ama hepsi
bunlarin 12 kisinin de tamami CISA sertifikasina sahip, yeterlilikleri hem bilgisayar
miihendisleri olmalart hem de uluslararas: sertifikasyonlara sahip olmalar1 nedeni ile
yeterli diyebiliriz, biraz zafiyet bulma yoniinde birtakim eksiklikler var, ama zaten onu
da bagimsiz bir kurulusa yaptirtyoruz diizenli periyodik olarak, yeterli diizeyde diyebiliriz

teftisteki arkadaslar igin.

Panelist 2- En son yapmis olunan denetimde yapilan kontroller sonucunda agikgasi

denetim kapsaminda yapilan ¢aligmalarin yeterli oldugunu diisiiniiyorum.

Panelist 3- Oncelikle, giivenlik tarafinda aslinda baktigimiz ¢ok farkli konular bizim,
farkli alanlar olarak ilerliyoruz, alan ayristirmamiz var dyle sOyleyebilirim, dncelikle
politikalardan basliyoruz bilgi giivenligi politikasinin kontrol edilmesi ve buna uyum

cercevesinde kontrollerimiz oluyor, onun haricinde ayri ayr1 mesajlagsma sistemleri gibi



denetimlerimiz oluyor ve bunlarin igerisinde de sistemlerin ve ekranlarin ne kadar giivenli
tasarlandiginin ~ kontroliinii  yapiyoruz, erisim kontrollerini, ag kontrollerini
gerceklestiriyoruz, daha sonra yetkilendirmeye ¢ok 6nem veriyoruz, bizim agimizdan
biiyilk 6nem tasiyor, izinsiz kullanicilar var m1 yetkiler neye gore belirlenmis yetki
siirlart nelerdir bunlar bizim agimizdan ¢ok 6nemli sistemin disaridan ulasilabilir mi
ulagilabilir degil mi, VPN kontrolleri, antiviriis kontrollerimiz var, firewall kontrollerimiz
var bu cercevede sistem nasil manipiile edilebilir bunlarin kontroliinii yapmaya
calisiyoruz veya dogru calisip c¢alismadigini  ve sistemin yeterince korunup

korunmadiginin kontroliinii yapmaya ¢alisiyoruz, genel anlamda bunlar.

Panelist 4- Siber giivenlik birimi, ig birimleri tarafinda konusacak olursak, bankalar diger
kuruluglara gore diger sektordeki kuruglara goére bir adim 6nde bu konuda, bizim
kurulusumuzda da bilgi giivenlik miidiirliigii ile baglamisti bu is daha sonra siber giivenlik
alaninda ayr1 bir birim kuruldu, eger bir olgunluk semasi1 verecek olursak besli bir skala
tizerinden size dort diyebilirim, ama neler yapilmasi gerekiyor iste siber giivenlik
tarafinda takimlarin olusturulmasi daha fazla kullanici egitimleri, miifettisler tarafinda bu
yeni yonetmelikle birlikte uyum taraflari, a¢ik bankacilik taraflar1 var, acik bankaciliga
basladik bunla ilgili hususlar, KVKK ile ilgili ¢calismalar, bazen de bizi regiilasyonun
zorladig1 durumlar da oluyor mesela swift denetimi ¢ikiyor ortaya bazen bankalar ile ilgili
bliyiik seyler duyuyoruz problemler duyuyoruz mesela swift alaninda bir s1zint1 oluyor ya
da farkli bir su istimal ortaya ¢ikiyor bu gibi durumlarda biz miidahil oluyoruz ben

seviyesini dort olarak sdyleyebilirim tekrardan.

Panelist 5- Biraz once de bahsettigim iizere biz banka olarak BDDK regiilasyonlarina tabi
oldugumuz i¢in bu isler zaten mecburiyet kapsaminda da olsa yeterlidir, ¢linkii yapilan

islerin hem i¢ kontrol hem de teftis baskanlig1 denetcileri kapsaminda denetlenmesi



raporlanmast ve ayni zamanda da BDDK tarafindan da bagimsiz denetgilerle
denetlendigimiz i¢in bu siire¢ yeterlidir, yeterli olup olmadigi bulgularla da
kanitlanabiliyor, bagimsiz denetim firmalart BDDK’nin belirledigi bagimsiz denetim
firmalar1 gelip bankalar1 denetleyip siber giivenlik anlaminda veya bilgi giivenligi
anlaminda da bu siireglerin de gergekten dogru isledigini inceleyip, kanitlar1 gérerek, bu

sekilde siireglerini tamamlriyorlar.

Panelist 6- Cok yeterli degil, neden ¢ok yeterli degil, simdi belki sadece bizde de degil
Tiirkiye deki diger bankalarda da olabilir, bizim giivenlik alaninda kaynak sikintimiz var,
bu kaynak sikintis1 hem bizim gibi bilgi glivenligi fonksiyonlari i¢in az oluyor, denetim
kisminda bankalarin bt denetim ekiplerindeki kaynaklarda yeterlilik ¢ok fazla olmuyor
dolayistyla bir ya da iki denetci ile ilerliyoruz, o denet¢i arkadaglarin da ¢ok fazla
denetleyecek kismi oldugu icin haliyle ¢ok sagliklt ve ¢ok derinlemesine denetimler
yapamiyorlar, ayrica sirkiilasyon ¢ok fazla oluyor bt denetim ekiplerinde, i¢ kontrol ve
teftis tarafinda, sirkiilasyonun fazla olmasi su anlama geliyor, yeni gelen denetci bankanin
yapisini anlamak i¢in zaman kazanmasi gerekiyor ¢linkii anlayacak ki sorularini ona gore
sorsun ve almis oldugu kanitlar1 ona gore inceleyebilsin, simdi giivenlikte var 30, 40 tane
uygulama, altyapida var bir¢ok uygulama her bankanin diinyasi ¢ok farkli altyapisi
mimarisi isleyisleri ¢ok farkli, denet¢inin geldigi zaman ilk ise basladig1 zaman siirecin
zaten alt1 ay bir y1l1 bizim bu yapiy1 anlamakla geciyor, sonra kanit istediginde de benim
ona verdigim kanitin yeterli olup olmadigi ile ilgili karsi tarafin bilgisi olmasi lazim daha
once bir denetim yapmas1 sorgulama yapmasi lazim aksi takdirde benim verdigim kanit
onun i¢in yeterli olup gegiyor, birinci sorun, aslinda i¢ denetim ekiplerindeki birinci sorun
bence, yeterli bilgi ve tecriibeye sahip kaynak bulunmamasini séyleyebilirim, biz simdi

ne yapityoruz bankada denetim ekiplerine ayni bilgi giivenligi calisganiymis gibi



egitimlerimize ya da uygulamalarimizi 6gretme kisimlarina davet ediyoruz, anlatiyoruz
bakin bu uygulamalarin soyle soyle ozellikleri var, biz bu kadarin1 yapiyoruz, bir de
suradan buna bakabilirsiniz diye, dedigim gibi bir kismi Ogreniyor bir kismi da
O6grenmeye bile firsat bulamadan is degisikligine gidiyor, yine siire¢ sil bastan devam
ederek gidiyor, sikintinin birincisi bu aslinda, ikincisi de bt denetimlerini yapan
arkadaslar daha once bt de ¢alismamis olan arkadaslar olduklari i¢in soru sormakta,
anlamakta ve sonrasini incelemekte sikinti ¢ekiyorlar, yani karsidaki teknik ekip bir soru
sorduklarinda teknik ekip cevap verdiginde bazen ikinci soruya bile gidemiyorlar ya da
gittikleri sorular anlamsiz olabiliyor teknik taraf i¢in yani bir veri tabanini yonetmek bir
network Ui yonetmek bir sistem yonetmek, bilgi gilivenligindeki izleme kisimlarim
yonetmek apayri bir diinya, 6zellikle de yeni mezun arkadaglarin burada zamana ihtiyaci
var 0grenmek i¢in, denet¢i denetlenenden bir tik daha yukarida olmali ki denetlenenin
kusurunu daha iyi bulabilmesi gerekiyor, orda genel de eksikler var sadece bizim
bankamiz i¢in degil, genelde zaten giivenlik alani yeni bir alan oldugu igin kaynak
sikintist herkeste oldugu icin ¢ogu yerde var, bizim bankalarin da diger bankalarin da

yetistirdigi kaynagi igceride tutmak icin ¢esitli nlemler almas1 gerekiyor bence.

Panelist 7- Her seyden evvel bankada IT miifettigligi tam anlamiyla yapilmiyor. Yani,
ornegin, mesela, bizim, su ana kadar siber giivenlik ile alakali yetkin biri olunabilmesi
icin ¢ok fazla kalifikasyona ihtiyag¢ var. Yani bir kisi bir kere yazilimdan anlayacak her
seyden Once, bunun iizerine sadece yazilim da degil network bilgisi olacak sistem
yonetimi bilgisi de olacak, bunlar1 kombine edip iste birtakim cihazlar1 vesaire falan
kullanacak. Programlar1 veya toollar1 kullanacak, bu baglamda, aslinda bakarsaniz biz
cok ylizeysel kaliyoruz, o yiizden kotii diyebilirim yani, siber giivenlik yetkinligi genel

anlamda, birkag arkadas haricinde mesela kétii diyebilirim, ¢iinkii, gercekten bu ise katki



yapan, mesela Siber Olaylara Miidahele Ekibi (SOME) birimleri kadar detayl bir sekilde
onlarin yaptig1 her isi denetleyemiyoruz ¢iinkii o kadar hakim degiliz konuya. Bu
baglamda denetim birazcik yapilan igin gerisinde kaliyor, banka 6rneginde konusursak.
Su ana kadar ben diger bankalar ile kiyasliyorum, mesela diger bankalar bunlar direkt
olarak miifettiglerini, denetgilerini belli konularda 6zellikle IT denetcilerini
yetistiriyorlar. Ama bankada bir IT denetgisi sube teftisi de yapiyor, siireg teftisi de
yapiyor kalan zamaninda da IT denetciligi yapiyor. Iste bu dedigim COBIT siireglerini
falan denetliyor, bu ii¢ilinii birden yapmaya ¢alistig1 i¢in, siber giivenlige olan katkisi ve
yetkinligi diisiik diizeyde kaliyor, yani normalin iigte biri seviyesinde kaliyor diyebilirim.
Olmas1 gerekenin tigte biri seviyesinde kaliyor. Birincisi buradaki i¢ denetgilerin siber
giivenlik konusunda bir denetim yapmalari ve bunu yeterli seviyede ortaya koyabilmeleri
icin, yani siber giivenlik alaninda atilan adimlarin dogru oldugunu teyit edebilmek,
eksiklikleri raporlayabilmek igin bir kere dedigim gibi birden ¢ok alanda kendilerini
gelistirmis olmalar1 gerekiyor. Bu alanlardan bir tanesi yazilim, orta seviyede yazilim
yapabilecek seviyede bir IT miifettisi bilgi birikimine sahip olmali, ikincisi bunlardan
daha da 6nemlisi network bilgisi ve sistem yOnetimi bilgisi, yani Windows veya Linux
yonetimi bilgisi ile bu cihazlarin agda birbiri ile nasil haberlestigine dair bilgilerin olmas1
gerekiyor, bir IT miifettisinde ve de tabii ki de bunlara sahip olduktan sonra, siber
giivenlik 6nlemlerini almak ve diger oradaki arastirmalar1 yapmak artik daha kolay olur,
bdyle bir bilgi birikimine sahip birisi i¢in. Bundan sonraki adim da oradaki toollarin dogru
kullanilip kullanilmadigini denetlemek oluyor iste, SIEM denilen Security Incident Event
Management araglar1 veya iste bunun haricinde yapilan taramalar, diizenli taramalar,
Ornegin bir server ‘da gerekli gereksiz materyallerin bulunup bulunmadigina dair birtakim

taramalar yapiliyor farkli birimler tarafindan. Iste bunlarin tam olarak yapilip



yapilmadigin1 anlamak i¢in gerekli sorgulamalar1 da yapacak konuma geliyor bu ii¢
bileseni de bildikten sonra, yazilim, network bilgisi ve sistem yOnetimi bilgisi. Bunlarin
olmast gerekiyor, banka miifettisleri i¢in konusursak, bunlar yeterli seviyede
Ogretilmiyor. Yeterli seviyede ele alinmiyor, yani. Bunun da sebebi, miifettislerin sube
denetimi de yapmasi ve ayni1 zamanda siire¢ denetimlerine de yani bankacilik siirecleri

ile alakali denetimler de yapmasi oluyor.

Panelist 8- Tiirkiye’de yine BDDK deyim bankacilik sektoriiniin bilgi sistemleri alt
yapisini ilk defa 2006 yilinda bir diizenleme ile olusturdu. 2006 yilindan Onceki
Tiirkiye’deki Bankacilik sektoriinde tabii bilgi giivenligi siber giivenlik konusundaki
aksiyonlar kurumlarin kendi insiyatiflerine birakilmigti, bankalarin kendi insiyatiflerine
birakilmisti ama bankacilik sektorii 6ziinde zaten miisteri gizliligi, banka sirr1 gibi
hususlar ¢cok 6nemli konular oldugu icin bankalarda siber giivenlik ve bilgi glivenligi
2006 yilinda artik yasal zorunluluk nedeniyle zaten bir de diizenleme altina girdiler.
Banka bu siirec icerisinde siirekli gelisim halindedir, tabi ki 2006 ile 2008, 2010 yilindan
onceki duruma baktigimiz zaman bankanin i¢indeki tiim ¢alisanlar nezdinde bu
bahsettigim aslinda Tirkiye’deki biitiin banka sektoriinde gecerli. Biz baska bankalar ile
karsilastirdigimizda da konusurken ayni seyleri duyuyoruz, bilgi giivenligi farkindalig:
diisiiktii ama zaman gectikce iste BDDK diizenlemeleri nedeni ile de artti, iste banka
personellerine siirekli bilgi glivenligi konusunda egitimler vermeye basladi. Sadece tabii
banka calisanlarina degil miisterilere bile bilgi giivenligi konusunda farkindaliklarinm
artiracak calismalar yapiliyor, yani 2006’dan giiniimiize kadar bu geldi. Bankanin kendi
uyguladig1 teknik kontroller anlaminda siber giivenlik kontrolleri anlaminda da tabii
bankalar sdyle olmak zorunda siber giivenlik anlaminda teknolojinin hep en ilerisinde

olmak zorunda, bir adim gerisinde olsaniz belki bir kotii niyetli saldirgan size zarar



verecektir, o yiizden her zaman bir adim 6nde olmalisiniz o ylizden bankalarda siirekli
kot niyetli kisilerin bir adim oniinde olmak i¢in yatirim yapiyorlar, aksiyon aliyorlar,
bizde de bu yatirimlar aksiyonlar aliniyor. Bizde de bu aksiyonlar aliniyor, su ana kadar

bir vaka olmadi zaten, bu sekilde 6zetleyebilirim.

Panelist 9- Biz simdi, biitiin bankalar gibi BDDK’ya tabiyiz. Onun yaymladigi bilgi
sistemleri yonetmeligi var, biz de buna kars1 sorumluyuz ve su an teftis kurulunun yaptigi
denetimlerde bilgi gilivenligi yoOnetimi mekanizmamiz var. Yaptiklar1 denetimler
sonucunda bulgulart varsa bunlart majorliiyorlar. Mutabik kaldiktan sonra biz o
bulgularin kapatilmasi i¢in gerekli aksiyonlar1 alarak onlara denetim bulgularinin

kapatildigina dair dokiimanlar sunuyoruz, ardindan da yonetim kuruluna raporlama

yapiliyor.

Panelist 11- Calistigim kurum Banka oldugu i¢in regiilasyonlar ve uyum agisindan diger
sektorlere gore gorev ve sorumluluklar daha belirgin durumdadir. Bu diizey "iyi" olarak

ifade edebilirim.

Panelist 14- Bankalarin siber giivenlik kapsaminda ytiriitiilen fonksiyonlarin yeterlilik
diizeyi temel olarak ilgili mevzuata uyum olarak tanimlanabilir. Bu yeterlilik diizeyi ise
en temel olarak bankanin i¢indeki siirecler, bagimsiz denetim siireci ve kamu otoritesinin

denetimi olarak kategorize edilebilir.

Yeterlilik dilizeyi asgari mevzuata uyum olarak degerlendirilmesi, herhangi bir
uyumsuzluk durumunda da idari yaptirimlarla karsilastirilmasi olarak degerlendirilebilir.
Bankalarin bu kapsamda asgari olarak mevzuattaki tiim unsurlar1 bagimsiz denetim

sirketlerince denetlenmektedir.



Bu konuda dikkat cekilebilecek bir baska husus da bankalarda bilgi gilivenliginin
teknolojik gelismeler de dikkate alindiginda sadece bir zorunluluk olarak degil ayni

zamanda bir gereklilik hatta rekabet avantaji saglar yoniiniin oldugu soylenebilir.

Soru 3-Siber giivenlik ile ilgili sorunlarda, i¢ denetim ve yonetim kurulu arasindaki

etkilesim mekanizmasi nasil olusturulmaktadir?

Panelist 1- lk soruda bahsetmistim, biz her yil diizenli olarak, ii¢ ayda bir sizma testi
bulgularina yonelik aksiyonlarimizi yonetim kurulu onayina sunuyoruz, bu kapsamda
yeni ¢ikan yonetmelik ile beraber bahsettigim BDDK, bankada bilgi giivenligi midiirliigii
olarak bizler dogrudan genel miidiire baglandik genel miidiir ile beraber yilda minimum
iki kere olacak sekilde bilgi giivenligi komitesini olusturuyoruz teftis kurulu baskanimiz
da bu komitenin iiyesi ve sonrasinda her y1l da diizenli olarak bilgi giivenligi faaliyetlerini
yonetim kuruluna raporluyoruz teftis kurulu baskanligimiz da sizma testi sonuglarini yine
eskiden oldugu gibi lic ayda bir yonetim kurulu onayma kendileri sunuyorlar
dogrulamasin1 yaptiktan sonra bulgunun kapanip kapanmadigi kapsaminda bir de
bahsettigim yine ilk soruda bilgi giivenliginin ve siber giivenligin saglanmasina yonelik
kontroller sonucunda ¢ikan yonetim beyani dedigimiz bir rapor var bu rapor da teftis
kurulu bagkanligimiz tarafindan hazirlaniyor ve yillik olarak yonetim kurulu onayimna

sunuluyor.

Panelist 2- Yilin belli periyotlarinda bilgi giivenligi komitesi toplaniyor, bu komitede
alan kararlar dogrultusunda, i¢ kontrol ekibi de katiliyor bu komite ¢alismasina ve
burada alinan kararlar dogrudan yonetim kuruluna iletiliyor bu sekilde bir siireg
islendigini biliyorum, dolayisiyla i¢ kontrol ve iist yonetim arasinda siirekli bir iletisim

hali mevcut siireglerin yonetilmesi noktasinda.



Panelist 3- Bizim risk kontrol matrislerimiz hesaplanir bu risk kontrol matrislerimizde her
riskin belli bir seviyesi vardir bu seviyeye gore alinan aksiyonlarin gecerliligi
tartisilabilir, ama genel anlamda bizim bankada 6zellikle bilgi giivenligi konularina ciddi
onem verilmekte agikcasi, zaten bankacilik sektoriinlin bir ¢ogunda da boyledir aslinda
bakarsaniz, isin ucunda para olunca bayagi riskli sistemlerden olusuyor bunlar, o sebeple
bizim tarafi¢in sdylemek gerekirse yonetim tarafindan pozitif bir sekilde bir yonlendirme
yapiliyor dyle sdyleyebilirim, ama her riskte aninda ¢6ziim iiretilecek diye bir sey yok,
risk matrisine gore sirasina gore dedigim gibi ¢oziimlemeler saglanir, burada tabi
maddiyat da ¢ok onemlidir bizim sisteme kazandiracagimiz faaliyetler ile kazandirdig:
degerin iliskisi de alinacak kararlar ve aksiyonlar agisindan 6nem teskil ediyor diyebilirim

yonetim igin.

Panelist 4- Biz, I¢ Denetim Enstitiisii standartlarina gore kurumsal ydnetim
prensiplerimizi belirledik bizim periyodik olarak yonetim kurulunu ve denetim
komitesini bilgilendirdigimiz hususlar var, hizlica bir organizasyon yapimizdan
bahsedecek olursak biz Oncelikle denetim komitesine bagliyiz ve tiim raporlarimizi
denetim komitesine yapiyoruz akabinde de yonetim kuruluna sevk ediyoruz ayrica teftis
kurulu bagkaninin {ist yonetime erisiminde herhangi bir kisit yok istedigi zaman denetim
komitesi ve yonetim kurulu ile iletisime gegebiliyor, herhangi bir siber giivenlik riski
ortaya ciktiginda biz dogrudan denetim komitesine bilgilendirme yapiyoruz ayrica
miifettisler de herhangi bir giivenlik a¢ig1 ¢iktiginda is birimlerine refakatci oluyor biiyiik
bir sistem degisimi olabilir bir olay ¢iktiginda biz de danismanlik roliimiizle incelemeye
basliyoruz, dogrudan denetim degil de, damismanlik rolii ile giivence saglamak ig¢in
yanlarinda yer aliyoruz, bizim raporlamalarimiz soyle tiger aylik raporlamalar yapiyoruz

her ¢eyrekte raporlamalarimiz var, ayrica denetim komitesinin de toplanma siklig1 da dort



degil bu ii¢ aylik periyotlarda ortalama yirmi kez denetim komitesi toplantyor, risk
yonetiminden tutunda tim i¢ sistemler kapsamindaki birimler siber riskleri
degerlendirebiliyor, bu durumlarda erisim sinir1 yok, i¢ Denetim Enstitiisii standartlaria

gore gerekli aksiyonlar aliniyor.

Panelist 5- Biz de sOyledir, biz bilgi giivenligi olarak, aslinda siber giivenlik olarak
soruyorsunuz ama bizdeki karsilig1 bilgi giivenligidir, bilgi glivenligi anlaminda BDDK
tarafindan belirlenen regiilasyonlar dogrultusunda dogrudan genel miidiire baglanmis
olduk, onun haricinde 6ncesinde de biz yilda ii¢ veya dort defa bilgi glivenligi komitesini
toplamaktaydik, dolayistyla da hem denet¢iler anlaminda hem de bilgi giivenligindeki
stirecler anlaminda {ist yonetimi komite toplantilari ile yilda dort kez bilgilendirmekteyiz
ve bulgular1 aktarmaktayiz. i¢ denetimin de kendi siirecleri var, i¢c kontrol ve teftis
baskanligi kapsaminda siirdiirdiikleri ve onlar da tespit ettikleri bulgular1 kendi
birimlerince iist yonetime raporluyorlar ayni1 zamanda biz de bilgi giivenligi olarak da
komite toplantilar ile ilgili paydas birimleri de bu sekilde bilgilendiriyoruz. Ama denetci
anlaminda, kendi i¢c denetgilerimiz veya bagimsiz denetgiler ile iist yonetimi diizenli

olarak bilgilendiriyorlar.

Panelist 6- Bizim denetim komitesi ile yonetim kurulu toplantilarimiz ii¢ ayda bir yapilir,
onceden de belirttigim gibi yabanci sermayeli bir banka oldugumuz ig¢in, yabanci
ortaklarimiz her ii¢ ayda bir bu toplantilar1 gergeklestirirler bizim i¢ kontrol ve teftis
baskanligimiz da kendi yaptiklar1 denetimlerde tespit etmis olduklar: bulgular1 diizenli
bir sekilde iist yoneticiler ile paylasirlar, raporlarii olustururlar ve etkin bir takip

sistemimiz vardir.

Panelist 7- Bununla alakali normalde, siber giivenlik konular ile alakali bir su anki

yonetmelik geregi, bilgi sistemleri yonetmeligi geregi birtakim mekanizmalar var yani



yonetim kuruluna direk bagli olan, siber giivenlik konularini yonetim kuruluna tagiyan
bir mekanizma var. Ama bu i¢ denetim ile alakali degil tabii, i¢ denetim her sene diizenli
olarak raporlamalarini yapiyor ve bu sayede siber giivenlik 6zelinde bir bildigim kadar1

ile bir sey yok, bir baglant1 yok. I¢ denetim ve ydnetim kurulu arasinda.

Panelist 8- Simdi i¢ denetim birimleri olarak i¢ kontrol ve teftis kurullar1 bankada zaten
dogrudan yonetim kuruluna bagli faaliyet gosteriyorlar, yani zaten biz bilgi sistemleri
yonetiminden bagimsiz bir goz olarak iste rutin, planl denetimler, kontroller yapiyoruz,
bu kontrollerin sonucunda hazirladigimiz raporlarda resmi olarak direk yonetim kuruluna
gidiyor. Denetim yOnetim kurulunun i¢inde de kiiciik bir denetim komitesi kurulmus
durumda yo6netim kurulu {iyelerinden olusan dogrudan biz onlara gonderiyoruz. Onlar
raporlarimizi bulgularimizi inceliyorlar tespitlerimizi inceliyorlar ve ardindan o raporu
genel miidiirlik nezdinde bilgi sistemlerinden sorumlu yoneticilere gidiyor ve onlar da
bulgular1 gidermek i¢in aksiyon aliyorlar. Yani, siber giivenlik alt yapisinda bir aksaklik
olumsuzluk kiiciik de olsa biiyiik de olsa bir sey tespit edildiyse zaten bizim muhatabimiz
i¢ denetim biriminin i¢ kontrol biriminin muhatab1 yonetim kurulu dogrudan, yani bizi
gorevlendiren de yonetim kurulu, o yilizden zaten bizi onlar gorevlendirdigi i¢in
raporumuzu da biz ilk onlara sevk ediyoruz ardindan, onlar diger birimlere génderiyorlar

ve aksiyon alinmasini talep ediyorlar.

Panelist 9- Bunu soyle sdyleyeyim simdi, bilgi giivenligi fonksiyonu bankalarda ya genel
miidiir ile ya da yonetim kuruluna bagli olabiliyor. Biz banka olarak yonetim kuruluna
bagli yonetim kurulu i¢inde denetim komitesi baskaninin yonetiminde islemlerimizi icra
ediyoruz. Burada teftis kurulu, i¢ kontrol ve bankadaki risk yonetimi ve bilgi giivenligi
olarak, biz her ii¢ ayda bir mevcut risklerimizi bunun i¢inde siber giivenlik de dahil teftis

kuruluna bildiriyoruz. Teftis kurulu da yaptig1 denetimlerde riskli gordiigii konular varsa,



onlar da her ay yonetim kuruluna bunlari raporluyorlar. Bu sekilde riskler var siber
giivenlik ile ilgili, ya da mesela degisen veya gelisen siber riskler biz degerlendirmeler
yapityoruz ve bu degerlendirmelerimizden sonra bizim yapmamiz gereken varsa
aksiyonlar c¢ikardigimiz rapor dahilinde, bunlarin da bilgi teknolojileri projesine
dontistiiriilmesini saglayarak, yapilmalarini takip ediyoruz. Ve biitiin projeler yonetim

kuruluna zaten raporlaniyor plan dahilinde ayrica.

Panelist 11- Komiteler ve igeride belirlenmis ekiplerin araciliiyla, diizenli veya case

bazli toplantilar yapilmaktadir.

Panelist 14- S6z konusu mekanizmasi ilgili mevzuat uyarinca belirlenmistir, nihai
sorumluluk yonetim kurulunda olmakla birlikte bankalarin bu konudaki denetim
mekanizmasi ilgili mevzuat uyarinca bankanin gerceklestirdigi faaliyetler ¢ercevesinde
ve kendine uygun yontemler gelistirmesini ve uygulamasimi gerekli kilacak sekilde
olusturulmaktadir. Bu siirecteki banka ici taraflari; Yonetim Kurulu, Denetim Komitesi,

i¢ denetim sistemi ve BS i¢ denetim sistemi olarak 6zetlemek miimkiindiir.

Soru 4-Organizasyonunuz degerlendirmeye alindiginda, gizlilik, biitlinsellik ve

kullanilabilirlik kavramlari sizde nasil bir ¢agrisim yapmaktadir?

Panelist 1- Biitiinii ile ele alindiginda BDDK nin son ¢ikarmis oldugu yonetmelik sadece
bizim bankamiz i¢in degil tiim bankalar i¢in bir avantaj olusturdu, orda adresledigi husus
suydu bankanin bilgi giivenligi sorumlusunun dogrudan genel miidiire veya yOnetim
kuruluna bagli olmasi esastir seklinde bir ibare vardi, biz de bu ibare kapsaminda bilgi
giivenlik midiirliigimiizii dogrudan genel miidiiriimiize bagladik, bilgi giivenliginin
saglanmasinda gizlilik, biitiinsellik ve kullanilabilirlik olarak sizin de belirttiginiz {i¢

temel unsur da eskiden sadece bilgi teknolojileri kapsaminda degerlendirilen bilgi



giivenligi ve siber glivenlik fonksiyonunun organizasyon yapisinin degismesiyle birlikte
banka biinyesine kurumsal bir sekilde yayilmasini sagladi, yaklasik bir yil 6nce
organizasyon yapisinda degisiklik oldu, bunun da faydasini her alanda hissediyoruz, bilgi

giivenligi acisindan bakildiginda.

Panelist 2- ISO 27001, COBIT siiregleri olsun ve diger bilgi giivenliginin denetimi ile
alakali siirekli olarak ekibimizde ¢alismalar yliriitiiliiyor, o ylizden oOzellikle bilgi
giivenligi servisi bu bahsetmis oldugum uluslararasi denetim siireglerine hakim, ikinci
olarak biitiinsellik kavramindan bahsedersem eger, soyle belirteyim, bilgi gilivenligi
dedigimiz ¢ok genis bir kavram i¢inde bir¢ok konuyu barindiriyor agikgast, siber giivenlik
de bilgi giivenligine bagli bir dal gibi diislinebiliriz, tabi biitiin bu konular
degerlendirdigimizde tiim ekibin birbirlerinin yapmis oldugu isler ile alakali bir
biitiinsellik var, hem siireglerin kontrol edilmesi hem de siireclerin iyilestirilmesi
noktasinda bir biitiinsellik mevcut. Kullanilabilirlik ile alakali sunu belirtebilirim, biz
mevcut siireci yonetirken bir¢ok iiriinler ve araglar var bunlar1 gergeklestirirken tabi bir
bilgi giivenligi ekibi bu islemleri saglarken, daha dogrusu soyle oradaki kaynaklar da ¢ok

onemli, kullanilabilirlik olarak bunlar1 6rnek verebilirim daha dogrusu.

Panelist 3- Bankacilik sektorii i¢in 6zellikle gizlilik tarafi ¢ok biiylik 6nem teskil ediyor
biliyorsunuz yasalar kapsaminda BDDK nin vermis oldugu siirlamalar kapsaminda
bankada birinci oncelik 6zellikle gizliliktir, erisilebilirlik de ayn1 sekilde yiiksek derecede
onem verilen bir konu olarak bizim giindemimizde her zaman, ¢iinkii kullanict deneyimi
ve kullanictyr miisteriyi memnun etme acisindan erisilebilirligin yliksek olmasi
gerekmekte, biitiinsellik anlaminda da banka genel anlamda bunu korunmasi ve
strdiiriilebilirligin  saglanmas1 yoniinde c¢ok dikkatli diyebilirim size, g¢linki

stirdiiriilebilirlik aslinda bir sistemin tamamen yasamasi i¢in gerekli olan bir sistem ve



ekip olarak diisliniilmesi gerekli, bu nedenle bizim agimizdan ti¢ konu kritik diyebilirim,

ama Ozellikle gizlilik kavraminin altini ¢izebilirim.

Panelist 4- Evet, gizlilik, biitiinliik, ve kullanilabilirlik kurallar1 bizde ¢ok énemli bizim
denetimimizde de ¢ok 6nemli, veriler biitiin olmal1 ki bizde kendi etik ilkelerimiz geregi
diiriistliik kavramia yonelik diizgiin bir denetim yapabilelim, biz I¢ Denetim Enstitiisii
standartlarinda belirtilen etik kurallar1 benimseyerek, bu yonetmeligimize de uyarlanmis
bulunmakta, biz denetimlerimizde bu hususlara soyle dikkat ediyoruz tiim denetim
kanitlart glivenilir, erisilebilir ve biitiinsel olmali, biz bu dogrultuda bir¢ok denetim
yapmaktayiz, veri yonetisimi birimi kuruldu, bu birimin denetimleri ayrica yine COBIT
hedefleri kapsamindaki denetimlerimizde, bu ii¢ sart saglanmaz ise biz denetim kanitini

bile sunmuyoruz ¢iinkii siire¢ tamamlanmamis oluyor ve eksik olarak belirtiliyor.

Panelist 5- Bilgi giivenligi temelde sizin de biraz Once bahsettiginiz iizere gizlilik,
biitiinliik ve erisilebilirlik kavramlar: iizerine kurulmustur. Bilgi giivenligi olarak bu ii¢
kavrami kesinlikle uygulamaniz veya uymaniz gerekiyor, drnegin gizlilik dedigimiz sey,
yetki prensibi gercevesinde her kisinin veya her birimin kendi yetkisi oldugu sistemlere
veya ortamlara erigmesi gerekiyor, dncelikle gizlilik kavrami bunlart ¢agrigtirmaktadir.
Erisilebilirlik anlaminda da stirekli olarak bu alt yapilarin erisilebilir olmas1 gerekiyor,
hem altyapisal olarak hem isleyis siire¢ anlaminda hem gorev dagilimi konusunda,
erigilebilirlik tarafin1 da saglamaniz gerekiyor, yani sistemlerin her zaman canli ve
sorunsuz bir sekilde caligmasini saglamaniz gerekiyor, {giincii diger bir adim ise
biitiinsellik kavramidir, bilgilerin higbir sekilde degistirilmediginin kanitlanmasi veya o
bilgilerin olusturulma tarihine kadar verilerin kesinlikle degismediginin ve
biitiinselliginin bozulmadigin1 ispatlamaniz gerekiyor, bu unsur de izleme fonksiyonlari

ile gergeklestirilebilmektedir, 6rnegin dosya sunucular iizerinde veya herhangi bir dosya



dizininde ilgili bir dosya vardir, o dosyanin igerisindeki biitiin dokiimanlar1 incelemeniz
ve izlemeniz gerekiyor, orada herhangi bir degisiklik olursa hem dosya silme hem de ilgili
dosya tizerinde degisiklik olursa, bunlar1 loglamaniz gerekiyor ve kayit altina almaniz

gerekiyor, bunlar da biitiinsellik anlaminda yapilan islemlerdir.

Panelist 6- ISO 27001 ’in ii¢ temel baslig1 var zaten gizlilik, biitiinsellik, ve erisilebilirlik
diye geciyor biz bilgi varliklari envanterimizi ¢ikartip her bir varlik envanterinin
simiflandirilmasini yaparken bu {i¢ unsur acisindan degerlendirmeler yapiyoruz,
dolayistyla ISO 27001 sertifikamiz oldugu i¢in banka olarak bu konuya ¢ok asinayiz hem
27001 denetimlerinde hem yonetmelik denetimlerinde hem de COBIT denetimlerinde bu
varlik siniflandirmasin1 zaten denetgi arkadaglar ile de paylasiyoruz, bir de bankadaki
bilgi giivenligi igerisindeki politika prosediirlerimizi de bu {ii¢ unsur iizerine
olusturdugumuz bu smiflandirmalarda c¢alisanlarin nasil davranacagi kapsaminda
tasarlanmig kurallarimiz da bulunmaktadir. Dolayisiyla, gizlilik derecesi yiiksek olan bir
veri bankanin kurallar1 ¢ergevesinde 0rnegin bir miisteri verisi ise dis aygitlar ile farklh
bir cihaza aktarilamaz, ¢iinkii bu gibi islemlere yetki verilmez veya elektronik posta yolu
ile de gizlilik seviyesi yliksek olan verilerin transferi engellenir. Bankacilik islemlerinde
cok fazla veriye ihtiya¢ duyulmakta, bunlar, miisterilerin ev adresleri, telefonlari, hesap
bakiyeleri, kart verileri veya kredi karti ile ilgili harcamalar1 gibi. Ayrica, BDDK verilerin
korunmasi i¢in bu ii¢ temel unsuru gézeterek degerlendirmeler yapabiliyor, ancak bir de
BDDK’nin belirlemis oldugu sOyle bir siniflandirma var hassas ve sir kapsamindaki
veriler. Bunlara ilaveten, kisisel verilerin korunmasi kanunu da bu ii¢ temel unsurun
saglanmasinin yaninda takip edilmektedir. Belirttigim gibi, bu ii¢ unsurla beraber KVKK
kapsaminda verilerin niteligi belirlenmekte. Bizim bankamizda veriler ¢ok gizli, bankaya

0zel, hizmete 6zel ve genel olmak {izere dort sinif igerisinde degerlendirilmektedir.



Panelist 7- Bu zaten giivenligin en temel kavramlari, gizlilik, biitiinliikk ve erigilebilirlik.
Aslinda biitiinliik degil diiriistliik olarak ceviriyorum, ¢ilinkii biitlinliikk denilince tam
olarak anlam i¢ermiyor. Bir tanesi confidentiality, biri integrity, biitiinliik, biitiinsellik
veya daha dogrusu aslina bakarsaniz diiriistliik digeri de availability. Biitiinliik nedir, bu
cok boyle bize yabanci olan bir kelime, biitiinliik deyince bana hi¢bir anlam ifade etmiyor
acikcasi Oyle sdyleyeyim, ama bir seyin biitiinliik dediginizde, bir verinin tam olarak
dogru kisi tarafindan degistirildiginden emin olunmasi, yani ben bir veriyi aliyorum ama
bu verinin tam olarak kim tarafindan degistirildiginden emin miyim, bunun igin bir
garanti vermek oluyor biitiinliik. Aslina bakarsaniz, yani bu veri evet biitlindiir, yani bu
veri dogru kisi tarafindan tanimlanmistir ve degistirildigi zaman da dogru kisi tarafindan
degistirilmektedir. Yani sizin Oniinlize bir biitiin halinde gelmektedir, seklinde ifade
ediliyor. Ingilizce’de integrity deniliyor. Integrity diiriistlik demek aslinda.
Confidentiality i¢in her seyden evvel ilk zaten finart uygulamasi, bizim ana bankacilik
uygulamamizda anahtar veya finart olarak geciyor, burada zaten, her sene diizenli olarak
denetimler yapiliyor ve veriye yetkisi olan kisiler erisebiliyor. Bu yapilmasi teknik
olmayan daha boyle ilk etapta insanin dikkatini ¢eken denetim noktalarindan bir tanesi
oldugu i¢in ¢ok diizgiin bir gekilde ilerletiliyor. Yani gercekten, biz veriye dogru kisinin
eristigini gorebiliyoruz ve ayni sekilde integrity de buna bagli, biitiinliik dedigimiz sey, o
veri degistirilirken, Ornegin mesela bir yerdeki faiz orani, ekrandaki faiz oram
degistirilecek bu da ¢ok siki bir sekilde kimler tarafindan degistirildigi her sene mutlaka
denetleniyor. Hatta, birden ¢ok kez farkli zamanlarda denetleniyor. Availability de
genellikle zaten banka sistemleri igin kesinti zamanlari bellidir, cogunlukla ulasilabilirdir
her sistem, availability ‘nin tanimi zaten gerektiginde bir veriye ulasabilmek olarak

yapildig1 igin gerek internet bankaciligi i¢in olsun gerekse subedekilerin o an miisterilerin



ihtiyaglarin1 gorebilmesi igin erigsmeleri gereken servisler olsun bunlar available bir
sekilde her zaman servisler sunulabiliyor. Bazen yilda bir falan belli bir zaman belli bir
kapasitenin lizerinde kesinti olabiliyor, mesela, gecen gectigimiz senelerde bir zaman
damgas1 sunucusundan dolay1 bir saatlik falan bir kesinti olmustu. Boyle bir konudan
dolay1 mesela biiyiik bir sikint1 ¢ikti onun haricinde availability de banka i¢in saglanan
ve yeterince saglanan konulardan birisidir diye diisiiniiyorum. Confidentiality, integrity
ve availability kontrolleri 6yle hadi biz bunun confidentiality’sine bakalim diye yapilacak
denetimler degil baktiginiz zaman, ¢iinkii aslinda bunlar bilgi giivenliginin temeli, ben
denetimlerimi bu iigii kapsaminda yapmaliyim diye sizin igsellestirmeniz gereken seyler.
Sizin yaptiginiz denetim c¢ok farkli bir sey de olabilir, ben dedigim gibi bankacilik
stirecine gidiyorum, kredi kartlar1 ile alakali, kredi kartlar1 charge back konusunda yani
geri iade konusunda bir kontrol listem var onunla alakali kontroller yaptyorum ama benim
aklimda her zaman su bulunuyor, buradaki ekrana bu arkadas her zaman erisebiliyor mu,
yani erigemedigi belli bir zaman periyodu var mi, onu mesela sorguluyor mu,
kullanamadig1 bir zaman dilimi olmus mu veya iste 6niine gelen veri kaynaktan sonra
kimler tarafindan degistirilebiliyor kimler bu veriye erisim saglamig gibi seyleri
sorgulayarak ben confidentiality, integrity ve availability kavramlarini denetimimin i¢ine
yedirmek zorundayim, yoksa bunlar somut olarak tek basina denetimleri yapilabilecek
seyler degil. Bunlar dedigim gibi bilgi gilivenliginin temelidir, sizin yaptiginiz her tiirli
denetimde aslinda bunlar1 bir bilgi teknolojileri uzmani olarak sorgulamaniz gerekir.
Nereye elinizi atarsaniz atin ve orada bir bu alanlarda bir confidentiality, integrity veya
availability de bir acgik varsa bunu da raporlamaniz gerekir. Dedigim gibi ama iste
confidentiality denetimi diye bir sey ben su ana kadar gormedim sahsen, confidentiality

denilen sey veya integrity, availability denilen sey denetim igerisindeki sizin uymaniz



gereken dikkat etmeniz denetlemeniz gereken konu ile alakali bir sorun var m1 diye

denetlemeniz gereken kavramlardir diyebiliriz.

Panelist 8- Gizlilik, biitiinliik ve kullanilabilirlik ¢ok ciddi uygulamalar var bankada zaten
en basta dedigim gibi bankacilik sektorii 6zlinde banka ve miisteri sirr1 konusunda ¢ok
ciddi aksiyonlar alinmasi gereken kurumlar yani bankalar bir giiven kurumlaridir ve
miusteri gizliligi ¢ok 6nemlidir. BDDK diizenlemelerinde de bu var, miisteri sirr1 konusu
cok 6nemli, miisterinin bilgisi diginda bir digartya bilgi sizmasi oldugu zaman onun hapis
cezasina kadar yolu var, dolayisiyla bankada gizlilik konusunda aksiyonlar aliyor, iste
veri tabanlarinda miisteri bilgilerinin sifreli tutulmasindan tutun kurum i¢i kurum dis1 veri
transferlerinde tiim altyapiin sifrelenmesi gibi tiim bunlar hatta internet bankacilig
mobil bankacilik uygulamalart bile protokoller lizerinden sifreli olarak isletilmekte,
dolayist ile sifreleme konusunda ¢ok ciddi aksiyonlar var. Biitiinliikk konusunda da verinin
kotii niyetli kisilerde manipiile edilmesi konusunda aslinda bu sifreleme ile de yakindan
iliskili, siz hareket halindeki bir veriyi ne kadar korursaniz biitiinliigiinii de o kadar
korumus oluyorsunuz, burada da tabii ilave olarak bu hash algoritmalar1t NB5 gibi SHA
gibi hash algoritmalar1 kullaniliyor yani biitlinliiglin kontroliinlin saglanmasi amaciyla.
Kullanilabilirlik anlaminda da kullanilabilirligi erisilebilirlik olarak kastettiginizi
distinliyorum ben, ¢linkii Tirkee’deki ifadesi ile usability kelimesi var o da
kullanilabilirlik anlamina geliyor ama sizin kastettiginiz erisilebilirlik. Hizmet siirekliligi
politikalar1 olsun bu politikalar kapsaminda bayagi ciddi seyler var uygulamalar var hani
veri merkezinin yedekte tutulmasindan tutun iste veri merkezi yedek kopyalarinin iki
farkli lokasyonda tutulmasina kadar ¢esitli risklere karsi bertaraf edilmek iizere 6nemli

aksiyonlar var.



Panelist 9- Simdi orda sOyle bir sey var, normalde bunlar gizlilik, biitiinliik ve
erisilebilirlik degerlendirilirken artik Kisisel Verilerin Korunmasi Kanunu’ndan (KVKK)
sonra bir de privacy isin i¢ine girdi. Bu da mahremiyet olarak degerlendiriliyor, artik CIA
kavramlarinin yanimna bir de gizlilik, biitiinliik ve erisilebilirlik kavramlarinin yanina
mahremiyet degerlerine gore biz degerlendirme yapiyoruz. Mesela, siz, bankamiz
miisterisi iseniz, mobil bankaciliktan bakip da gordiigiiniiz 100 TL’lik mevduatiniz, o
sizin aslinda, yiiz liran1z varken yetmis gosterilmemesi, bu verinin biitiinliigii ile ilgilidir.
Verinin gizliligi de sadece sizin gorebileceginiz user name, parola ve One time Password
(OTP) ile saglarken yetkisiz kisilerin veriyi géormesini engellemek icin de Service Set
Identifier (SSID) kullanarak giivenligi biitiinciil olarak temin ederek o veriye erismenizi
sagliyoruz. Availability bacagi da bu sizin yedi yirmi dort bu sistemlere erismenizle ilgili

bir sey.

Panelist 11- Kurumsal veri ofisi ve bilgi riski yonetimi ekiplerimiz siirecleri bu siiregleri

yazil1 hale getirmistir.

Panelist 14- Bu hususu bankacilik sektorii olarak degerlendirirsek, bu kavramlari mevzuat
olarak ve uygulama pratigi agisindan ilk gerceklestiren kurumlardan birisi olan BDDK ve
Tiirk Bankacilik Sektorii i¢in bilgi glivenligi hususunun sadece bir giivenlik unsurundan
ote gerek sektor gerek banka bazinda rekabet avantaji saglar nitelikte bir ozellik

kazandigindan bahsedebiliriz.

Gizlilik, biitiinliik ve kullanilabilirlik kavramlarini genel literatiir agiklamalar1 zaten bu
konuyla ilgili herkesin malumudur. Sahsi olarak ise bunlarin 6tesinde oldukg¢a detayl
aciklamalar ve farkli boyutlar ile ele alabilmek miimkiindiir. Kisaca bu kavramlarin

banka, kamu, miisteri, banka taraflar1 vb. boyutlari ile degerlendirilebilir.



Soru 5- Etik kurallar, i¢ denetim ve siber giivenlik kavramlari ile birlikte

degerlendirildiginde, sizde neleri ¢agristirmaktadir?

Panelist 1-

Bankamizin ¢ikardigr etik ilkeler bulunmakta, bu da bizim kurumsal yapida yer alan
komitelerde sadece giivenlik fonksiyonu agisindan degil tim yapilan caligmalarda temel
alintyor, burada biitiinsellik olarak degerlendirdigimizde bankamizdaki etik ilkeleri her
alanda sadece giivenlik fonksiyonunda degil diger her alanda biitiin is yapis
bicimlerimizde, bu ilkelere uymakla zorunluyuz zaten, orda da herhangi bir olagan dis1

gbzlemlenmemekte.

Panelist 2- Hem i¢ denetim hem de siber giivenlik siireglerinin yonetilmesinde, bilgi
giivenligi departmani ve i¢ denetim fonksiyonlar: siirekli olarak koordineli bir sekilde
caligmas1 gerekiyor, ¢iinkii takdir edersiniz ki siber giivenlik diinyas: her gecen giin
bliyliyen, gelisen ve yenilenen bir sektor, boyle de olunca i¢ denetimdeki kisilerin bilgi
giivenligindeki kisiler kadar konulara vakif olmalarin1 bekleyemeyiz tabi ki, bilgi
giivenligi servisi burada i¢ denetim tarafina danigsmanlik noktasinda yardime1 olabilir,
onlarin hangi siiregleri takip edecegini ve su sekilde agiklanacak olursa i¢ denetim bilgi
giivenligi servisini denetledikten sonra ortaya ¢ikan bulgular ile ilgili siber glivenlik yani
bilgi giivenligi ekibine raporlama saglar sonrasinda da bilgi giivenligi ekibi de bu konu
ile alakali kendi eksik oldugu noktalarda zayifliklar1 giderir ve daha sonrasinda da bu
stirecin bir biitiin halinde ilerletilmesi i¢in i¢ denetim ekibine yardimci olur. Bu siirecler

yonetilirken etik kurallarin olmasi gerekiyor.

Panelist 3-



Biraz dnce yetkilendirmeden bahsetmistim, etik kurallar anlaminda, bizim kurumumuzda
etik kurallara uyum ¢ok 6nemlidir, bu nedenle de yetkilendirmeye ¢ok dikkat ederiz
herkesin her veriye erisimi saglanmaz ve bu kurallara uyulmasi i¢in de i¢ denetim
tarafinda dikkat edilmekte. Bir teknoloji sirketi ile konusuyor olsaydiniz, belki bu ¢ok
daha fark edebilirdi, ancak 6zellikle denetim tarafin1 sordugunuz i¢in, denetim tarafi bu
belirttiginiz unsurlara 6zellikle dikkat etmekte, bunu denetledigi seylerde géormeye ¢ok
dikkat ediyor, yetkilendirmeler olsun, gizlili§in saglanmasi olsun, sirlar zaten Ig
Denetim Enstitiisii’niin belirtmis oldugu standartlara gore belirleniyor ve bu hususlara
dikkat ederek denetimleri gergeklestiriyoruz. Sinirlandirildigimiz kisimlar var, BDDK
tarafindan olusturulan yasalar var ve onun haricinde yasa kapsamindaki kurallarimiz var,

hepsini de gectim, ISACA kapsaminda bizim kontrol ettigimiz seyler var.

Gegen seneye kadar BDDK tarafindan kabul edilen bize referans olarak gosterilen
COBIT 4.1°di, gecen sene BDDK tarafindan yeni bir yonetmelik c¢ikartildi, bilgi
sistemlerine dair, yeni ¢ikarilan yonetmelikle birlikte COBIT’in degerlendirdigi alanlar
temel alinarak bir yasal cergeve olusturuldu. Aslinda, yasa yapicilar etik kurallarin
olusumunda da 6nemli rol oynamakta. Bankacilik sektoriinde etik kurallar daha net ve

bariz olarak uygulanmaktadir.
Panelist 4-

Onceden de bahsettigim iizere, IIA etik kurallarina tabiyiz ve onlari tamami ile
benimsemis durumdayiz, siber giivenlik tarafinda mesela yeterlilik kavrami var, biz
yeterli olmaliy1z, yetkin olmaliyiz, bir siber olay ortaya ¢iktiginda nasil yaklasacagimizi
belirlemek icin egitimli olmamiz lazim ve kendimizi gelistirmeliyiz, eger biz bu ugurda
ya da bu denetimleri yaparken iyi degilsek, bu denetimleri gerceklestiremeyecegimizi

goriiyorsak biz o gorevden cekilmek zorundayiz, dis kaynak kullanimina gitmek



zorundayiz, eger yeterli kaynagimiz yoksa, orayr denetleyecek bilgi birikime miifettis
sahip degilse, biz o gdrevi yapmiyoruz, ¢ekiliyoruz, dis kaynak kullanimina gidiliyor,
ama biz bunu, yonetmeligimizde var disg kaynak kullanimu, alternatifi ama biz bunu sdyle
yaptyoruz, dncesinde denet¢ilerimiz egitiyoruz, zaten denetim planimiz var her sey planl
programli, bu ugurda oncelikle miifettisleri egitmekle basliyoruz olaya, siber giivenlik
veya diger konular ile ilgili tecrilbbe kazanmalari sagliyoruz, bu sekilde yedekli
calistyoruz daha sonra da denetimlerimizi bu sekilde planlamis oluyoruz, yani dis kaynak
kullanimina dogrudan gitmiyoruz genellikle egitim oluyor, yeterlilik kismin1 yani etik
ilkelerdeki yeterlilik unsurunu bu sekilde sagliyoruz, diiriistliikk kavrami ya da diger etik
davranis ilkelerine de bakacak olursak da denetim kanitlarimizi tim biitlin taraflara
sunabilecek sekilde elektronik olarak kaydediyoruz, biitiin denetlenenlerde agik oluyor,
bulgularimiz1 izlerken tiim sonuglarimizi paylasiyoruz, yine kanitlarini onlar da

gorebiliyor, kapanis toplantilart yapiyoruz yani etik ilkeler ile bu sekilde eslestirebilirim.

Panelist 5-

Biraz 6nce aslinda bahsettigimiz konu ile esdeger bir konu, bilgi glivenliginin temel ilkesi
olan gizlilik, biitiinliik, ve erisilebilirlik kavramlari, aslinda burada en biiyiik sey gizlilik
tarafi ile ilgili bilgi vermek gerekirse, simdi etik kurallar dedigimiz ¢ercevede bazi
ortamlar vardir, 6rnegin veri tabanlari, 6rnegin sistemler, 6rnegin uygulamalar, uygulama
stiriciileri, bunlara ilgili ekiplerin erisip o uygulamalar iizerinde ¢aligma yapmalari
gerekmektedir, bu da aslinda etik kavram olarak diisiiniilebilir, ¢iinkii, yapmas1 gereken
is listesinde olmasi sebebiyle, o ortamlara, 6rnegin, kimsenin erismemesi gerekirken,
ilgili ekipler erigebiliyor, ¢linkii o is siirecini isletebilmeleri icin, ayni sekilde bilgi
giivenligi tarafinda da yonetilen uygulama ve sunucular1 veya altyapisal olarak da bu

kavramlar1 sdyleyebiliriz, her ekip kendi yetki ve gorevler ayrilig1 matrisine gore kendi



etik kavrami ya da bizdeki karsilig1 sudur etigin, kendi izole veya sinirlayici kapsami
icerisinde isleyisini siirdiirebilirler, burada zaten herhangi bir sikint1 yoktur. i¢ kontrol ve
bagimsiz denetimlerinde 6rnegin bir veri tabani sunucusuna, veri tabani ekibi diginda bir
admin’in erismemesi gerekiyor, bilgi giivenligindeki herhangi bir uzmanin veri tabani
sunucusuna erismemesi gerekiyor, bu da bir kontroldiir, o sistemlere veya sunuculara veri
tabani yOneticileri yani yetkili olan kisiler erismektedir. Bunu genel olarak bankadaki tiim

altyapilar icin sOyleyebilirim.
Panelist 6-

Olmazsa olmaz1 ¢agristirtyor Etik Kurallar, yani etik kurallar bir ¢alisanin bulunmus
oldugu kurumda, kurumun biinyesindeki politikalara ve kurallara uygun sekilde
davranmasini tetikleyecek seyler, siber giivenlik ve i¢ denetim fonksiyonlarinda oldukca
Oonemli, siber gilivenlik tarafinda siirekli yeni saldirilar, yeni oltalamalar, sikinti
olusturabilecek durumlar ortaya cikabiliyor. Eger icerdeki calisanlar bizim etik
kurallarimiza uymadan bilerek veya bilmeyerek bir sekilde siber giivenlik alanindaki
zay1f halka oldular ise eger, yani bankaya ait bilgileri bir baska kisinin eline verdiler ise
bu durumda bir bizim bunu biliyor ve dl¢iiyor yani takip ediyor olmamiz gerekli, iki bu
veri ¢giktiktan sonra, bu olayin iizerine gidip neden nasil kim yapmis hangi kanalla yapmis
bunu biliyor olmamiz lazim, biz bilgi giivenligi olarak, bu olayn tekrar etmemesi i¢in ne
yapilabilir de bu bilgi disar1 ¢gitkamaz diye iste farkindalik egitimi ise farkindalik egitimi,
sistemsel diizenleme ise onu yapiyor olmamiz lazim, denetim ekipleri de burada herhangi
bir olay olmadan diizenli kontroller olabilecek agikliklar1 bulup raporlamalar1 ve
iyilesmeyi takip etmeleri, bir taraftan da bdyle bir olay oldugunda bir calisan siber
giivenlik olayma etik kurallara uymadi, bir bilgi sizintis1 yaptiysa, i¢ denetim ekipleri

bunun pesine diislip, arastirmast ve ¢alisana da gerekiyorsa disiplin cezalarini isletiyor



olmasi gerekiyor, ¢iinkii biz yapiyoruz yani, oltalama maili atiyoruz, Once egitim
veriyoruz ardindan oltalama maili atiyoruz, kisiye parolasini paylasma diyoruz ama
bakiyoruz parolasini paylagmis, sonra tekrar farkindalik egitimi veriyoruz, tekrar
oltalama maili atiyoruz, bir daha paylasmis, o zaman diyoruz ki bir de paylastin tamam,
iki de de paylastin o zaman sen bizim zayif halkamizsin diyoruz. Ne oluyor, artik burada,
insan kaynaklar1 disiplin siireci devreye girmeye bagliyor, egitim veriyorsaniz,
Ogretiyorsaniz, bir siirli seyden bahsediyorsaniz, bir iki {i¢ senaryoda hala size oltalamada
parolay1 veriyorsa, bu benim zayif calisanimdir, siz de zaten banka olarak, zayif
calisaniniz kadar zayifsiniz, yarin obiir giin o kisi sube ¢alisani ise, ben iste Ahmet
miisterisiyim benim su hesabimdan sunu aktar dedigimde buna da inanabilecek
potansiyelde olmus oluyor. Etik kurallar sirketimizde mevcut, disiplin politikamiz var,
etik kurallarimiz var, prosediirlerimiz var ve bir¢ok kuralimiz var ve engelleyici
kontrollerimiz de var, etik kurallar da ama, yine de yazili olan politika ve prosediirleri her
zaman sistemsel kontroller ile takip edemiyoruz. Burada da i¢ kontroliin gidip denetimler
yapmas1 bizim gidip ¢esitli senaryolar ile kontroller ile yapmamiz gibi seyler devreye
giriyor, oltalama da bunlardan bir tanesi. Parolani paylasma, bizim bilgi giivenligi
politikamizda yaziyor mesela. Ise giris sézlesmesinde imzaladig1 sézlesmede de yaziyor,
bankanin bilgilerini kimseyle paylasma, iste bankaya ait sistem bilgilerini paylagsma, bu
da yaziyor. Gizlilik taahhiitnamesi de imzalatiyoruz orada da yaziyor, egitimler veriyoruz
her sene mutlaka her ¢aligana egitim veriyoruz ama biitiin bunlara ragmen, bakiyoruz ki
paylasmis, burada bir daha uyariyoruz, bir daha bir egitim veriyoruz, bir daha ¢alisma
yapiyoruz, yine paylastiysa artik burada farkli bir yola gidiyoruz. Gegen seneler de bu
kadar 6nemli degildi ama simdi artik pandemiden sonra evden ¢aligma diizenine girdik,

biliyorsunuz ¢agr1 merkezleri bile artik evden ¢alistyorlar, eskiden binanin igerisinde iste



kameralar var, ofis icerisinde kartli gegis sistemleri var, iste sistemler zaten internet
cikislari, bilgisayarlar hepsi zaten bankanin biinyesinde korunuyordu ama simdi evinde
belki evinde bile degil gittigi bir misafirlikte baska bir lokasyonda belki de disarida bir
yerde dolayisiyla burada baglanmis oldugu ekran ve bilgiler daha kritik hale gelmis

oluyor o yiizden hi¢ oltalanmamasini ve bu konular da daha dikkatli olmasini bekliyoruz.
Panelist 7-

Bir siber giivenlik denet¢isi veya bu alanda ¢alisan biri, aslina bakarsaniz her tiirlii yetkiye
sahiptir, 6zellikle denetim agisindan bizim erisemedigimiz herhangi bir veri yok ve bu
baglamda da gidip insanlarin gizli bilgilerini sorgulayabilirsiniz. Iste bu yiizden, bu
noktada belli bir etik ahlaka sahip olmak gerekiyor veya size verilen yetkiler,
yapabileceginiz tasklar s6z konusu oldugunda mesela Oyle birtakim baglantilar
yapabilirsiniz ki belki mesela o noktada kendinize kisisel bir menfaat saglamaniz s6z
konusu olur altyapi ile alakali bir yerden bir yere para aktarabilmeniz s6z konusu olur
mesela. Bu noktada etik kurallar net olarak belirlenmeli ve bu bir kurum politikas1 olarak
da herkese sunulmali, ¢ilinkii eger kurum politikasi olarak sunulmazsa insanlar elinde
bulunan yetkiler ile kigisel olarak baktiginiz zaman hani ben abimin kredi miktarina
bakmis miyimdir evet veya iste esim ile alakali bazi seylere bakmis miyimdir su ana kadar
evet, ama bunun ¢ok daha ileri versiyonlar1 da yapilabilir. Bunlarin ¢ok net bir bigimde
ortaya konmasi lazim etik kurallar ¢ergevesinin, bir disiplin yonetmeligine baglanmasi
gerekir diye diisliniiyorum, ¢iinkii yoksa oniiniizde ¢ok genis bir alan ve genis yetkiler ile
insanlar bag basa kaliyor ve sanki herhangi bir sorgulama yaptifinda higbir sey
olmayacakmis gibi diisiiniiyor. Bir tek benim gordiigiim c¢ok kesin kurallar
cumhurbaskaninin hesaplarma falandi yani hani onunla alakali herhangi bir sekilde

girilemez diye insanlara uyar1 yapiliyordu sakin elinizde bdyle bir veri var, boyle bir



imkan var sakin bdyle bir sey yapmayin veya iste herhangi bir kimse bunu yaptigi zaman
aninda alarmlar iretiliyordu vesaire falan, sadece cumhurbaskan1 demiyim de yani
milletvekilleri ve belli bir VIP listesinde ama onun haricinde sanki ben diyelim ki x
kisisinin hesabin1 sorguladigim zaman kendi miifettiglik konumum diginda sorguladigim
zaman bunun bana sorulmayacagini biliyordum hicbir sekilde, bu baglamda da etik
kavrami1 bence baktiginiz zaman birincisi insan bir kisinin kendi 6z degeri olarak onun
icerisinde var olmali, ikincisi de bir kurum politikas1 olarak o kisiye dayatilmali,
baktigimiz zaman, yoksa igin sonu bir sekilde alinamiyor, yani bu bizim dedigimiz gibi
veri tabanindaki veriler iizerinde boyle ama bir de diger taraftan denetgiler olsun veya o
siber giivenlik adimlarini atan insanlar olsun onlar altyapi ile alakali da ¢ok daha fazla
yetkiye sahipler ve oradan gergekten bir menfaat saglamalar1 da s6z konusu. Yapilabilir
mi evet bir sekilde yapilabilir, bunlara iligkin kontroller falan var ama, bir sekilde orada
menfaat saglanmasi s6z konusu olabilir. Etik degerlerin herkes tarafindan benimsenmesi

ve kurum politikalari ile belirlenmesi gerekmektedir.

Panelist 8- Siber giivenlik aslinda bir kurumun alacagi uygulamalar aksiyonlar,
kontroller, hani i¢ denetimde etik konusu tabi i¢ denetim standartlarinin bir parcasi etik,
hani burada sizin siber giivenlik ile ilgili yaptiginiz denetimde denetgi bakis agisiyla sizin
c¢ikariniza olan bir durum var ise, 6rnek vereyim, siber glivenlikten sorumlu yonetici veya
siber gilivenlik ile ilgili kontrolleri uygulayan bir personel sizin samimi oldugunuz yakin
bir arkadasiniz ise, sizin kalkip oray1 denetlemeniz etik olmaz, i¢ denetim standardidir bu
etik, ya da sizin mesela bir agik vardir siber giivenlik alt yapisinda o ac¢igin bir takim
kisiler tabii banka bundan zarar goérecektir ama bazi kisiler de o agiktan faydalaniyordur
oray1 suiistimal ediyorlardir bu agiktan faydalanan tarafta sizsiniz, sizin orada denetim

yapip o a¢ik konusunda yorumda bulunmaniz yine etik olmaz. Bu genel denetim etigidir.



Bu konuda da bizim bankada tiim denetgilere etik konusunda ¢ok siki egitimler veriyoruz
yani ise yeni baslayan herkese. Etik konusunda kesinlikle taviz verilmemesi gerektigi
konusunda stirekli egitimler aliyoruz, is basinda egitim verirken etik konusunu ¢ok

onemsiyoruz. Denetim konusundaki etik anlayigla alakali siber giivenlik etigi.

Panelist 9- Etik kurallar derken, banka olarak bizim banka ¢alisanlarina imzalattigimiz
bir gizlilik taahhiitnamesi var. Gizlilik taahhiitnamesi banka ve miisteri verilerinin hi¢bir
sekilde ifsa etmemek, gorev tanimi digindaki zaten verilere erismemesini zaten biz
sagliyoruz, bilgi teknolojileri olarak limit koyuyoruz. Onun disinda bankamizda etik hatti
var, bir yonetici bagli olan personeline bankacilik kanununa aykiri, bankamizin
yayinladig1 etik ilkelere aykirt bir islem yaptirmak isterse bu personel dogrudan bu hatti
arayarak sadece kendi bagli oldugu boliimii belirtecek sekilde bu bildirimlerini yapabilir.
Onun disinda zaten bizim de banka biinyesinde yapilan bir¢ok etik kontrol var, internal
fraud dedigimiz yapmamasi gereken islemleri yapan personelimiz varsa ya da yapmaya

calisan, onlar1 da zaten biz takip ediyoruz ve disiplin komitesine onlar1 gonderiyoruz.

Panelist 10- Simdi bu soru aslinda, sunu gosteriyor yaptiginiz ¢caligmada da evet siber
giivenlik alaninda yapilan ¢aligmalar, benim de doktora tezim siber giivenlik alanindaydi,
siber giivenlik alaninda yapilan ¢aligmalar biraz zor ¢alismalardir ¢linkii kaynak eksigi
cok olur ozellikle Tiirkiye’de. Geligmis iilkelerde yine bir takim bilgi ve belgelere
ulasabilirsiniz ama Tiirkiye’de daha bu belgeler olusmadig i¢in bir ulagsma sikintis1 var,
kaynak sikintis1 da 6n plana ¢ikmakta siber giivenlik alanina girildiginde. Simdi biz siber
giivenligin daha bana gore yeni politika olusturma yani sifirdan politika olusturma siber
giivenlik kavramlarimi tanimlama ve bu tanimlamalar1 6ziimseme safhasindayiz. Etik
meselesini biliyorsunuz, birgok alanda yani daha yeni alanlarda degil de daha koklii eski

alanlarda bile etik meselesi daha yeni yeni tartigilir hale geldi. Yani bir isletme alaninda



diisiiniirsek meslek etigi, is etigi dedigimiz sey aslinda daha yeni yeni literatiirii olugsmakta
ve gelismekte yani doyum noktasina heniiz ulagilmadi. Siber giivenlik gibi ¢ok yeni bir
alanda daha kavramlar yeni 6ziimsenmeye baslamigken, daha ortaya konacak ve literatiire
eklenecek yeni kavramlar bile varken, etik kurallar kism1 daha yolun ¢ok basinda, yani
daha filizlenmis bir tohum gibi diyebiliriz bu etik kurallar i¢in. I¢ denetimin kendisindeki
etik kurallar oturmustur, evet bir denetleme mekanizmasi bizim gibi iste bir imparatorluk
doneminden cumhuriyete gegmis koklii bir devlet gelenegi olan Tiirkiye’de i¢ denetimin
etik standartlar1 olusmustur, buna kimsenin bir lafi olamaz zaten ama, isin igine siber
giivenlik girdiginde siber giivenlik ile etik kurallar1 su an daha tam olarak oturtamadik
yani ¢ok baglarindayiz bu isin, 6yle s0yleyeyim. O ylizden etik kurallar yavas yavas yani
bizim ¢aligmalar sizin gibi bizim gibi akademisyenler, arastirmacilar bunlari ¢alistikca
once siber giivenligi bir yere oturtacagiz, daha sonra politikalari bir yere oturtacagiz, iste
bilgi giivenligi, bunlarla ilgili bizim elimizde bir siirii iste kurumlarin, iiniversitelerin
uyguladig1 politikalar olacak, belgeler olacak, daha sonra iste kamu kurumlarinin
uyguladig1 politikalar, siber gilivenlik politikalar1 sonra 6zel sektorde sirketlerin
uyguladiklart siber giivenlik politikalar1 elimizde olacak ki biz su politikada eksik var,
burada etik bir eksiklik var, su uygulamada etik bir sorun var diye tartisacagiz daha sonra
etik kurallar1 artik yavas yavas oturtmaya baglayacagiz ama bizim etik kurallardan
konusabilmemiz i¢in su an elimizde bir uygulama, bir belge, bir kaynak yok daha onlarin

olusmasi lazim diye diisiinliyorum.

Panelist 11- Hepsi bir biitiindiir. Yaptigimizi yazmali, yazdigimizi da yapmaliyiz.

Panelist 12- Burada degerlendirirken, biraz kurumsal manada degerlendirirsek, artik

sitketler kurumsal kaynak planlamasi (ERP) ortamlarinda genelde islemlerini takip



ediyorlar 6zellikle biiyiik ve kurumsal isletmeler. Dolayisiyla ben burada ERP ortaminin
ya da bilgisayar kullaniminin isletme faaliyetlerinde birlikte degerlendirilmesi gerektigini
diisiiniiyorum. Dolayisiyla burada, oncelikle, dogal olarak etik kurallar ¢ok 6nemli bir
isletme icin O6zellikle hileler ya da usulsiizliikler i¢in ya da hatalar icin etik kurallar
olusturulmasi lazim oncelikle sirketlerde bu etik kurallar yazili olarak da calisanlara
bildirilmesi lazim. Bir de burada sdyle bir sey yapilmasi kanaatindeyim ben, etik
kurallarin etik kodlar adi altinda kodlanip, kodlarla ERP ortamina ya da isletmelerin
kullandiklar1 programlara tanitilmasi gerektigini diisiiniiyorum bu etik kurallarin ig

denetim kapsaminda.

Eger, bu kurallar ¢ok iyi sekilde saptanir, tespit edilir daha sonra da kodlanip programlara
aktarilirsa ve sirket calisanlarina duyurulursa, c¢alisanlarin ERP ortaminda ya da
bilgisayar programlar1 iizerindeki hile yapmalarinin ya da hata yapmalarinin ya da
usulsiizliik olmasinin oniine daha fazla gegilebilir diye diisiniiyorum. Tabi bu durum
siber giivenlik kapsaminda da uygulanabilir, ¢iinkii teknolojik ortamda sonug olarak,
bilgisayar ortaminda, ERP ortaminda dedigim gibi islemler takip edildigine gore etik
kurallar ¢ercevesinde yapilacak usulsiizliiklerden bir tanesi biliyorsunuz siber saldirilar,
siber riskler dolayisi ile bu siber saldirilara veya siber risklere karsi etik kurallarin kodlar
haline dontistiiriilmesini ve programlara kodlanmasini daha sonra da kodlandiktan sonra
ERP ortaminda yonetilmesini. Yani siz zaten kodladiginiz zaman ERP ortaminda ya da
bilgisayar programi iizerinde kodladiginiz zaman etik kurallari adam istese de yapamaz
zaten. Mesela, sirketler artik elektronik imza falan kullamiyorlar elektronik
yetkilendirmeler var biliyorsunuz, mesela her calisan her programa her modiile
ulagamiyor, dolayis1 ile mesela bu tiir uygulamalar daha da genisletilebilir ve herkesin

yetkileri smirlandirilabilir sirketlerde, bunlar sayesinde dedigim gibi usulsiizliiklerin



Oniine gegilebilir. Bir de burada yapilabilecek seylerden bir tanesi de su, loglar, log
kayitlariin takip edilmesi de burada 6nemli, log kayitlart biliyorsunuz her c¢alisanin
yaptig1 islemin bilgisayar ortaminda goriilmesi, izlenmesi, eger bdyle yaparsaniz siber
saldirilara karst da bir onlem almis olursunuz ve bunlarin hepsini etik kurallar
cergevesinde yazili hale getirmek gerekmektedir. Daha sonra i¢ denetim prensipleri
kapsaminda bunlarin kodlanmasi gerekiyor ve kontrol edilmesi gerekiyor. Burada i¢
denetimin yaninda i¢ kontrolii de degerlendirmek gerekiyor ve siirekli denetim
metodolojisini de kullanmak gerekiyor. Biliyorsunuz siirekli denetim bilgisayar
ortaminda yapilan biitiin islemleri elektronik ortamda anlik olarak kontrol edilmesi ve
denetlenmesi. Dolayisi ile, i¢ denetimin de burada kullanilmasi gerektigini diisiiniiyorum.
Ozellikle, bankacilik sektorii siirekli denetim metodunun en sik kullanildig1 endiistriler

arasindadir.

Panelist 13- Genel olarak, siber giivenlik konusu yakin zamana kadar sadece belli
kisilerin profesyonel uzmanligi ile disiiniiliirken, olsa iyi olur degil de mutlaka
yetkinlikler arasina katilmasi gereken bir alan olarak ifade edilebilir. Yetkinlik seti
igerisinde belki de on siralarda yer almasi1 gereken konulardan biri olarak ifade edebiliriz.
Yapmis oldugumuz 6zellikle de denetim sonucundaki tavsiyelerin gercekci ve gecerli
uygulanabilir olmasi ve riskler karsisindaki gerekli korumay1 saglayabilmesi i¢in konuya
hakim olmaniz lazim, yoksa nasil bir 6neri yapabilirsiniz ki? Aslinda su sekilde ifade
edilebilir, etik dedigimiz sey, zaten orada hig toleransimiz yok, bir denet¢inin mutlaka ve
mutlaka etik kurallara tam ve eksiksiz uymasi ve belki de rol model 6zelligi tagimasi
lazim, orada hig taviz veremeyiz zaten. O yilizden, bunu bir ¢at1 olarak diisiintirsek, temeli
etige dayanmayan, ne kadar yetkinligi yiiksek seviyede olursa olsun, profesyonel olarak,

ama etik degilse, zaten daha riskli vakalara sebep olabilir. Etik olmayan birinin ¢ok yetkin



olsa bile, denet¢i olmasini bekleyemezsiniz. Bilgi eksigi giderilebilir ancak ama Gbiir
tarafta ¢cok yetkin ama etik ve ahlaki yonden zaaflar1 varsa o kisi benim i¢in makbul
degildir zaten uluslararasi standartlarin da ¢ok temel bir tavsiyesidir. Mutlaka i¢
denetgilerin 6zellikle her y1l mutlaka etik ile ilgili beyanlarini, bunlar ile ilgili egitimlerini
ve goriiniir hale gelip rol modelligini ortaya koymasi beklenir, bu agidan énemli. Meslek
etigi, evrensel etik degerler yaninda, her meslek i¢in yok ama bizim denetim meslegi igin
cok net bir sekilde meslek etigi tarif edilmis ve buna da eksiksiz bir bigimde uymamiz
beklenir. Ornek olarak, bir kisinin uluslararas: standartlara gore siber konularda yeteri
kadar bilgisi yok, standartlar derki eger o alanda yetkin degilsen, disaridan bir uzman
takviyesi ile bu isi denetleyebilirsin, bu konuda hig¢bir sikint1 yok. Ancak, etik konular ile
ilgili disaridan danismanlik alinmasi beklenemez. Kisinin etik olmasi1 ve etik rolii bizzat
tistlenmesi gereklidir. Onun disindaki her konuda danismanlik alabilir. Etik kurallara
uygun davranmak, denet¢inin teknik 6zelliklerinden ¢ok daha 6nemli ve esas unsur olarak
denetimin temelini olusturmaktadir, eger denetim yapacak kiside etik veya ahlaki
degerler yoksa digerlerinin higbir 6nemi yok. Egitimlerin zorunlu olarak organize
edilmesi gerekir, ben biliyorum bir daha bakmama gerek yok degil, siirekli farkindaligi
yiiksek seviyede ve uyanik tutmak lazim, hicbir sekilde giindemden diismemesi
gerekiyor. Konu, banka sektorii cergevesinden degerlendirilecek olunursa, bankalardaki
denetimler biitiiniiyle teknoloji tabanli altyapilar vasitasiyla siirdiiriilmektedir ve tiim
islemler gercek zamanli olarak yliriitiilmekte. Ayrica, verilerin yapist itibari ile de
finansal piyasalar yiiksek frekansli zaman serisine dayali oldugu i¢in siirekli denetim
(continuous audit) teknikleri olmadan zaten gergeklestirilmesi zor. Siber konular ile ilgili
siireclerin denetimini yaparken, siber risklere acik olan siire¢ler ve insanlar, kritik

varliklar olarak da degerlendirilen, yetki anlaminda, onlarin etik ikilem ya da etik ihlale



yatkinliklarinin testini yapabilirsiniz. Bu baglamda, siber glivenlik denetimleri ile birlikte
etik denetimi de yapilmasi gereklidir. Etik davranig standartlarinin kurum kiiltiiriine
entegre olmast ve organizasyonun geneline yayilmasi gereklidir. Etigin en c¢ok ihlal
edildigi yer c¢ikar ¢atismalari, burada kisisel ¢ikarlar ve kurum menfaati dedigimizde, o
kisi herhangi bir bilgiye eristiginde kurumsal bir amag¢ i¢in mi kullanacak yoksa sahsi
menfaat elde edebilir mi? Onlenmesi icin seffaflik veya hesap verebilirlik gibi birtakim
careler araniyor. Ozellikle bankacilik sektoriinde ¢ok hassas bir konu, ben banka teftis
kurulundan geliyorum, mutlaka aradigimiz sey ikili kontrol mekanizmast ve iiglii
mutabakat dedigimiz sey de fiziksel olarak sanal ortamda ve tiglincii taraflar igin igine
girdiginde kredi alanlar agisindan bunlarin haberinin olmasi olast hirsizlik vakalarinin
onlenmesi, kayiplarin onlenmesi agisindan 6nem tasimaktir. Kurum kiiltiirii igerisinde
ahlaki yonden kisilerin farkindaliklar1 artirilirsa, siber giivenlik agisindan risklerin
indirgenmesi saglanabilir. Etik liderlik, kurum kiiltiiriniin yayginlastirilmasi,
giiclendirilmesi bunun gdstergeleri var tabii. Etik konusu dyle bir konu ki, yoklugunda
dedigim gibi digerlerinin hi¢bir 6nemi kalmiyor, milyonun Oniindeki bir gibi
diistintilebilir, o biri aldigin anda o kadar ¢ok sifirin olsa o kadar ¢ok yetkinligin olsa da
hi¢bir kiymeti yok. Kurumsal yap1 itibari ile bu temeli saglayanlar ve bunu da bir
gliclendirici etki olarak sosyal sorumluluk projeleri ile faaliyetleri ile destekleyenlerin

cok bagarili oldugu yoniinde literatiirde bulgular var.

Panelist 14- Etik kurallarin her bir is kolunda ve organizasyon tiiriinde 6nemli ve gerekli
oldugu bilenen bir gercektir. Bununla birlikte, ozellikle kritik, karmasik ve biiylik
organizasyonel yapilarda en kii¢iik operasyon biriminden en iist yonetsel birime kadar is
siireclerinde kontrol agamalarinin olabildigince bagimsiz, seffaf ve hesap verebilir sekilde

tasarlanmasina ihtiya¢ bulunmaktadir.



Bankalar, bu hususlarda normal ticari isletmelerden daha siki bir sekilde mevzuatsal
olarak diizenlenmis ve bir¢ok ilave yasal yiikiimliiliikklere tabi kilinmislardir. Bunun en
onemli sebeplerinden birisi bankalarin ticari bir kurulus olmalarmin yaninda kamusal
nitelikte kritik bir hizmeti yerine getirmelerinden kaynaklanmaktadir. Bu nedenle, bir
giiven kurulusu olan bankalarin etik kurallar ile organizasyonel faaliyetlerine ek olarak
gerek i¢ denetim gerek bagimsiz denetim ve kamu denetimi anlaminda birgok farkli
tarafca denetlenmektedir. Bankacilik sektoriinde siber giivenlik islemlerinin ayri bir
mevzuat ve detayli kural setlerinin bulunmasi da bu konuda iilkemiz agisindan konunun

ne kadar hassas olarak ele alindiginin bir gostergesi olarak degerlendirilebilir.

Panelist 15- Etik pratik bir tanim olarak su demek, hakliy1, dogruyu, iyiyi ve adil olan1
yapmak demek. Etik kurallar dedigimiz zaman, {i¢ sistem vardir en tepede degerler vardir,
degerlerin altinda ilkeler vardir, ilkelerin altinda kurallar vardir. Etik kurallar dedigimiz
zaman temelde degerlerinizi belirlerseniz ne olabilir bu diiriistliik olabilir, degerler de
cesitli sekilde siniflandirilabilir, kurumsal yonetim degerleri vardir, temel degerler vardir,
bu degerlerden de birtakim ilkeler ¢ikar, mesela diirtistliik degerdir, bunun altinda 6rnegin
yalan sdylememek bir ilkedir. Bunun altinda da davranis kurallar1 ¢ikar, bu mantik i¢inde
zaten cerceve olusur, temelde tepede bir deger vardir, bir kurumun 6rnegin yedi sekiz
tane degeri vardir, bunun altinda da ilkeler vardir, bunun altinda da yap yapma seklindeki
davranig kurallari, mesela hirsizlik yapma, buradan da degerler ilkeler bu sekilde olusur.
I¢ denetim temelde bir kuruma deger katmak amaci ile o kurumun basta ilkeleri,
prosediirleri, kurumsal yapis1 ve her seyden once kontrol mekanizmasi, ¢linkii kontrol
mekanizmasini i¢ denetim kontrol eder, ikisi birbirinden farkli miiesseselerdir, kontrol
mekanizmasinin ¢alisip ¢alismadigini, kuruma deger katmak amaciyla sistematik bir

sekilde incelemek olarak tanimlanir. Burada onemli kavramlardan bir tanesi deger



katmak, digeri de sistematik inceleme. I¢ denetimin iginde giivenlikte var, siber giivenlik
de ¢ok dnemli alanlardan bir tanesi, siber giivenlik de ¢ok kaba bir tanim ile bir kurumun
bilgi isleme iligkin, bilgi giivenligine iliskin sistemlerini kontrol edilmesini, tehditlere
kars1 korunmasini saglayacak bir sistem olarak tanimlayabilirim. Burada sizma testleri
ornek verilebilir. Kritik bilgilerin korunmasina temelde siber giivenlik denilebilir. Bilgi
teknolojileri giivenligi aslinda, i¢ denetimin kontrol etmesi gereken alanlardan bir tanesi.
Bilgi teknolojileri tarafinda da denetim kismi var, yeni gelisen bir alan, dolayisiyla ¢cok
bilinen bir alan olmadigi i¢in denetlenmesi zor. Ancak, ¢ok detaylarin bilinmesi de
gerekmiyor, bilgi teknolojilerinde nelerin denetlenecegini bilmeniz yeterli olabilir.
Benim kendi agimdan kontrol listem var, 6rnegin sifreler giivenli bir sekilde nerede
saklaniyor, simdi yedek alintyor mu, bunlarin hepsi bilgi teknolojileri giivenligi ile ilgili
kisimlar. Sonugta, denetleyecek kisinin yedeklemenin nasil yapildigini bilmesi
gerekmiyor, ama denetcinin sifre gilivenliginin saglam olup olmadigin1 veya
yedeklemenin yapilip yapilmadigini bilmesi gerekir ya da firewall kullaniliyor mu.
Kisaca, bilgi giivenligini denetleyecek kisinin bu konularda ¢ok uzman birisi olmasi
gerekmiyor, yalnizca bu konularda dogru sorular1 sormasi gerekiyor. Yani, onemli olan
dogru sorularin sorulmasidir. Tabi bu aldiginiz yanitlarda sizi yaniltiyor olabilirler,
bunlar1 da kontrol etmek i¢in bir takim teknik bilgilere de sahip olmak lazim. Aslinda
Ozetle, denetciye bilgi islem konusunda yetkinlik kazandirilabilir ya da bilgi islem
konusunda yetkin bir kisiye denetci rolii verilebilir. Iki yontem de kullanilabilir, bana
gore bir i¢ denetim ekibinde hem bilgi islem konusuna vakif i¢ denetgiler olmali hem de
i¢ denetim konusunu bilen bilgi islem alaninda uzman kisiler olmalidir. Bilgi teknolojileri
denetimi bir uzmanlik alan1 ama dedigim gibi ille bilgi islem konusunda uzman olmak

gerekmiyor, siz bir denet¢i olarak, denetgilik c¢linkii bir tekniktir, neyi, nasil



denetleyeceginizi sorular ile mantik ile kapsayabilirsiniz, uzmanlik gerektiren kisimlarda
konunun uzmanina da gidebilirsiniz, ama genel ¢ergeve ile bilgi teknolojileri konusunda
sorular ile alan1 kapsamaniz miimkiin. Etik agidan bakildiginda ise, 6rnek olarak denetim
sirasinda elde edilen bilgilerin gizliliginin saglanmasi, ya da bilgileri elde edilme
yontemleri etik sorunlara neden olabilir. Aslinda, konu, i¢ denetimin etigi ve etigin
denetimi seklinde iki kisma ayrilabilir. Daha sonra, etigin siber gilivenligi ve siber
giivenligin etigi, i¢c denetimin siber giivenligi kullanmasi ve siber giivenligin i¢
denetimden yararlanmasi olarak incelenebilir. Ayrica, bir de li¢ 6genin kesistigi nokta
var, yani burada hem etik hem siber giivenlik hem de i¢ denetim var. Genel teknik hep
aynidir, i¢ denetim siber giivenlik ile ilgili fonksiyonlarin1 gergeklestirirken risk haritasini
cikartirsiniz, risk konusunu belirlersiniz bunun olma olasiligin1 belirlersiniz ve bunun
etkisini belirlersiniz. Ornegin sisteme oltalama saldirilar1 oluyor, bunun zarari ne kadar
ya da bazi vakalar bir defa olur ancak etkisi ¢cok biiyiik olur, bunlara kara kugu riskleri de
denir. Siber giivenlik acisindan depremin olmasi ¢ok nadir bir olaydir, oldugu zaman da
cok biiyiik zarar gorebilirsin, bu nedenle yedekleme ve bolge ¢esitlendirmesi yapmak

gereklidir. Her bir konu i¢in risk haritas1 belirlenir, ondan sonra bunlarin testi yapilir.

Soru 6-Size gore, organizasyonunuzda, etik kurallar, i¢ denetimin siber giivenlik
stireglerinde istlendigi rolii gerceklestirirken takip ettigi yontemler agisindan nasil

tanimlanmaktadir?
Panelist 1-

Bu etik kurallara uyum konusunda bir de bizim teftis kurulu bagskanligimizdan harig, i¢
kontrol miidiirliigiimiiz var aslinda bizim giinliilk olarak giivenlik tarafinda yer alan

fonksiyonlarimizda giinliik, haftalik, aylik kontroller ile devamli kontrol ediliyor zaten,



bunlarin tamamen aslinda herhangi bir icrai faaliyette bulunmayan kisilerden olusan
organizasyon, bir sikint1 olmasi halinde de bulgu olarak raporluyorlar, onlar da kendi

raporlamalarini yonetim kurulu seviyesinde yapryorlar.
Panelist 2-

Bir i¢ denetim ekibi, siber giivenlik ve bilgi giivenligi kapsaminda faaliyetlerini
stirdiiriirlerken, etik kurallara baglh olmak zorunda, biz denetimler gergeklestirilirken de
raporlama asamasinda da yine bu etik kurallardan faydalanarak bir rapor olusturulmakta,
sonrasinda siber giivenlik ekibi de bu konular ile alakali o ekibe geri bildirim vermekte,
bu islemleri yaptik, bu konular hakkinda ¢aligma sagladik, eksik olan noktalar1 belirledik
seklinde bilgilendirme yapilarak, tabi ki bu siireg, isletilirken her zaman etik kurallara

bagli olmak gerekiyor.
Panelist 3-

Denetgilerin aslina bakarsaniz birgok faktére bakma ve gérme haklar1 vardir, ama banka
tarafi gereksiz olan unsurlarin denetlenmesini engellemek icin, bizim de giivenlik
tarafinda bazi unsurlar1 denetlememiz kisitlanmakta veya su sekilde de agiklanabilir, bir
denetime basladiniz o denetim ile alakali alanlara giris yapmamz gerekti, bunlarin
hepsinde belli siireler dahilinde operasyon yapabilirsiniz. Ornegin, bir denetimin siiresi
iki giindiir veya ii¢ giindiir sadece siire kisitlar1 dahilinde denetimi gerceklestirebilirsiniz.
Siber giivenlik agisindan, bizlere ekstradan sorumluluk yiiklememek agisindan kontrol
noktalar1 organize edilmektedir. Yasalar cogunlukla teknolojideki gelismelerin arkasinda
kaltyor. BDDK’nin bilgi sistemleri iizerine olusturdugu yonetmeligin daha 6nceden
tasarlanmasi ve icra edilmesi gerekmekteyken, bu yoOnetmelik ancak gegcen sene

yayinlanabildi. Bu durumlarda ne oluyor oncelikle size su sekilde agiklayabilirim, her



denetime basladiginizda ilk olarak degisen ve gelisen sistemin arastirmasini
yapiyorsunuz, yani neler degismis ve neler yapilabilir, bazi temeller bulunmakta, ancak
bu temellerin iizerinde degisiklikler meydana gelmekte, yeni yazilimlar gelebiliyor, bu
cergevede tekrardan incelemeler ve arastirmalar yapiliyor, ilk basta denetim siireci bu
sekilde baglamakta. Ondan sonra sisteme tekrardan yeni 6grenilen kavramlar iizerinden
kontrollere baglaniyor. Sadece yasal mevzuat anlaminda degil, yasalar sadece belli bir

cergeveyi cizebilir, yasalarin temeline girilmesi gerekmektedir.

Panelist 4-

Soyle, biz aslinda, biraz daha proaktif olmaya calisiyoruz bu konuda, siber giivenlik ile
ilgili islemleri denetlemeden 6nce, bilgi giivenligi ile alakali denetlemeden 6nce, biz risk
degerlendirme calismalar1 yapiyoruz bu risk degerlendirme calismasinda da aslinda bir
kontrol 6z degerlendirme yontemi kullaniyoruz, bu kontrol 6z degerlendirme yonteminde
tiim st diizey yOneticiler ile goriisiiliiyor ayrica, GRC modiilii var Archer GRC modiilii,
bunla da bir yoneticilere anket gonderiyoruz, bu anketlerde tiim paydaslar bize risk
degerlendirmesi Oncesi bilgi sunuyor, bu bilgileri biz degerlendiriyoruz ve bu bilgileri
degerlendirdikten sonra yapacagimiz denetimleri, hangisine 6ncelik verecegimizi mesela
siber gilivenlik olay1 biz de hep riskli ¢ikiyor neden belli organizasyon yapimizin ya da
bunla ilgili kontrollerin zayif oldugu i¢in degil, gelismekte olan biiyiik bir alan oldugu
i¢in, biz organizasyon icerisinde buna oncelik veriyoruz, yiiksek risk alani olarak ifade
ediyoruz bu kismi, hem paydaslardan bilgi aliyoruz, hem ge¢mis denetim kanitlart hem

bilgi sistemlerinin alt yapisini kullanarak, bu sekilde bir planlama gerceklesiyor.

Panelist 5-



Aslinda olmas1 gereken bir siire¢ bir prosestir bu ve her kurum veya her altyapiya gore
bu degisiklik gdsterebilir, ancak biraz dnce bahsetmis oldugum cergceve kapsaminda, her
ilgili ekip veya her ilgili birimin kendi gorevler ayriligi matrisine gore siireglerin
isletilmesi olmasi1 gereken ve siirecin de genel olarak tiim siireglerin de ilerlemesi
asamasinda olmazsa olmazdir veya zorunludur diyebiliriz. Tabi ki iyilestirme konusunda
eksikler olabilir, bu her kurumda da vardir, bunlar da o sorunlar1 gériip analiz edip, gerekli
aksiyonlar1 alip bu etik kavramimi daha da genisletip ve kontrollii bir sekilde

denetlenebilir hale getirmektir.
Panelist 6-

Aslinda biraz insan kaynaklari (IK) biraz i¢ denetim tarafina sormak daha faydali olabilir
ama, simdi bizim etik kurallarimizdan kastim politika ve prosediirlerimiz IK’nmn
hazirlamis oldugu etik kurallar ile ilgili dokiimanlarimiz. I¢ denetim de zaten bunlara
uyulup uyulmadigi ile ilgili ¢aligmalar ve incelemeler yapiyor. Herhangi bir ihlal olayinda
da gidiyor kisiye 6zel sorusturma yapiyor ve dedigim gibi disiplin siireci buna gore
isliyor. Yeterli mi degil mi derseniz eger, ben bilgi giivenligi olarak baktigimda benim
acimdan yeterli. Ama, yani dis diinyanin, siber giivenlik anlaminda sagladig1 her gegen
giin artt1i81, calistigim bankay1 diisiindiigiimde, ¢alisti§im banka c¢ok insancil bir banka,
hatta biz de insan kaynaklar1 midiirliigii degil insan kiymetleri miidiirliigii yer almakta.
Orada belki, ilerleyen zamanlarda daha sert yaptirimlar yapilmakta fayda olabilir. Yani
benim etik kurallarima uymayan ¢alisanlarin, uymama durumunda, i¢ denetim
ekiplerimin yaptig1 incelemeler sonucunda yapmasi gereken calismalar belki isten
cikartmaya kadar gidebilecek seyler olabilir diye diigiiniiyorum. Bu benim yorumum,
ama. Ben yani hani, isten ¢ikarmak ¢ok acimasiz bir sey ama, yani etik kurallar bir¢ok

senaryoyu atlatiyorsa kisi, uymuyorsa, yapacak bir sey yok. Yani etik kurallar i¢ kontrol



icin yeterli midir degil midir sorusu, yani tabi i¢ kontroliin buna cevap vermesi lazim ama,
yeterli diyebiliriz. Takip edemiyor tam olarak ¢ilinkii kaynaklar1 yok, benim su anki zaman
diliminde, bugiin yaptigim bir toplantiy1 6rnek verecek olursam, i¢ denetciler de bu
dediginiz c¢alismay1r yapacak BT goziiyle bakiyorum, silire¢ denetgisi goziiyle
bakmiyorum, kaynak yetersiz oldugu i¢in, sizin dediginiz bu kadar kapsamli bir ¢alisma
maalesef yapilamiyor. Eksikler var. Kaynak olsa zaman olsa, konsantre olsalar belki daha
cok yapacaklar. Birini yapiyorlar, digerini birakiyorlar. Benim BT denetgilerim su anda,
sizin demis oldugunuz gibi biitiinsellik sudur budur vesaire, bunu yapmaktan ziyade,
BDDK’nin uy demis oldugu COBIT yonetmelikleri ve yeni yayinlamis oldugu
yonetmeligi uyumla ilgileniyor o uyumla da ilgilenirken siber giivenlik tarafinda geliyor
bana, o biitlinsellik kisminda belki sey olabilir, benim zaman damgali bir sekilde loglari
tutuyor olmam gerekiyor ya, kim ne zaman sisteme baglanmis, kim ne zaman veri
tabanina girerek veriyi degistirmis, bunlar1 ben tutuyorum bilgi giivenligi olarak. Ya da
iste, Ahmet kullanicis1 yetkili bir kullanict degilken, gitmis bir sisteme baglanmaya
calismis, bunu da ben tutuyorum, burada benim tuttuklarimi kontrol ediyor. Ama dedigim
gibi, bu bdyle her giin i¢ denet¢iler milkemmel denetimler yapiyor anlaminda da degil.
Diizenli ve yapabildikleri kadar yapiyorlar kaynak sikintisindan dolayi. Biit¢enin
diizenlenmesi lazim, Tiirkiye’deki giivenlik alanindaki kaynaklarin hem denetgi
kaynaklarimin hem bilgi giivenligi kaynaklarmin artmasi lazim, ¢cok yeni bir alan, yani bu
alanlar, eleman alindiktan sonra, elemanin igeride tutulmasi i¢in tecriibesinin artmasi igin
gerekli iyilesmelerin yapiliyor olmasi lazim, yani mesela bir tane denet¢iniz varsa BT
siire¢ denetiminde biitiin is onun {lizerine yiiklendiyse, istenilen kalitede denetim
yapilamayacaktir. Dolayisiyla, kaynak sayis1 artmali, kaynak sayisi arttiktan sonra, o

kaynagin egitimleri ile ilgili ¢aligmalar yapilmali, kendini gelistirme kisminda, egitim



aldirmal1, belki gelip denetleyecegi ekiplerin kullanmis oldugu uygulamalar ile yapmis
oldugu calismalar1 gidip belki aylarca onlarin yaninda durarak inceleyerek 6grenmeli.
Sonra da bu ¢alisanlar olgunlastiktan sonra, piyasa avantajindan dolay:1 baska yerlere
gitmemeli, iste daha iyi maas daha iyi sart vesaire gibi, bankada kalmasina yonelik
caligmalar yapilmali. Etikler yeterli mi diyorsunuz, evet etikler de siirekli bir dongii
icerisinde ilgili paydaslar ile birlikte konusularak diizenlenmeli. Yani icerideki veri disar1
¢ikmasin ve kot niyetli kisiler bu veriye ulasmasin, calisanlar da rollerini ve
sorumluluklarin1 bilsinler, bu farkindalikta olsunlar, bankanin biitiin bunlar1 koruyacak
bir etik kurallar1 diyorsunuz siz, ben biraz daha genis agiyorum, etik deyince de iste bir
firmayla calisirken ahbabin olmasin hediye kabul etme gibi seyler akla gelir ama, sizin
anlatmaya calistiginiz sey bizim politika ve prosediirlerimiz bilgiyi paylasma, paylasirken
yetkiyi aragtir gibi seyler, bunlarin yeterli olmasi. Denet¢i arkadaslarin belki manuel

kontroller degil de sistemsel kontrolleri daha ¢ok yapiyor olmasi fayda saglar.

Panelist 7- Aslina bakarsaniz organizasyonumuzda etik kurallar tanimlanmiyor, yani
eksik taraflardan bir tanesi de bu, ¢ok sozlii bir sekilde tanimlaniyor ve de insanlar da
zaten yapacaklar1 denetgiler 6zellikle bankadaki en giivenilir kesim gibi goriildiigiinden
ve gercekten de dyle oldugundan dolay1 hani bu etik kurallarin tizerinden tek tek gecmeye
ithtiya¢c duyulmamakta. Ama, yani biz tam olarak hangi sartlarda olustugunu bilmiyorum
tabi ama yurtdisinda insanlar bu sebeplerden islerini kaybediyorlar. Yani yapmamasi
gereken bir sorgulamay1 yaptigi i¢in veya dogrudan isi ile alakali olmadigi i¢in fazladan
bir satir oldugu i¢in mesela islerini kaybedebiliyorlar. Bu baglamda, bu kadar kesin bir

etik kurallar tanim1 yok, bankada.

Panelist 8- Siber giivenlik ile ilgili aksiyon alinirken mesela bir bankanin siber giivenlik

ile ilgili gorevli birimleri aksiyon alirken mutlaka sey yapmalilar kisisel ¢ikarlar1 goz ard



etmeliler mesela burada siber giivenlik ile ilgili karar alacak olan is birimleri ile mesela
kurumun i¢inde IT’den sorumlu bir boliim var, ekip var, yonetici var, is birimleri var bir
de siber giivenlik birimi var. Simdi, her birimin aslinda hedefleri farkli, siber giivenlik
birimi istiyor ki bankanin, kurumun, sirketin ya da bilgileri ¢calinmasin, hacklenmeyelim,
giivenli olalim ama diger is birimleri sunu istiyor, siirekli biz disartya agilalim, yeni
musteri alalim, hani onlarda sirketin para kazanmasi i¢in birtakim aksiyonlar almak
istiyorlar, yeni yeni kapilar agiyorlar belki dig diinyaya, dis internete bu karlilig1
artirabilmek i¢in simdi burada karsilikli bir ¢atigsma oluyor aslinda, yani diger i birimleri
miimkiin oldugunca farkli risk alirken, siber giivenlik tarafi da miimkiin oldugunca riski
azaltmaya calistyor, simdi bu iki fonksiyon ayni kisiye bagli olursa yani hem risk
tistlenmek isteyen IT tarafi, i birimleri, hem de riskleri bertaraf etmek isteyen bilgi
giivenligi tarafi ayni kisiye bagl olursa bir ¢ikar ¢atismasi olur o zaman ilgili yonetici
daha cok kar elde edebilmek icin belki daha yiiksek siber risklere maruz kalip sirketin
ileride siber giivenlik anlaminda kotii bir sey gelmesine neden olabilir, bu yiizden, siber
giivenlik birimlerinin de bagimsiz, 6zerk yapida olmasi lazzim kurum iginde. Yani
dogrudan, iste pazarlama, satig faaliyetlerini yiiriiten ekiplere bagh degil, IT
operasyonlarindan sorumlu ekiplere bagl degil de bagimsiz olmali etik olarak. Bunu

sOyleyebilirim.

Panelist 9- Bizde simdi sdyle bir sey var, zaten bizde bilinmesi gereken diye bir prensip
var, biz ona need to know diyoruz, bu gorev tanim1 disinda tanimlanmais yetkileri gésteren
uygulamalarda da kullandigimiz rol bazli sistemimiz var. Zaten higbir personelin yetkisi
olmayan bir role atanmasi s6z konusu olmuyor, yetki verilirken onay alinmasi gerekiyor.
Onun disinda yapilan zaten ne kadar islem varsa bunlarin yollart mevcut ve bunlar

devamli gozden gegiriliyor. Eger biraz O6nce bahsettigim gibi yetkisi olmadigi halde



verilere erismeye ¢alisan ya da bir sekilde anormal igler yapan varsa personelimiz bunlar
ile ilgili etik olmadig1 degerlendirildiginden bunlarla ilgili inceleme baslatiliyor. Bunun
icinde siber giivenlik de var, biitiin banka personeli bir sube calisan1 da olsa siber
giivenlikteki miidiir de olsa yetkisini asan aktivitenin iginde yer aliyorsa, Bankanin etik
politikasina uygun olmayan faaliyetlerde bulunuyorsa zaten onlar1 tespit edip teftis
kuruluna bildiriyoruz. Zaten teftis kurulunun da yaptig1 bu tiir rutin denetimler var. Bir

de teftis kurulu i¢ denetim demektir.

Panelist 11- I¢sel bir bilgi oldugu i¢in net bir bilgi paylasamamaktayim.

Panelist 14- Bir dnceki soru cevabinin igerisinde belirtilmistir.

Soru 7- Kurumunuzda, siber giivenlik yonetiminde yer alan yasal gergevenin ve

uluslararasi standartlarin gozetilmesi siireclerinde i¢ denetim nasil bir rol istlenmektedir?
Panelist 1-

Mevzuat anlaminda, yasal standart, iceride, Tiirkiye’deki diizenleyici kurumlar
anlaminda mevzuati bilgi giivenligi miidiirliigii olarak biz takip etmekteyiz. Iste en son
Cumhurbagkanligi Dijital Doniligiim Ofisi’nin yaymlamis oldugu bilgi giivenligi ve
iletisim rehberi var, dedigim gibi BDDK’nin bankalarin bilgi sistemleri ve elektronik
bankacilik hizmetleri hakkinda yonetmelik var, zaten bu yonetmelikler ilk ¢iktig1 anda
bize mevzuat ve uyum baskanligimizdan gelmekte, biz oradaki kontrol noktalarini is
siireclerimize yansitmaya c¢alisiyoruz, denetim fonksiyonu agisindan bakildiginda teftis
kurulu bagkanligimiz da bu i¢ standartlara ve uluslararast1 mevzuatlardan baz alinarak
olusturulmus olan kontrol listeleri lizerinden denetimlerini gerceklestiriyorlar, denetimler
sonucunda ortaya ¢ikan bulgular varsa da bunlar yillik olarak ydnetim kuruluna

raporluyorlar, alt1 aylik periyotta da izleme fonksiyonunu gergeklestiriyorlar.



Panelist 2-

Hem ulusal hem de uluslararasi anlamda siber giivenlik siire¢lerinin degerlendirilmesi ile
ilgili birgok kurum ve prosediir var, bunlara 6rnek olarak bahsetmem gerekirse,
bankacilik sektorii icin konusacak olursam, sonugta g¢alistigimiz kurum bir banka ve
katilim bankasi, BDDK nin siireclerine tabi olan bir banka, BDDK nin bankalar ile ilgili
yaymlamis oldugu yonetmelik var, bu yonetmelik genelde, yildan yila veya ¢esitli
donemlerde giincellenebiliyor, bizim bu yonetmelige tiimii ile uymamiz gerekiyor banka
olarak aksi takdirde BDDK nin ¢ok ciddi yaptirimlar1 var kurumlara, ¢ok ciddi cezalari
var, 0zellikle bu yil itibari ile herhangi bir bulgu tespit ederse BDDK bankalarin siber
giivenlik aciklar ile ilgili, ¢cok ciddi cezai yaptirimlar uygulayabiliyor, sonrasinda sdyle
bir sey belirteyim, bir de uluslararas1 anlamda bilgi giivenligi ekibinin ve i¢ denetimin
sorumlu oldugu stiregler var, 6rnegin COBIT siireci, PSIDSS dedigimiz, ISO 27001
dedigimiz bilgi giivenligini gerceveleyen kural kiimeleri var, bunlar gibi birgok politika
ve prosediir yer almakta bunlara tiim bankalar ve finansal kuruluslar uymak zorunda

oldugu regiilasyonlar, bu sekilde aciklanabilir.

Panelist 3-

Uluslararas1 standartlar1 karsilamazsaniz eger bankalarin beraber calistigt bir¢ok
uluslararasi bankalar ve finansal kuruluslar mevcut ve hepsi sizden o yeterliligi bekliyor
sonugta, bu sebeple de bunu saglamak agisindan dikkatli olmaniz gerekiyor, ISACA
tarafindan olusturulan COBIT cergevesinin otuz dort ayri kriteri var, bu kriterlerin her
biri ayr1 ayr1 denetlenmekte, ITIL ve ISO 27001 c¢ercevelerine gore de sistemin
denetlenmesi gerekebiliyor. Ayrica, biraz 6nce bahsettigim gibi bunlarin haricinde, bizim
ayr1 denetimlerimiz de bulunmakta, sistem bazinda gerceklestirilen, aktif dizin denetimi

ayr1 yapilmakta, mesajlagsma sistemi denetimi ayr1 yapilmakta, bunlarla beraber sizma



testleri yapilmakta ve ayrica giivenlik aciklariin tespit edilmesi i¢in de denetimler icra
edilmektedir. DS5 agisindan ayr1 ve bilgi teknolojileri agisindan ayr1 olmak iizere yapilan
denetimlerimiz mevcut. Bizim y1l igerisinde denetimlerimiz gerceklesir, bilgi giivenligi
ile alakali olarak ve diger bankacilik siiregleri ile ilgili olarak, bunlarin haricinde
tekrardan gdzden gecirme siirecimiz bulunmakta, tekrar siire¢ ve bulgular kontrol edilir,
diizeltmelerin yapilip yapilmadigi, diizeltmelerin hangi asamalarda oldugu, bulgunun
kritikligine gore alinan aksiyonlar, bunlar tekrar kontrol edilir, tekrar birimler ile
goriisiiliir, tekrar cevaplar istenir, biitlin bunlarin sonunda da iist yonetime ve yonetim
kuruluna raporlama islemi yapilir. Yonetim kuruluna raporlamamiz yetmiyor bizim i¢in
bankalar tarafinda, ayrica bagimsiz denetcilerimiz oluyor, bagimsiz denetgiler ile
oncelikle kendi denetimlerini yapiyorlar hem bankacilik siirecleri hem bilgi sistemleri
tarafinda, kendi denetimlerini yaptiktan sonra, bizim yapmis oldugumuz denetimlerin
kontrollerini yapiyorlar ve ayrica BDDK murakiplar tarafindan da banka gozden
geciriliyor diyebilirim, son olarak biitiin bu denetim bulgular1 yonetim beyani olarak
BDDK’ya sunulmakta. Onceden de bahsettigim gibi, risk matrislerimizde risklerin
derecelendirilmesi yapilir, ikinci olarak da sadece bizim gdzetimimiz altinda degil banka,
bagimsiz denetciler de ayr1 denetimler gerceklestirmekte, bu sebeple kendinize gore
bizim sistemimiz ¢ok iyi bizim sistemimiz miikemmel diyemezsiniz hicbir sekilde ¢linkii,
bagimsiz bir gézetim de yapilmakta, bu sebeple elinizden geldigince o sistemin en iyisini
ortaya koymak zorundasiniz, zaten bankacilik sektorii ¢ok riskli bir sektordiir, yani
dedigim gibi parayla oynadigi i¢in, ¢ok kat1 da bir sektordiir, bu konuda kesinlikle affi da
yoktur boyle seylerde, ister istemez zaten belli bir diizeyin iistiinde denetim saglamak

zorundasiniz, ¢alistigim banka Tiirkiye’nin en biiyiik bankasi, en koklii de bankasi, dyle



olunca yillarin da bir deneyimi var burada yani sade birden olusan bir sistem degil, hepsi

asama asama kaydedilerek gelinen sistemler.

Panelist 4-

Swift denetiminden bahsetmistim size, mesela bu swiftin bir seyi var, swift kurumunun
getirmis oldugu miisteri glivenligi ile ilgili bir ger¢eve var, mesela biz bunu
duydugumuzda ya da bununla ilgili bir aksiyon alinmas1 gerektiginde i¢ denetim olarak
hemen aksiyon aliyoruz, bunun oncelikle bir egitimi alindi, sonra swiftin gercevesi
aliniyor, bunun hemen bir anda kontrol noktalarini olusturup denetimine basliyoruz, yine
uluslararasi ¢erceveler anlaminda, biz COBIT standartlarina yonelik denetim yapiyorduk,
simdi COBIT standartlarin1 yine bir kenarda da tutuyoruz, ¢iinkii bilgi sistemleri
yonetmeligi ile birlikte yeni maddeler geldi, COBIT 4.1 ile denetimlerin yapilmasi
istenmekteydi, BDDK bu sekilde belirtmekteydi, ancak simdi yeni maddelere gore otuz
adet, eskiden otuz dort COBIT alaniydi simdi otuz alana inmis oldu, biz sunu yaptik,
COBIT standartlar1 ile BDDK ydnetmeliklerini de eslestirdik, bdylelikle biitiinlesik bir
denetim ortaya ¢ikardik, hem standartlar ile i¢ iceyiz hem de BDDK’nin kurallarini kabul
ediyoruz, bdyle bir uyum asamasi yaptik, bunu denetim planimiza entegre ettik, akabinde
de yine bu yonetmelik kavramini, yonetmelik i¢erisinde denetgilerimiz CISA sahibi bizim
neredeyse tiim denetgilerimiz on tane bilgi sistemleri denetgisi var hepsi uluslararasi
sertifika sahibi, biz zaten yillikk egitim planlarin1 diizenleyip onlara egitimler
verdiriyorduk simdi yonetmelikte {i¢ y1lda bir yiiz yirmi saat geldi, hani bu tiir olaylar bizi
etkilemedi ¢iinkii uluslararas1 standartlar nezdinde zaten kurmustuk sistemimizi, bu

yonde de devam ediyoruz.

Panelist 5-



Toplantinin  baginda da belirttigim {izere, biz banka olarak Oncelikle BDDK
regiilasyonlarina tabiyiz ek olarak ayni sekilde ISO 27001 kapsaminda sertifikasyonumuz
oldugu i¢in ISO 27001 kapsamina da dahiliz, ayn1 zamanda COBIT DS5 maddesindeki
altyap1 operasyonlarinin isletilmesi maddesine de tabiyiz, bir bagimsiz denetim veya i¢
denetimler, siber giivenlik veya bilgi giivenligini denetledigi esnada bu kabul gérmiis
kontroller tizerinden bizi denetlemektedir. BDDK’nin bankalar birligi kapsaminda var
olan regiilasyonlar1 ve maddeler kapsaminda bagimsiz firmalar gelip bizi
denetlemektedirler. Tabi oldugumuz genel olarak Tiirkiye’deki bankalar1 6rnek verecek
olursak, BDDK’nin regiilasyonlaridir, ek olarak da ISO 27001 kapsami veya COBIT in
DS5 maddesindeki kontrol noktasini adresleyebiliriz. Buna ek olarak da, teknik olarak da
biraz daha detayl bilgi vermem gerekirse, biz teknik olarak, her alanin global olarak da
kabul gormiis platformlarindan beslenmek zorundayiz, ornegin bir giivenlik testi,
penetrasyon testi yapildigi zaman Open Web Application Security Project (OWASP) Top
10 tizerindeki kontrolleri uygulamak gerekir, bu aym1 zamanda SysAdmin, Audit,
Network and Security (SANS) veya diger global olarak kabul gérmiis kontrol listelerini
uygulamamiz gerekiyor ki gercekten yapilan test hem kiiresel olarak hem de ulusal olarak
da kabul gorebilsin. Bir de ayni zamanda log tarafinda da kiigiik bir 6rnek verecek
olursak, bunlarin mesela bizim hali hazirda Security Incident and Event Management
(SIEM) tarafinda regiilasyonlar kapsaminda ¢aligmalar: yliriitiiyoruz ancak teknik olarak
bazi aksiyonlarin veya bazi kural korelasyonlarinin bazi standartlar ¢ercevesine veya
regililasyonlara tabi tutulmasinda biiyiik fayda vardir, ¢iinkii bunu adresleyip, referans
gdsterebilmek i¢in bunlar cok énem arz etmekte. Ornek verecek olursak SIEM tarafi igin,
Mitre Attack ¢ergevesi mevcuttur, orada belirlenen bir ¢ergeve vardir, bunu global olarak

da tiim bankalar veya tiim kurum kuruluslar bu tiir ¢ercevelerden beslenerek kendi



altyapisin1 daha giivenli ve giiclii hale getirirler. SIEM aslinda log management degildir,
log management kismi sadece loglarin yonetildigi kisim. SIEM ise sadece log
management olarak kabul edilemez, c¢linkii orada analizlerin yapildigi, loglarla
eslestirildigi, pars edildigi ve onlarla birden fazla yerde eslestirme yaparak, kural
korelasyonlarinin olusturuldugu bir yapidir. Ornegin, bir sunucu iizerinde herhangi bir
yazilim ulastig1 anda, ben bu zararli yazilimin kaynagini bulup, biitiin banka altyapisinda
loglarina bakarak bununla ilgili bir isim eslesmesi oldugu zaman analiz iiret, bunun
tespitini yap veya 0rnegin bir sunucuda besten fazla yanlis deneme oldugu zaman bunun
alarmin1 liret ve bunda brute force attack gibi olaylar gibi degerlendirilebilen ¢ok biiyiik
bir mekanizmadir. Ben sahsen bir bilgi gilivenligi uzmani olarak da SIEM log
management denmesine karsiyim, ¢iinkii SIEM ¢ok biiyiik bir diinyadir, log management
onun sadece kiiciik bir pargasidir, aslinda birlesenlerinden biridir. IBM Q Radar, Splunk
ve Microfocus R side en ¢ok bilinen SIEM firiinleridir. Ulusal Siber Olaylara Miidahele
Ekibi var, burada tiim bankalar ile ilgili bilgileri toplayip aslinda bilgi toplamak degil de
Oornegin simdi siz bir bankasiniz, siz bir banka olarak kendi kapsaminizda analiz
yapiyorsunuz, siber istihbarat platformlarindan besleniyoruz, ve bunlar i¢in gerekli
aksiyonlar1 aliyorsunuz, ancak USOM, SOME dedigimiz taraf ise birgok bankanin
entegre oldugu bir yer, USOM tarafinin bir uygulama araci bir platform vardir, o platform
tizerinde de gerekli bildirimleri yapabiliyorsunuz ve gergekten de onlar gerekli
durumlarda hizli bir sekilde aksiyon aliyorlar, soyle daha rasyonel bir ifade verebilirsem,
Ornegin size bir oltalama saldiris1 oldugu zaman siz o oltalama saldirilarinin gelen mail
adreslerinin Tiirkiye’de veya globalde engellenmesini istiyorsunuz, var olan kendi hizmet
aldiginiz platformlarda da bunu engellemeye c¢alisiyorsunuz ama ek olarak da Siber

Istihbarat Platformu (SIP) dedigimiz bir ara platform var oraya kullanici bilgilerinizle



giriyorsunuz, USOM’a diyorsunuz ki boyle bir oltalama yapildi benim bankamda
bankamin domain adresi var, liitfen bunu kaldirin diye, USOM’da bu sekilde aksiyonlar
aliyor. Tabi, bu silire¢ pandemiden dolay1 bayagi geride durdu, pandemiden onceki
durumlarda yilda iki veya ii¢ defa toplanti oluyordu ama, bu toplantilarin ben sahsen o
toplantilarda bunu izah etmistim, bu toplantilarin daha sik olmasi gerekiyor ve gergekten
bilgi aligverisinde bulunulmasi gerekiyor. SOyle bir sey oluyor, 6rnegin herhangi bir
bankada zafiyet oluyor veya bilgisayar korsanligi durumu oluyor, tabi dogal olarak da
USOM’a bildirilmiyor hem prestij hem de diger ¢ekincelerden dolayi, bu tiir bildirimlerde
hemen hemen tiim bankalar biraz daha geri planda duruyor, kendi i¢inde ¢ézmeye
calistyorlar bu gibi durumlari, tabi kimse istemez bdyle durumlarin olmasini, bu konu ile
kendi goriisiim ise, USOM ve bankalar arasindaki bu iligkinin daha siki ve siirekli olmasi
gerekiyor. Bu baglamda, banka, USOM ve Bilgi Teknolojileri Iletisim Kurumu (BTK)

tarafinin daha giiclii olmas1 gerekiyor.
Panelist 6-

I¢ denetim COBIT 4.1°¢ uyum kapsaminda denetim calismalar1 yapryor, ¢iinkii BDDK
bizim COBIT 4.1’¢ uymamizi istiyor, COBIT 4.1’de uluslararasi bir standart,
biliyorsunuzdur belki bir ¢ergeve, COBIT 5 ¢ikti, COBIT 2019 ¢ikt1 ama BDDK hala
bize bankalara COBIT 4.1’e uyacaksin diyor. IT nin siire¢lerinin olusturulmasi ve kontrol
edilmesi i¢in olusturulmus olan bir standart, i¢ kontrol ekiplerimiz bizi COBIT 4.1’e gore
her sene denetliyorlar. COBIT 4.1’in otuz dort tane siireci var, en az on yedi tane yirmi
tane siireci mutlaka i¢ kontrolciiler denetliyor ve burada bulgu yazip, bulgular ile ilgili
aksiyonlar takip ediyorlar onun disinda bizim bankamiz ISO 27001 sertifikas1 var, i¢

kontrol ekibindeki arkadaslar ISO 27001 kapsaminda da kontroller yapiyorlar, bir de



BDDK’nin yonetmelikleri var, i¢ kontroldeki arkadaslar BDDK yonetmeliklerine uyum

kapsaminda da ¢alismalar yapiyorlar.

Panelist 7-

Dedigim gibi daha evvelden de konustugumuz gibi, burada gozetim siireci dedigimiz sey,
var olan adimlarin is adimlarinin siber giivenlik ile alakali atilmasi gereken is adimlarinin
ve bu adimlarin nasil kontrol edildiginin uluslararasi kurallara Tiirkiye mevzuatina ve
kurum kiiltiirtine uyumu ile alakali bir calisma, denetim yapmak oluyor ve bu baglamda
da biz herhangi bir sey olursa tabi belli bir seviyenin lizerinde ¢ok kiiciik seyler bazen g6z
ardi edilebiliyor ama, belli bir seviyenin {lizerinde bir kontrol eksikligi varsa yapilan iste
bunlar1 raporlamak, yonetim kuruluna raporlamak seklinde bir gézetim yapiyoruz ve i¢
denetim aslina bakarsaniz tiim altyapiya hakim durumda tiim altyap: ile alakali
denetimleri her sene belli bir diizeyde yerine getiriyor diyeyim burada hani IT
miifettiglerinin is tanimlarinin birazcik sadece IT ile alakali olmamasi s6z konusu oldugu
icin biraz isglicii kayb1 var orada ama, genellikle tiim BDDK isteklerini yapmaya
calistyoruz ve bu kapsamda da gozetim fonksiyonu dedigimiz sey tiim yapilan
denetimlerdeki eksiklikleri yonetim kuruluna raporlamak seklinde gerceklesiyor. Bizzat
zaten, ISO 27001, ISO 22301 yani is siirekliligi, sistem stirekliligi, bilgi giivenligi ve
COBIT, NIST gibi referanslar olsun bunlarin bizzat kontrollerini ilgili denetim
gerceklesiyorsa eger ilgili miifettis yapiyor, denetim tarafi yapiyor ve direkt olarak
gbzetimi biz yapmis oluyoruz, yani hangi miifettis oraya gittiyse o konu ile alakali alinan
kararlarin ve yapilan uygulamanin uluslararas1 kurallara uygunlugunu Tiirkiye’deki
mevzuata uygunlugunu bizzat biz gozetliyoruz, bu anlamda bu isin tek mercii de IT
miifettisligi gézetim anlamindaki tek mercii IT miifettisleri oluyor bizim yaptigimiz rapor

da direk olarak yonetim kuruluna sunuldugu i¢in ¢ok etkili oluyor o bakimdan yani hani



herhangi bir subede yaptiginiz rapor yonetim kurulu tarafindan direk olarak bakilmryor,
sadece tiim raporlar birden faaliyet kapsaminda onlarin Oniine sunuluyor yonetim
kurulunun 6niine subelerde yapilan ii¢ aylik ¢aligmalar geliyor, ama siz gidip firewall
denetiminde bir sey bulduysaniz direkt olarak yonetim kurulunun 6niine sunuluyor bu
yiizden de siber giivenlik ile alakali gozetim bizzat bizim tarafimizdan bizim kanalimizda
yonetim kuruluna aktarilmis oluyor. Bizde bir i¢ kontrol var bir miifettis var, miifettis ic
denet¢i oluyor, i¢ kontrol BDDK kavramlar1 kapsaminda, miifettis gibi farkli bir birim
oluyor. Dedigim gibi, belli bir temeli var bu isin, ¢linkii 6zellikle IT miifettiglerinin
konumlandirilmast yani siireg teftisi denilen sey, bizde siireg teftisi ile IT miifettisi sanki
ayn1 seymis gibi algilanmig, onun i¢in 2007°den beri on dort yildir siire¢ miifettisi olarak
adlandiriliyoruz biz ben 2015’ten beri buradayim ama, daha evvelinde de o sekildeymis,
stire¢ miufettisi esittir IT miifettisi diye bakiyorlar, birincisi bu yanlis ama bankada siireg
teftigleri her zaman herhangi bir sube denetiminin daha iistiinde olmustur ve de buradaki
siire¢ teftisinde direk olarak birimler ile kurulan iletisim olsun kendi genel miidiir
yardimcimiz da teftis kurulu bagkani ve yonetim kurulu ile kurulan iligki dogru ¢alisiyor
bankada. Aslina bakarsaniz konumlandirma dogru yani oradaki mekanizma dogru
tanimlanmis ben diger bankalarda bunun 6zel bankalarda ozellikle daha da giiglii
oldugunu diistiniiyorum. Genel olarak BDDK ’nin kurmaya ¢alistig1 bu fonksiyon yerinde
yani boyle birtakim miifettislerin olmas1 gidip bizzat IT denetimi ve siber giivenlik ile
alakali kontrolleri yerinde yapmalar1 ve bununla alakali raporlarini direk olarak yonetim
kuruluna sunabilmeleri tam olarak bence olmasi gerektigi gibi tanimlanmis ve de diger i¢
denetgiler de zaten sizin varhiginiz1 biliyor ekiple beraber c¢alistyorsaniz karma yani
entegre bir denetim yapiyorsaniz birbirinize dedigim gibi yani. Diyelim ki kurumsal

krediler ile alakal1 bir denetim yapiliyor siz altyapi ile alakali sorgulamalar yapiyorsunuz



IT miifettisi olarak diger i¢ denetgiler de siireg ile alakali kontrol eksikliklerine bakiyor,
burada tanimlanmis bir temel var ama her zaman bankada dogru isliyor mu o noktada da
iste IT miifettisinin sadece IT ye odaklanmasi siire¢ miifettisinin veya idari miifettisin ise
stirece odaklanmasi ve bu ikisinin iglerini ayr1 ayr1 yaparak sonucu beraber raporlamalari
daha dogru bir yontem olurdu, bankada anlagilmayan sey bu oluyor yani IT nin siiregten
ayrilmasi gerektigini bir yerde yapilan is bakimindan, rapor olarak olmasa da yapilan is
bakimindan ayrilmasi gerektigini anlamalar1 lazim tabi hangi bankada bu sekilde ise eksik
ise bu sekilde anlasilmasi lazim ki IT miifettigleri kendi bilgi birikimlerini de hem
gelistirebilsinler hem de tam olarak ilgili alanda siber giivenlik alaninda denetimlere daha
iyl odaklanabilsinler. Bilgi teknolojileri miifettigleri sadece siber giivenlige odakli bir
denetim yapiyorlarsa siber giivenlik konularindan bir tanesi ile alakali bir denetim
yaptyorlarsa zaten diger bankacilik siireclerine hi¢ karigsmiyorlar bu yiizden yaptiklar tek
sey kendi birikimlerini ve bilgilerini tek bir alanda islemek oluyor yani siber giivenlik
alaninda artik hangi siber giivenlik alani ise o bu alanda ¢alismak oluyor ve bu baglamda
da bizim yazdigimiz sey direk olarak ilgili mekanizma tarafindan taniniyor ve dogru
sekilde dogru kanalla dogru yere ulasiyor o konudan tamamen belki Tiirkiye’de en iyi
yapan bankalardan bir tanesidir. Devlet bankasi olmasindan dolayr bulgunun dogru
makama iletilmesi hususunda ¢ok hassas davranilmaktadir. Konu ile alakali sey higbir
zaman Kkisisel algilanmaz mesela bir bulgu veya yapilan bir sey herkes o seyin
¢ozlilmesine yardimcei olmaya c¢alisir ve de bu raporlandigi zaman da bu yonetim kurulu
tarafindan da bilinir yani muhakkak ki yonetim kuruluna sunulur, bu mekanizmanin
dogru ¢alistigini diisiinebiliriz. Ama buradaki eksik dedigim gibi siber giivenlik ve IT
konular1 ile alakali yeterli denetimin yapilmamasinda, bence bana kalirsa, bankada bu

konu ile alakali yeterli denetim yapilmiyor, eksik bir tek burada yani. Yoksa, mekanizma



konusunda her sey BDDK’nin kurmaya calistig1 gibi ve uluslararasi kurallara da uygun
bir sekilde isliyor. Diger bankalar i¢in konusacak olursak, bazi 6zel bankalarda bu
dedigim gibi daha da giiglii bir sekilde c¢alisir ama g¢alismayan banka bu sekilde
yapilmayan banka ve sadece BDDK boyle bir sey istemis biz de gegistirelim bir denetim
yapalim diyen banka muhakkak vardir yani elli bes tane banka var onlarin iglerinden
muhakkak bu isi tamamen basit bir oyun gibi yapan bir banka ¢ikacaktir muhakkak ki.
BDDK’nin sizin yaptiginiz raporlamalar lizerindeki incelemesi daha iyi olabilir ve daha
sik olabilir veya daha detayli olabilir. Ama ben buna dair yazdigim raporun daha boyle
kapsamli olmasina dair bir elestiri almadim, BDDK bu noktada belki biraz daha kurdugu
sistemi daha iyi denetliyor olsa belki daha faydali bir sonug¢ alinabilir. Bu baglamda
BDDK’nin yaptigi seyin birazcik daha yilizeysel oldugunu disiiniiyorum. Diger
bankalarda mesela ¢ok detayli sizma testgisi gibi miifettisler denetim raporlarini yazarken
bizim bankamizda vaktinin yilizde otuzunu ayirmakta. Bizim agimizdan IT tarafinda diger
birka¢ banka ile aramizda ¢ok fark var ¢linkii dedigim gibi onlar sadece IT tarafina
odaklantyor biz ise IT miifettisi olarak sadece IT’ye odaklanmiyoruz birden cok is
yapiyoruz bu da tabii dogal olarak yillar i¢erisinde birikimli olarak bir fark olusturuyor,
yani yetisen miifettis ve denetim kapasitesi dediginizde onlarda daha detayli olarak sizma
testi yapabilecek uzmanlar yetistirilirken bizde daha yiizeysel ama bankaciliktan daha iyi
uzmanlar yetismis oluyor. Bunu 6zel sektor ve devlet bankasi seklinde ayirmak dogru mu
bilmiyorum, ben sadece kendi deneyimlerimle yani 06zel sektdriin birka¢ biiyiik
bankasindan bahsediyorum, yani diger bazi bankalarda buraya gore IT alaninda daha ¢ok
nitelige sahip miifettisler yetistirilmek isteniyor yani politikalar1 bu sekilde. Bazi
bankalarda 6zellikle soylilyorum biz sizma testgisi yetistirmek istiyoruz diye ¢ikiyorlar

yola yani genel politikalar1 bu sekilde. Bu bankanin politikas1 ise biz miifettis dedigin



miifettigtir, miifettis her alanda her isi yapar, mantig1 var, ben sahsen sube denetimine de
gidiyorum dedigim gibi sorusturmaya da gidiyorum siire¢ denetimine de gidiyorum,
kalan vaktimde IT denet¢iligi de yapiyorum, simdi bu ikisi bdyle bir kurumla diger ben
sadece sizma testlerini yetistiriyorum diyen kurum arasinda bir birikim farki olusuyor. O
adam bes sene boyunca siirekli sistem giivenligi olsun iste Certified Ethical Hacking,
OSCP vesaire falan bunlarla alakali hem sertifikalar almaya ¢alisiyor hem de bunlarla
alakali kavramlar ile ugrasiyor siirekli, biz ise bankacilik ile ilgili kavramlar ile
ugrastyoruz, ugrastik su zamana kadar daha ziyade, temel fark aramizdaki fark bu. Ama
zaten CISA bu isin temeli bankadaki BDDK’nin vakti zamaninda getirdigi sey CISA
sertifikasinin alinmasiydi. CISA sertifikas1 da bunlarin arasindaki alinmasi en kolay
sertifikadir yani dyle sdyleyeyim. Higbir zorlugu yoktur tamamen para tuzagi diye de
adlandirabilirim yani bunu bana eger samimi goriisiimii sorarsaniz, bir insan birazcik o
konu ile alakali ¢aligsin, CISA’y1 alir muhakkak yani, illa bunun i¢in dort sene bes sene
onlarin belirttigi kadar IT alaninda ¢alismak lazim falan filan diye bir sey yok, biraz agina
olun konulara birazcik da sorularini ¢oziin yaparsiniz yani herkes yapar. Bunun i¢in
miihendis olmaya da gerek yok, bunun i¢in IT denetimi alaninda ¢aligsmis olmaya da gerek
yok, he muhakkak ¢aligmalariniz size katki sagliyor yani stirekli o COBIT teki o kontrol
noktalarina bakip bir takim denetimler yapmaya ¢alistiginiz i¢in CISA sertifikasini almak
daha kolay oluyor tabii ki, ama ben o kadar da zor bir sinav oldugunu diistinmiiyorum
ama Certified Ethical Hacking, OCSP gibi sertifikalar daha uzman sertifikalardir, mesela
belirttigim bankalarda bunlarin alinmasi i¢in belli bir ¢aba sarf ettiriliyor insanlara ama
bu bankada ve diger devlet bankalarinda gordiigiim kadar ile bu yok. ilk on banka
icerisinde devlet bankalar1 ve 6zel bankalar1 ayirip boyle bir genelleme yapabiliriz, evet,

0zel bankalarda uzmanlik daha ¢ok On plana cikarilmak isteniyor, kisilerin, devlet



bankalarinda ise Ozellikle denetim kademesi icin denet¢i her seyden anlasin gibi bir

mantik gidiiliiyor.
Panelist 8-

I¢c denetim birimleri zaten kontrol gerceveleri, hem yasal gerceveyi, siber giivenlik ile
ilgili kontrolleri tamamu ile esas aliyoruz ve oradaki kontrol hedeflerine banka uygun
faaliyet gosteriyor mu goOstermiyor mu oradaki iste siber giivenlik kontrollerini
uyguluyorlar mi1 uygulamiyorlar mi1 tamamen zaten bunlari esas aliyoruz ayrica
BDDK’nin da ¢izdigi bilgi glivenligi ile ilgili kontroller var diizenlemelerinde onlar1 da

esas aliyoruz, hepsi i¢ denetim, i¢ kontrol fonksiyonlarinin kapsaminda olan konular.
Panelist 9-

Biraz once soyledigim gibi iste bizim tabi oldugumuz mevzuatlara gore yapiyorlar
denetimlerini ve kontrollerini. Biz banka olarak, BDDK’nin 5411 sayili bankacilik
kanununa tabiyiz, bilgi sistemleri olarak da yeni yayimnlanan bankacilik siirecleri ve
elektronik bankacilik yoOnetmeligine biz tabiyiz. Yapilan denetimlerde zaten
mevzuatlardaki kontrollerin varlig1 ve etkinligi degerlendiriliyor i¢ denetim tarafinda.
Varsa yetkin olmayan ya da hi¢ olmayan kontrol varsa o major yaziliyor, var olan bir
kontrol yeterince etkin degil ise de gerekli yonlendirmeler yapiliyor. Onun disinda yurt
dis1 ortakligimiz var bizim, bizim Dubai Emirates’te hissedarimiz ve siber glivenlik ile

ilgili bir standart var. Biz oradaki kontrol listelerini de banka biinyesinde yapiyoruz.

Panelist 11- I¢ denetim bagimsiz bir gozle siireglerin isletilip isletilmedigi ile ilgili

kontrol ve takibi gibi bir rolii bulunmaktadir.



Panelist 14- Tirkiye’de bankacilik sektoriiniin bilisim sistemleri giivenligi hususu
bankacilik islemleriyle siki sikiya iliskili bir sekilde diizenlenmis olup, hizmeti alan
vatandaslarin giivenliginin saglanmasi, bankacilik sektoriiniin gerek banka bazinda gerek
sektorel olarak giivenirliligini artirict olmasi da amaglanarak olusturulmustur. Bununla
birlikte, bankacilik sektoriindeki siber gilivenlik calismalar1 kapsamli bir sekilde
uluslararasi uygulamalar1 da goz Oniinde bulundurarak ve daha da onemlisi {ilkemiz
ekosistemine uygun olarak gelistirilmis mevzuat, yontem ve uygulamalarla giincelligi

saglanmaktadir.



Appendix-7.Gauges of the Panelist Responses for the First Round of Delphi in Nvivo

e Which processes do internal auditors take responsibility for in your organization

within the cyber security services?
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e How do you explain the competency of internal audit functions which are being

conducted as part of cyber security?

Q2. Competency - Coding by Item
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e How is the interaction mechanism between internal audit and management board

formed for the issues which are related to cyber security?

Q3. Governance - Coding by Iltem
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e How do the confidentiality, integrity, and availability concepts remind you within
the context of your organization?
Q4. CIA Triad - Coding by Item
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What does the code of ethics recall you of when the internal audit and cyber

security principles are discussed simultaneously?

e How are the ethical rules defined inside your organization, in terms of the
methodologies which are tracked by the internal auditors for performing the role
of internal audit in cyber security processes?

Q5 & 6. Code of Ethics - Coding by Item
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e How does the internal audit take part in cyber security management relative to the

monitoring activities of the legislative framework and international standards?

Q7. Legislative and International Policy Frameworks - Coding by ltem

50%
45%
40%

35%

30%
25%
o
5
s 20%
o
% 15%
10%
5%
0% I~ © ) o~ - = — @ = o0 =]
B 8 o z Z B = = % Z e
2 2 2 2 2 e 2 2 T 2 z
2 & & & & 5 £ & § £ a
Item
Type Name In Folder References| Coverage
Document|Panelist 1 |Files\Semi Structured Interviews Textual Data| 1 14,41%
Document|Panelist 11| Files\Semi Structured Interviews Textual Data| 1 16,36%
Document|Panelist 14| Files\\Semi Structured Interviews Textual Data| 1 10,24%
Document| Panelist 2 |Files\Semi Structured Interviews Textual Data|1 25,64%
Document| Panelist 3 |Files\Semi Structured Interviews Textual Data|1 29,78%
Document| Panelist 4 |Files\Semi Structured Interviews Textual Data|1 18,54%
Document| Panelist 5 |Files\Semi Structured Interviews Textual Data|1 40,75%
Document| Panelist 6 |Files\Semi Structured Interviews Textual Data|1 6,38%




Document|Panelist 7 |Files\Semi Structured Interviews Textual Data 46,29%
Document|Panelist 8 |Files\\Semi Structured Interviews Textual Data 6,76%
Document|Panelist 9 |Files\\Semi Structured Interviews Textual Data 13,72%




Appendix-8.Text Search Query Results

. 1. As you probably know
framework . COBIT 5 was established
of the requlations of BRSA
way , in the past years
care to provide their conditions
international standard and a framework
of BRSA which were updated
to the COBIT 4.1
a methodalogy which is called
on 150 27001, regulations
through the 150 27001 } and
have to be adequate with
ISACA . Until the last year
of the

points in } DS5 article
due to the evaluations of

performed within the context

the thirty four items
Panelist 3 There is a
subject of international framewaorks including

did that, we matched

every year
accordin
our audits } "o
being performed due to the

information security processes
interested with compliance
we are keeping aside
the controls of references as
There are DS5 processes in
those control points in that
auditor is making controls
banks that to comply
cyber security management according

processes which are related

{

Text Search Query - Results Preview

< NIST are being directly monitored
Payment Card Industry Data Security
2019 was launched , but still
As you probably
. { COBIT4.1
This standards framework
adequacy and compliance
because BRSA requests

, that was
framework <

had been

4.1

has thirty four
is an international
was taken into
5 was established , COBIT 2019
ISOQ 27001 . Also , security
and {
the control fields , that
DS5 process as well as
fields with this new regulation
. In addition , the information
framework < o
that we are denominating
frameworks , therefore | especially , the information
goals . As a result, if
has different thirty four criteria
processes , so the value addition
standard which was established by

C because there are new

nowadays we are keeping

risk control matrices
and <:

the regulations of

standards

which is being ordered
explains the execution processes
which <_
were requested by BRSA
with trying to make some

within the context of 15O




Text Search Query - Results Preview

. 1. As you probably know As you probably know , COBIT
way , in the past years { COBIT 4. 1 has thirty
of BRSA which were updated > This standards framework was designed
to the COBIT 4.1 ' adequacy and compliance to BRSA
have to be adequate with b because BRSA requests that we
ISACA. . Until the last year cobit 4.1 , that was established by
framework < ,
banks that to comply had been being used
to
processes which are related has thirty four processes , essentially ,
every year according is an international standard and
>~ to the

information security processes was taken into account which

Text Search Query - Results Preview

elements are being used for activites in the bank regularly .
of this company , are participating method through this way the
so we are handling risk assessment Process . The purpose of the
Systems and Internal Capital Adequacy processes . Accordingly , we have 150

we are using control category studies . As a part of




Text Query -

{ SANS ) or other globally conformed
and type of organization . However :>_

the point of cyber security '

active directory . There are numerous

activities which are related with

applications which are called Shell

are trying to reflect these

areas that internal auditing should

auditors of BRSA are executing

audits of this through forming

charge back subjects . | have

cyber security , there are some

ethical principles , but we couldn't

functions in incedent control , authorization

of internal auditing .

second line is _—_>- Information technology

in order to form and
as internal audit units
as the review board
between the information security
ensure audit and coordination
in IT audit teams
role as internal auditor

being audited by

both
companies . We have
mechanism is controlled
that are executed
by

to be replied
topics are covered
committee administration and this
IT processes , so our
is necessary to consider internal
effectiveness and adequacy
of the ethics
Therefore , the audits
with the collaboration
of internal audit and
of sustaining relations with
Panelist 1 We have
sufficient or not for
and monthly controls .
bank on both } the
of BRSA and
therefore the associates in
us . We have an
which are categorized as
internal auditors are looking for
loocking for is the bilateral
MBS, are used to ensure
reporting to management board , so
cyber security 7 Panelist 3 )
‘to COBIT standards and } riske
Security Project { OWASP } Top 10
side . If there is a

system admini ion , datal B, L

activities are based on
is called COBIT
of internal control >_ and
dated Official Gazette , as
information security through o

objective as systematically > Sxamining
general , we are executing the

process covers one of

side , there is also

structure and above all ,

the review committee through

to an institution | because

We are also making

there’s a three - level security
Therefore , if we find any
these efforts , we are using

they have functions in incedent

and follow up functions

as much as capable

can comprehend what , how

enough to know what

have some technical knowledge
so it is difficult to

studies and examinations relative

that, they are coherent

times in a year

will allow an organization
with making rotations in our
written , and if an existing

you're constantly looking at those

authorization control and review of
but we can rank as
has to be replied by
two parts of the organization
. On the information technology side ,

an auditor , auditor is

board . Information security
audit é committees have been

departments and there
follow up functions to

management board parts of
monitoring operations are based

. As well, we
review { committee of the

of availability . Also ,

activities related
risk management é and information

systems , in

the < control of ethics .

scenarios of information

and

to use the methodology
we are in this
are making controls in the
because it is not a
Box ( SCE ) that we call
gory through this

X N over a categorical level ,
deficiencies
which are related with

and review committee
department <

is doing works across

.50,

auditors

departments and review committee parts ,

doesn't take executive actions ,
directorate <C__

except review committee administration
fields , that are under the

for the detailed actions of

. . 50 we are not
functions

IT processes , so our internal

information technologies . From my

a specialty , but as

being performed within the
not effective enough , the

its i ion pi ing i security
list for these processes and

have to be applied .

in order to provide

that are being formed

with reporting the findings

Denizbank by using
within <<_

the context of

) being designed by
matrices are <: designed and "

lists

. We have the team
and what we call
mechanism is controlled by internal
of that institution in
to detect that this
Bank Information Systems and
of é ethics . It can then
integrity . In terms of
operations for determining the degree
or monitoring part of cyber
Litis a newly
part { of the bank is
. Similarly , we were performing

are being organized to

DS5 article of

in é organisation , the user
that COBIT with

to our business processes ,

can be evaluated
which <__

we have been

points

processes for the cyber security

side of information systems and

stages are needed to be

team and as a result

teams are executing audits in

that < is not competent or
the security breaches , which

the compliance related cases . If

them . In fact , in summary ,

units is directly the board

whether these processes are being

with logic through asking right

written p and p




Text Search Query - Results Preview

are anyhow identifying them p activity is made to senior
an
out the inconvenient cases g following up our efforts
an
in information security process development operations . Also
in their audits } they is made to management board ,
review committee , so are our information security actions to
a categorical Ievel processes and improvements . Moreover , if
of this rnechanism deficiencies , which are identified
are presenting our findings through . the < findi < the information
indings to
function is being executed as reportl ng their management
reasons , we are pursuing our their findings te upper management ,
been closed as findings to management
>- and then
demanded further them inspection board .
) the to the -<:
controls by following up management board
point of banking side , board management regularly with
department is mainly related ) to < so control
) with management board <
through the control lists is not

Text Search Query - Results Preview

these rules in authorizations and of confidentiality . As well | the
audit system is >— assurance ( B of D
> to provide

to the
responsible is executed senior management about

Text Search Query - Results Preview

controls and in terms of namely penetration or bound security
. . . . >‘ technical controls < . .
specifically making audits by using which are implemented by the




focus on IT related processes
for division controls , also investigations } .
we have process to review
administrative auditor should focus on
all this is wrong , however
am responsible for the banking
Bankasi , thus , IT audits
mainly related with reporting
making both division controls and
taking part in division
and Internal Capital Adequacy Assessment

as same before too like

if we begin an
reviews and examinations , the } audit

within the bank , independent

before , there is a monitoring

:>- called as

called as process controls , so

auditors which is

have been being

deficiencies which are related with
due to the COBIT
that are under the :>- DS
have to be work in
IT risk management and IT
link of the cyber security
more than these | we have
intra = bank parts of
MNow , we are in } the
presenting audit arguments , because
and investigations , so —
security process , Accordingly , :> the disciplinary
a matter of fact
processes 7 Panelist 5 Definitely '
are needed to improve

here since 2015, but

S

is all the time

being made and
continuous improvement state
this
is named as finart .
as weakest factor
in the beginning } of
is the fundamental
to be available and
weak points , Certainly , all

while we are handling a

Text Search Query - Results Preview

Process

are being checked , so in
let me put it this
of course , when we look
quite simply , code of ethics
we have { authclﬁrizlntion levels to
permission to access

what BRSA brought in time
Accordingly , the disciplinary process of
Basically , you can be considered
. Something like this happens, for

The purpose of the internal

There is a defined basic

findings are being controlled ,

and -C supervision of public authority |
as well as firewall and
audits have to be performed

be defined as the
can -<:

vary due to the

is taking function as
controller é or administrative auditor should

since 2007 for fourteen

controllers and IT auditors are

<

and as well |

in the rest of

50 process controllers and

controls
are being evaluated much
which are related with

covers one of the control

development operations , Also , the weaknesses

( refrained because of the
has available and
to be ‘C

performed in
. as same
being performed .
in that

functioning or not in
not being completed and

management committee , BRSA issued a

of{

part and this can be
starts like that . After that

human resources is being

new policy making namely

to review , process and findings

o being performed for
which is -<
related with credit

you are doing queries relative




management board , so control >
of records with resolution

and

and with in this context
controlling the access of affiliates ,
controls and independent audits by
database management , network control or
department has predominantly functions in
have many scenarios such as
log records are used for
mentioned before , there is a
part of CIA triad through

board of directors , therefore

board of directors and

the
security management relative to

therefore , we have an effective
with in the context of

Text Search Query - Results Preview

montorng€

activities of legislative framework and

and follewing up the transactions

executed as
function is being '< e
performed periodically

f< all necessary infrastructure of
o
the problem . Likewise , we

. , which are relative to
cperations < are based on these
part of cyber security because
process which is being performed
processes , the reports , which we
risks and ensuring compliance , improving
system for cyber security management .

'C information systems , Therefore , the

the movements of both network
to provide security stably . On

Text Search Query - Results Preview

3 As | mentioned before,

affiliates , monitaring risks and ensuring
are denoted by legislation

COBIT 4. 1 adequacy and
make efforts for gap

audit activities which dependent on

auditors are especially interested with

controlled with making audits for

mechanism is being functioned

perform cyber security activities in
we have to be
controls
} in order to provide
necessary

mostly making audits for controlling
be motivated in terms } ;
o
defined from the angle
proficiency can be evaluated as
of 2019, in 2019
sk
the manager of the
studies . As well , we have
examinations relative to control
is doing works across
. . the
responsible persons for controlling
supporting these activities and
the context of 1SO 27001

we have processes to ensure

compliance

, improving processes to manage gaps
. Tagether with , if | give
administration part of the bank

and regulations according to me

Payment Card Industry ( PCI)

for policy frameworks . Also , we
business activities to the
decisions and actions which

of information security processes to

the established information systems
these actions to Turkey
related cases . If there is

< and information security parts

until the end of
. As well , we have
studies C .
related with SWIFT systems
BRSA regulations in order
corporate policies and guidelines

ethical rules is very

to regulations of BRSA
COBIT standards which
the minimum requirements of
regulations of BRSA .

international legislations which are
with the regulations of BRSA

this regulation completely as




Text Search Query - Results Preview

bank began to provide regular , trainings , and awareness events with
bank have to organize awareness an then sending pishing mails. |
job . We are continuously taking and inviting the audit teams
mails | initially , we are making . at first,
) ) being organized -<:
is being activated , after o are before these
. o >— organizing ) .
signing confidentiality agreement and important for the arganization .
reasons , we are organizing technical ed uc at| ons due to the ethical principles .
subject while we are giving in every year, for all

audit department . In addition > must be organized . Also , experienced
framework , because of this ' > the

of qualified professionals , so

system arrangements to prevent
or
technical trainings in order

for establishing security teams, >_ 'C absolutely not compromise in
user to
points in organisation , the bank staff on information

Text Search Query - Results Preview

each of them has international , therefare the associates in internal
Accordingly , we have . As well | we are arrrangin
» >- 1SO 27001 9
our bank has certification 'C bank and because
asa
in addition , correspondingly we have license . The CISA

the banks to get CISA in the context of IS0




Text Search Query - Results Preview

Here, as the review board
higher in IT audit teams
interaction between the information security
Now , as internal audit units
playing role as internal auditor
to ensure audit and coordination
external companies . We have
e :>- both
is being audited by
and topics are covered
audits that are executed
control mechanism is controlled by
has to be replied
by us . We have an
certification , therefore the associates in
context of sustaining relations with 1 t I t I
control IT processes, so our I n e rn a C O n ro
departments which are categorized as
interlocutor of internal audit and
it is necessary to consider
council with the collaboration
form of the ethics
systematically . Therefore , the audits of
the effectiveness and adequacy
processes 7 Panelist 1 We have
review committee administration and this
rules sufficient or not for
in bank on both
regulations of BRSA and } the

weekly and monthly controls .

but we can rank as
s é has to be replied by
two parts of the organization
an auditor , auditor is
board . Information security
audit é committees have been
departments and there
management board parts of

. L As well, we
review

and committee of the

activities related
risk management and information

systems , in
control of ethics .
the < e )
scenarios of information
to use the methodology
are making controls in the
. . L 50,
and review committee )
department auditors
is doing works across
departments and review committee parts ,
) doesn't take executive actions,
directorate -< . ) o
except review committee administration
functions .
is being performed within the
part of the bank is
side of information systems and
team and as a result
teams are executing audits in
units is directly the board

Text Search Query - Results Preview

after that the framework of
for Worldwide Interbank Financial Telecommunications ( @
SWI
have compliance studies related with

security which was established by

) audit to you , for instance ,
corporation , so we are taking
is being integrated and then

systems and Customer Security Controls

Text Search Query - Results Preview

are leaving their job without
they have some weaknesses > .
in
this deparment has role

management board knows that this

BRSA identifies any kind
these meetings with presentations

upon the criticality level

finding

of

right authority . For example ,
} the

which are defined in

, are being controlled once more ,
any opportunity to attend these
corresponding to cyber security vulnerabilities

is surely presented to management

the inconvenient cases and
out <

vulnerabilities , but we do

due to information security
reports <

of the internal auditors

that is relative to the




Text Search Query - Results Preview

> infarmation security awareness {

things when we talk , of employees within the corporation

trainings to improve the was low , but as time

Text Search Query - Results Preview
can depend on either

affiliated
>— to

efforts directly connected

, review committee chief and management
be directly

the
that is

On top of that , we
Therefore , because of this reason

Thus , as you mentioned in
the interaction between associate of

department , are directly depended
administration is > to

> directlylinked

to board of directors or

gen eral mana ger We are organizing information security

in accordance with the regulations
like information security , IT risk
department , are

or the board of directors

Text Search Query - Results Preview

6 Our

collaborate > audit
> with > committee

are transmitting the cyber security

has also been established within

, the president of review
50 { control and monitoring operations

we can consider that

manager
informing the review
information security , internal control

manager , review committee chief the entire reports which cover

therefore , there is a continuous

mechanism between internal audit

is consisting of members >
of
presented to the conformance

However , this is not related
In practice , we , who are

IS0 27001 and 1SO 22301,
regulation which directly link with Q3 . Governance Interviewer How is
reports , which we prepared for Q7 . Legislative and International Policy
board of directors , so

are reporting them
> to tl

submit relevant reports

|~ and which we presented directy

e ma nag e m e nt boa rd {\C annualy . Q4 . CIA Triad Interviewer

\ directly and also other internal

every month . Thus , if there

=

when this is reported ,

are identified in controls ,

finding is surely presented
meetings are being transmitted

are not directly
} reported

are only being
banking side , the
reportin
level , we are > P 9
reporting them as findings
the cyber security subjects
the reporting is made

\

\

formed for the issues which

assigning us for these
is { being functioned accurately in

not singly satisfying , besides ,
knows that this finding is
organize regular meetings quarterly . As
parts of the organization . Q4 .
with three manthly periods , but
without any time constraints . Therefore ,

Text Search Query - Results Preview

are supporting them with our
auditors are providing support and > guidance {

Therefore , a person can get

function to assure that cyber
support on every subject other

to business units if any




Text Search Query - Results Preview

data and then we are { ERP ) platforms . Therefore , | think
infrastructure of information systems , the planning activities are being realized like

their transactions in enterprise resource our audit operations according to
Text Szarch Guery - Resubts Preview
- e gl  daiabuins sarver dhould rot
- ) ek,
“-':}-n_n-g i Bpare Sha £ooe Competancen
el ol B
st 12t gt Sblgatant
- o  ins drtaron poy wolraprabeiny
o acn maling neas parfect - = e
s ’ ! M“{:wmn
;m}mdw e v B el
oring done o
e _‘I m{:”{mbm—
A sy
oy seaRy ]
¥ }u wthan, th ot ol Ha
15 wnsote
Cormepordagly_ vt Wi Camm W
e m——— il sttty o s sk
fikd e b wact T P
ot ey
mmum-:nnn: ) . _—
vasty prrven T Ranier }M
7 Logistivn and errationsl oy
Mﬂmﬂm Ty W0
PR
m;u '::)-rr -
e - borve s Safeard rasik , Dot
oo 1o mange pae
o — " g o S O Ak
by bots
‘“:}wﬂﬂ-ﬂ‘ {m&huh
i
“::““ el prosto sty b
"::. ":}n‘- Eha it o b miscciate
st S e Ry
. - baved on thers . kg
it s — aneaay
. «
I o e -
-
e CORAICIRS Wt mking m{h“
Baricans , v arg ety
whed and reporiegn
e 4 ROt et Ay being e R
wsamply ey sre periodically
g ol b ol e
1 oo i vacent - ) :
prncple . Morsow: , B frpe o g "
varastien for th frclengn ""C vl
that Fun compeinncy el
chaaly e wn H -
T s audits ey b s
N npeted 4o the bowrd
——— e
e prrapecivr
b covibati A ek -y 'd-w
aruang o
e e compietely makng by - e
50 aem pariammng sy e
haa thane e R g I o
d proechare. Tpuiemataally - Thevedons el wonteeh
o 15 By sty
R comphanos of thms sctom
N 1...1. w’ ' conirolling complisnos of Bt
: e far ARG WA ORI ot
ol tha bk s e
i reguation was eataihed i
wiston . in tha contmt — .
el phaciron: banitng segulibont
Al B g the [ Muuugwm—l-(:“
=t Cbmmm
i Dl Pl b s sccrdng's
. ' oo B0 aemse e
o achapled bokatialy 1o i
| barem chvarend that. L md{ . ;
]
(et e | et
’ - ot ks o e
e wor arw mtisting
perioreed o déflerent
s y - mu:mn».-m
N — iserrl conirol and the
::m - ther ol tham , In sskditon we
e ernnng
Lol el
e i
Franpiors wn con manben four -
Fearmally o o b seventees:
’- = . Feative B cytoe? sty
ot MR
negarialy becne of
. ! - _:;mu
-
e that hr imaperction bosrd
. s wee paviormad mad sha
e i kg ol o
e g heonad S 15
. m:::-mm M_{:”H"“ .
— S
- your
il
yra e mating sviatees n o




Text Search Query - Results Preview

directly to them . They are our reports and findings , and
o > reviewing < . o
your audits in terms of the breaches in organizational processes .
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as a reference | in contrast
security 7 Panelist 8 In Turkey } B
the interaction between the banks
and IT process management committee
in these type of events
2019 was launched , but still
account which was accepted
auditors who
firms which } are assigned
being tried to establish
COBIT which were requested

new laws
} are
regulations which > developed
which are being
regulation that is
regulations , which are . by
. X established
regulations which were
trying to be
regulations which are .
issued
the banks and >
regulation that is displayed
regulations which are formed
that was drawn up

which is being ordered

game in terms of just [
corresponding to 150 27001 >
results can be obtained ! > if
consideration of this year
important . These are available in
according to the laws
awareness increased here because
bank . Also | the auditors
banking law numbered 5411 b
controls within the framework rs a
made by the controllers
performed by assigned employees
performed within the context
Also, there are
and complying
context of
dependent on of
know from
standards and .
wciivities the regulations
compliance } o
to comply
accordance
compliance > with
the compliance to
that . Accordingly , the reviews
to meet the requirements
to the legislative obligations
presenting documents are related with
sector , we can mention that
and public due
reportings are made > o > the
which is dependent on

the COBIT 4. 1 because
. 1 adequacy and compliance
presented as management statement
We are now subject
we have obligation relative

triad conditions , and as well

fundamental of this process | } what
E]
this context , | think

all of which are based
are performing audit processes for
but currently , these thirty four
COBIT and IS0 27001 . Also ,
finally these audit findings are
first prierity of a bank
addition to that , they
’ in { general , this regulation can
this way we formed
is right and is exactly
like all banks . There are
50 we did an adaptation
. who are sustaining our
e < who are working as
Actually , the regulators have key
Also, we who are working
s < | mentioed before , risk
well, the information security
: If we talk for other
Q2 . Competency Interviewer How do
The findings , which are identified
Therefore , the internal audit has
according to this reason
also we have rules

as information systems we

and Ir ion Technology Communication Carporation
internal control department
the < new regulation that
with in this context
are executing control processes for
bank, in addition |
a8 < reference , in contrast ,
because the activities , which are
brought in time for the
by the information security part
concepts , there is a different
controls and independent audits by
corresponding to information security , accompanied
demands to do that . Accordingly,
due to the bank unions .
established a fresh regulation for
for the information < security and
systems and
had created the information systems
has been asserting to we ,
identifies any kind of finding

. < order to provide intelligence
in
the bank comresponding to

doing a little more
is making assessments to protect

one of the first

issued a new regulation on

law , infc ion systems 1t rules ,

much better supervises the system
processes . There is a regulation
rather than making controls through
regarding to information systems as
regulation so we have to

< personal data protection law

. the issue of customer
regulations
and the bank began
in order to ensure
requests that we have to
specifically defines a categorization for
are related to your
which <_ Y
were updated . COBIT 4.,
would like to execute audit
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the bank . The performance
and standards , > and

} the effectiveness

management about

auditor has not got enough
Internal Systems and Internal Capital
related to COBIT 4. 1

being assessed to understand
} the

sharing and authorization , so

the auditor skills and audit

, in contrast we have more
< compliance to BRSA regulations
and expertise level knowledge to
Assessment Process . The purpose of
adequacy level of them . As a
cyber security management , now
of internal control and risk

their audit efforts relative
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Data Security Standard { PSIDSS )
management board . 150 27001
regulations of BRSA , COBIT

and

the frameworks of ITIL
assessment processes . Accordingly , we have
executing their operations based on
from this , our bank has
in controls , to management board .

in the bank corresponding to

are three fundamental titles
COBIT within
o of
certification } ) the context

in

controls

of information security through >_ N
the
we are involving in

22301, in other words , business

_C if BRSA would like
' regulations and COBIT framework .

. Ao, _< as | mentioned

security information and
COBIT frameworks , therefore ,

and { 150 22301, in

ISO 27001 these are shown
. therefore the associates

certification -<
as a bank

compliance . Together with , if
50 we are involving

Also , there are
too . -C

At the same

which cover the sets
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are paying much attention to
business processes and there is
handling a process , we have
have functions in incedent control ,
must be obtained while giving
of this audit team has
or doing abnormal work without
regulations , because there are extensive
relative to data sharing and
so every team has own
in our organization , therefore |
or electronic mail , because
organization has limitations for the

the function of defining

. Aside from that , there are
and the organization has limitations
control and review of availability .
fields for the auditors in
. . . _< considered as critical , s0

aUthorlzatlon * not being validated in

level which is defined through
matters for us . In

jevels to use applications or
limitations for other staffs who

"C an investigation is being launched
so the adequacy level of

of the employees while they

with certified information systems auditor
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handling a process , we have

the function of defining the

authorization levels

matters for us . In addition

to use applications or tools

3 As | mentioned before,
affiliates , monitoring risks and ensuring
are denoted by legislation
COBIT 4. 1 adequacy } and
make efforts for gap
audit activities which dependent on
auditors are especially interested with
controlled with making audits for
mechanism is being functioned
perform cyber security activities } in
we have to be
controls
} in order to provide
necessary
mostly making audits for controlling
be motivated in terms >
defined from the angle of
proficiency can be evaluated as
of 2019, in 2019 .
the manager of the > risk
studies . As well , we have
examinations relative to control
is doing works across
responsible persons for controlling the
supporting these activities and
the context of ISO 27001

we have processes to ensure
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compliance

. improving processes to manage gaps

. Together with , if | give

administration part of the bank

and regulations according to me

_< Payment Card Industry ( PCI )

for policy frameworks . Also , we
business activities to the
decisions and actions which

of information security processes to
the established information systems
these actions to Turkey

related cases . If there is

and information security parts
service <
until the end of

. As well, we have
studies < )
related with SWIFT systems
BRSA regulations in order
corporate policies and guidelines
ethical rules is very
to regulations of BRSA .
COBIT standards which
the { minimum requirements of
regulations of BRSA .
international legislations which are
with { the regulations of BRSA

this regulation completely as
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and availability controls are the not only from the point
are being used as basic > fundamentals { of information security , therefore these

These rules are evaluated as while the audits are being
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| mentioned , there is a concepts of security , confidentiality , integrity
is much more important and thi 'C action , because especially
of this
Panelist 6 There are three process , what BRSA
, fundamental . . . :
a short while ago , principles of information security are

But already , CISA is the than the technical skills of
Panelist 7 These are titles of 1ISO 27001 and
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as | mentioned before

the cyber security
) audits

to enact it's
controls that they executed

in cyber security management
, informing mechanism is being coordinated

made to management board . Q3 .
processing of these operations Interviewer How is the interaction
provides a competitive advantage g overnance 50 they need to have

system is being protected . .
o gp unit is established for ensuring

this level as good .
values , there are basic values ,

up in that way
technical part of cyber :>_ )
. ) security
the point of information
triad and as well data

various ways , there are corporate
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condition of one hundred hours and distance learning as we
organized as both in person > education { for every three year was
well , we are arrranging annual plans for IT auditors and
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audits

Bank
board
committee
inm:r:;zl: . Q7. Legislative and International { (Al e are execuing auds
principles policy frameworks Interviewer How does the internal
question with controlling the information security
regulations

that
are starting our job from

order to provide compliance for
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management principles due to . therefore , we have objectives for
o ) > the standards of na < . .
principles . We are adopting which are defined in code
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most frequently used industries of . In particular , the banking sector
of constinuous auditing . You know , continuous auditing method .
used with automations such as provides real time controls and
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are anyhow identifying them activity is made to senior
out the inconvenient cases : <‘_‘ following up our efforts
in information security and process development operations . Also ,
in their audits } , they is made to management board .
review committee , so > are our information security actions to

a categorical level processes and improvements , Moreover , if

. we

of this mechanism deficiencies , which are identified
are presenting our findings through . the < find _<: the information
indings to
function is being executed as reportl ng 9 their management
reasons , we are pursuing our their findings to upper management .
been closed as findings to management
demanded furth > and thr th < inspection board
lemande er em inspection board .
, the to the -C e
controls by following up management board
point of banking side, board management regularly with
to < , 50 control
management board -<: )

department is mainly related )
:>- with

through the control lists is not
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. . as much as possible , if
activities , so we are handling

. assessment studies . As a part
according to COBIT standards

assessments with external companies . We

adequacy of
> internal control and by the determination of the
review board , ) ) )
) . and information security
review , security architecture evaluations compliance service -C )
until the end
applications where we can make i .
) being designed
are being made in our control matrices are )
designed and

BRSA . As | mentioed before ,
evaluations . After that, we are
corporate data office and information . ,
field , while the functions of
diversify the region . Therefore , a

end of 2019, in 2019

has it's own level , so

levels the actions are taken
| explained before , we have
, as well , we have
Also , we are executing L . .
>— IT activities related to information
Manager like information security , . o -
k activities’ validity . Q4 . CIA
level , so according to these rl s
IT process management
matrices are designed and every management and

information security in
periods in order to evaluate .
projects of the bank ,

any kind of cyber . .
systems , in which bank
being performed by security

) information teams . Q5 . Code of
line as an
map is created for each
first you must define . .
matrices , secondly , the bank is
IT teams with practicing . , -
matrixes for cyber security decisions

is trying to reduce .
the occurs in the bank , we

then you must map , . .
ratings are being made in
through these questionnaires before
records and where we can
was the manager of . e
sessions as definitions of threat ,

we can track our own

, to the board of
with cyber security 7 Panelist 3 team <
and at the last
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as strengthening effect with social , but the audit mechanism of
being organized to charge extra and authority for the operations ,
from the departments which have ensuring information security within
Furthermore , we have also full evaluations of these processes
controls , and audit board :>_ has for IT auditors . The regulations
of the bank which stepping in to the

processes does internal auditors take —3 responsibility peri s ulimately on

sales , marketing or IT

can be considered as n i X o
itis stated that your organization within the
the
been beil ted BofDi
een being execu :>_ under of Dis
to information systems of { information security department . We

this person . Q2 . Competency

of directors has
> The final

Regulation ) , Article 8 : projects and activities , reach success .
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and information security department
and inspection board side

annualy for one time

are formed by BRSA
efforts of information technology 2 , 50 you have to care
explained in this form ) Q ' concept of ethical behaviour principles

important for the organization

Interviewer How do you explain

doesn't mean anything if
level <
of audits are not

com p ete n Cy 1 auditor and requirements of
of

activities as
. . efforts i
internal audlté o

functions which

of the penetration testing
processes of third parties
responsibility of this person
mentality , for example , there is
of them are expecting that
at the forefront of
briefly , | can rate
cyber security ? Panelist 6

i t. We need to mast
fill the gap between set. We need to master

term in this mindset , so

the

How do you explain
| can say that

of these zeros , so,

Therefore , we are providing
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of management board annualy

or case based meetings requirements . As | explained before ,

part of the plan Basically , in our bank,

parts of the organization For example , if you

Q5 . Code of Ethics

we
and as well

related with cyber security
risk management activities’ validity

there is no link

for cyber security management
IT internal audit system
in information security field

data
through requesting needed actions besides the asset classifications .
for the privacy concept > and conditions , and as well

personal data protection law

assuring the integrity part } "
o
importance of confidentiality item

Cla i
Tr|ad Interviewer How does the

in banking sector . Q5 .

be provided without ensurin assets ,butl
being followed besides 9 of < had been
is sufficient for providing data assets . Information
the banks by observing the through monitoring the information

be formed which are performed within
> according
being established :> to
being made relative
unit provide controls for

your question , before this regulation ,




as incomplete

banking sector

CIA triad

different locations
management teams

of matters
organizational processes
seven days

sides | ete

the bank

to organization

banking sector
disciplinary committee

|

ever employee
like that
of events . Q6
our country
our organization C o d e
the bank
these processes f
we write o
social engineering acts
and guidelines through
are defined in
if we consider
process , quite simply,
according to

dependent on
especially taking
gradually establishing
principle of

think that

this reason

What does

.Q5
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as the actions , contrals
and

rules of cyber security
call professional ethics and business

In fact, what we call

ethics

% the

firsly , from the viewpoint

control and the control

not compromise in violation
provide very strict trainings
required . From the point
this context , the audits

of internal audit , this is

on every subject other than

as what we call
for every profession , but } professional

important in this respect .
problems that are X
statements and trainings > related with
spread throughout the arganization . Where
than that , there is an
discussed simultaneously ? Panelist 15
in the form of
my opinion . You know ,
or IT due to the
segregation of duties and
should be provided through
then be examined as
the ethical principles . Cyber security 1
are paying extra attention
have own values relative } to
mentioning , when it comes

vulnerability . This is general audit

which can be shown as

which means there are both

besides universal ethical values , are
but | don't think we
cyber security and internal audit .
disciplinary policies , procedures and preventive
for example, ensuring the confidentiality
or in assumption , there is
50 the saturation point has
< in the beginning
weare making final meetings
while you are working with
Acting in accordance with ethical
< am extending this mentioning ,
‘ can tell you that .
. n fact, the subject can
this regard , we provide
It can then be examined
The ethical principles of an
This commentary is mine , but,

business ethics , so the
and <

we are paying extra
< being executed by a
are
most violated as conflicts
as a concept can be
by expressing their character as
explained as , an
can be
expressed as follows ,
concept , a person must have

from the perspective of integrality ,

How are the ethical
Interviewer <
What does the code

in front of these zeros |

into consideration and the audit

is related with ethical understanding

issue has just become debatable

line in our bank , if

means that doing the nght

must be framed . | just

of { cyber security and the
internal control and the

part, these rule sets have

recall you when the internal
carried out alon

should be < g
converted into programs

subject while we are giving

and then secondly a
term
< is certainly described for
to all auditors in our
which are framed by 1A
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breaches in organizational processes
customer , bank sides , etc
hours of seven days
in two different locations
information risk management teams
is stated as incomplete . QS
law and CIA triad
sources in the bank
this set of matters
triad in banking sector but | don't think we

was adapted to organization disciplinary policies , procedures and preventive

accepted by ever employee . we are making final meetings
being followed like that The ethical principles of an
do what we write . <

This commentary is mine , but .
doubtlessly in banking sector can be explained as , an

handled in our country from the perspective of integrality ,
infrastructure of the bank

principles in our organization How are the ethical

.a6
sy o evnt code of ethics Interviewer<_

to manage these processes What does the code
to the disciplinary committee into consideration and the audit
understanding in audit subject must be framed. | just
falling for social engineering acts part, these rule sets have

corporate paolicies and guidelines through
IlA which are defined in

organization . Therefore, if we consider
. which are framed by IIA
Also, | think that

recall you when the internal

should be converted into programs

because of this reason

Ethics Interviewer What does

internal auditors according to t he
organization is especially taking
the integrity principle of
to start gradually establishing
we are dependent an

work in process , quite simply ,
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in information security , they are
reasons , we are pursuing our
> vith

department is mainly related

through the contral lists

and <
reporting <

the findings to

following up our efforts
process development operations . Also

the information

their management
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the breaches . Accordingly , before the — reportings are made to the BRSA
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of the independent auditors , are = reported = to the information security department
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assessment '<:

of this company , are participating activites in the bank regularly .

Systems and Internal Capital Adequacy Process . The purpose of the
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security architecture evaluations and risk of the independent auditors , are
> assessments ‘C

which are identified by the with external companies . We have
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audit system is BofD
> to provide to the <

responsible is executed senior management about

dassurance
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the audits of us with assuring == for the validity of operations ,
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- . authorization control and review of
active directory . There are numerous

. . board . Information securi
applications which are called Shell audit -C : Y
cyber security , there are some departments and there
. As well , we
functions in incedent control , authorization review -<
bank on both the and of availability . Also,
companies . We have both risk management -<: activities rlelated
systems , in
effectiveness and adequacy of internal "
we are in this
ensure audit and coordination , " ’
) ) Box { SCB ) that we ca
Which are categorized as Cco nt ro | fields , that are under the

second line is information technology
"C with reporting the findings
within the context of

dated Official Gazette , as lists
information security through examining

. the matrices are being designed by
is called COBIT and
i . mechanism . We have the team
the review committee through
) of Bank Information Systems and
there's a three - level security

. L. . in organisation , the user
they have functions in incedent points )
which we have been

to COBIT standards and risk ) )
side of information systems and
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and Internal Capital Adequacy Assessment , are being checked , so in
due to the COBIT } . The purpose of the internal
that are under the DS process as well as firewall and
IT risk management and IT development operations . Also , the weaknesses

mainly related with reporting and management committee . BRSA issued a
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Appendix-10.Word Clouds
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Appendix-11.Questionnaire for Second Round of Delphi

1. Sorumluluk

Kesinlikle
Katilmryorum(
1)

Katilmiyoru
m (2)

Kararsizim

@)

Katiliyorum (4)

Kesinlikle
Katiliyoru
m (5)

I¢ denetim, siber
giivenlik
kapsaminda elde
edilen  bulgularin
kapanmasindan
sonra, gerekli
kontrollerin
yapilmasinda  rol
alir.

I denetim,
BDDK'nin 15 Mart
2020'de yaymlamig
oldugu yonetmelik
gergevesinde  siber
giivenlige iligkin
yillik  kontrollerde
bulunmaktadir.

I¢ denetim, bagimsiz
denetim firmalarimin
gerceklestirmis
olduklari sizma testi
bulgularinin
kapatildiktan sonra
teyit edilmesi
fonksiyonuna
sahiptir.

I¢ denetim, siber
giivenlik
kapsamindaki
giivenlik agiklarmin
tespit  edilmesinde
fonksiyona sahiptir.

I¢c denetim, siber
giivenlik ile ilgili
bulgularin genel
miidiire veya
yonetim  kuruluna
dogrudan
raporlanmasinda
sorumluluk
sahibidir.




2. Yetkinlik

Kesinlikle

Katilmiyorum(
1)

Katilmiyoru
m (2)

Kararsizim

®)

Katiliyorum (4)

Kesinlikle
Katiliyoru

m (5)

Ic denetim,
BDDK'nin
tasarladigt
yonetmelikler
kapsaminda  bilgi
giivenligine yonelik
hazirlanan  kontrol
listelerinin
denetlenmesi
stirecini bilgi
teknolojisi
denetgilerinden
destek alarak
yiriitmelidir.

ic denetim,
BDDK'nin bilgi
sistemleri

yonetmeligi
dogrultusunda icra
etmekte oldugu
denetim
faaliyetlerini
stirdiirmek i¢in
temel seviyede

yazillm  bilgisine
sahip olmalidir.

I¢ denetim, bagimsiz
denetim firmalarimin
gerceklestirmis
olduklar1 sizma testi
bulgularinin
kapatildiktan sonra
kontrol edilmesi ve
onaylanmasi
sireclerinde  etkin
olmak igin sistem ve
ag yOnetimi
bilgisine sahip
olmalidir.

ic denetim,
BDDK'nin
tasarladig1
yonetmelikler
kapsaminda  bilgi
giivenligine yonelik
hazirlanan  kontrol
listelerinin
denetlenmesi




stirecinde etkin
olmak i¢in bilgi
giivenligi mimarisi
ve altyapisi iizerine
teknik diizeyde
bilgiye ve yeterli
tecriibeye sahibi
olmalidir.

I¢ denetim, siber
giivenlik
kapsaminda
strdiirdiigii gozetim
faaliyetlerinde etkin
rol almak i¢in SIEM
araclarini
kullanmaya hakim
olmalidir.

3. Yonetigim

Kesinlikle

Katilmiyorum(
1)

Katilmiyoru
m (2)

Kararsizim

©)

Katiliyorum (4)

Kesinlikle
Katiliyoru
m (5)

I¢ denetim, ydnetim
kurulu, genel miidiir
ve bilgi teknolojileri
departmani
arasindaki
yonetisimde
danismanlik roliine
sahiptir.

Siber giivenlik
kapsaminda
faaliyetlerini
siirdiiren ic
denetcilere  gerekli
egitimler organize
edilmelidir.

I¢c denetim, siber
giivenlik
denetimlerinde
dogrudan  yetkiye
sahip olmalidir.

Ic denetim, siber
glivenlik
denetimlerinde
danigmanlik roli ile
destekleyici
konumundadir.

I¢ denetim, siber
giivenlik ile ilgili




vakalarda  gerekli

bilgilendirmeyi

diizenli araliklar ile

st yonetime

yapmakta

sorumluluga

sahiptir.

4. Gizlilik, Kesinlikle Katilmiyoru | Kararsizim Katiliyorum (4) | Kesinlikle
Biitiinliik, Katilmiyorum( | m (2) ?3) Katiltyoru
Erisilebilirlik 1) m (5)
I¢ denetim, siber

giivenlik

kapsamindaki

siire¢lerde rol

alirken denetim

kanitlarin1 ~ gizlilik,

biitiinliik ve

erisilebilirlik

prensiplerine uygun

olarak kayitlara

almal, muhafaza

etmeli ve

raporlamalidir.

Ic denetim, siber

giivenlik
kapsamindaki
faaliyetlerini  yetki
prensibine gore
yirtitmelidir.

I¢c denetim, siber
giivenlik
kapsaminda
gergeklestirdigi
faaliyetler ~ sonucu
elde ettigi bulgularin
erigiminin
aksamadan
gergeklesmesini
saglamalidir.

I¢ denetim, siber
glivenlik
kapsaminda
strdiirdiigii
aktivitelerin
sonucunda elde
ettigi bulgularin
herhangi bir sekilde
degistirilmedigine




dair giivence
saglamalidir.

I¢ denetim, siber
giivenlik

kontrollerinde elde
edilen  bulgularin

yetkisi olmayan

kisilere iletilmiyor

olduguna dair

glivence

saglamalidir.

5. Kurumsal Kesinlikle Katilmiyoru | Kararsizim Katiliyorum (4) | Kesinlikle

Yonetim Ilkeleri Katilmiyorum( | m (2) 3) Katiliyoru
1) m (5)

I¢ denetim, siber
giivenlik
kapsamindaki
fonksiyonlarini
gerceklestirirken
yasal c¢evreyi takip
ederek, gerekli
bilgilendirmeleri
yapmalidir.

I¢ denetim, siber
giivenlik
kapsamindaki
faaliyetlerini
sirdiiriirken ~ yasa
disi  herhangi bir

siirece dahil
olmadan meslek
ahlakina uygun
bigimde
aktivitelerde
bulunmalidir.

I¢c denetim, siber
giivenlik
kapsamindaki
faaliyetlerini
gergeklestirirken
kurumun etik
prensiplerine ve
yonetim  ilkelerine
saygili bir bigimde
islemlerini
yiiriitmelidir.

I¢ denetim ekipleri,
siber glivenlik
dahilindeki




siireclerde rol
alirlarken
bilgilerine,
yetkinliklerine  ve
tecriibelerine uygun
gorevleri
iistlenmelidirler.

I¢ denetim ekipleri,

siber giivenlik
dahilindeki
siire¢lerde rol
alirlarken
kabiliyetlerini,
etkinliklerini ve

tirettikleri hizmetin
kalite seviyesini
gelisme  siirecindeki
teknolojiler
dogrultusunda
stirekli
iyilestirmelidirler.

6. Etik Kurallar

Kesinlikle

Katilmiyorum(
1)

Katilmiyoru
m (2)

Kararsizim

©)

Katiliyorum (4)

Kesinlikle

Katiliyoru
m (5)

Kurumlarda, etik
kurallarin kesin ve

net olarak
tanimlandig1 ve
belirtildigi yazili
dokiimanlar
olmalidir.

Etik kurallarin
islerliginin

denetlenmesinde
etkin olarak isleyen
bir raporlama
mekanizmasi
mevcut olmalidir.

Etik kurallarimn, ihlal
edilmesi durumunda

raporlamanin
dogrudan genel
miidiire veya

yonetim  kuruluna
yapilmasi gereklidir.

I¢ denetim ve siber
giivenlik  ekipleri
etik kurallarin ihlal
edilmesine  iligkin




durumlarda
koordineli bir
yaklagimla bulgular
elde etmelidirler.

I¢c denetim ekipleri
kurumlarin
mevzuata
uyumlulugunu
kontrol ederlerken,
yasalarin neden
yenilendigini de
aragtirmalidirlar.

7. Yasal ve
Uluslararasi Politika
Cergevesi

Kesinlikle

Katilmryorum(
1)

Katilmiyoru
m (2)

Kararsizim

@)

Katiliyorum (4)

Kesinlikle

Katiliyoru
m (5)

ic denetim,
BDDK'nin
olusturdugu
yonetmelik ve
uluslararasi
standartlar
kapsaminda
olusturulan kontrol
listelerinin
uyumlulugunu takip
etmektedir.

Tiirkiye'deki
bankacilik
sektoriinde bilgi
giivenligi
baglaminda
mevzuata uyum
¢ergevesinde BDDK
yonetmeligi, ISO
27001 ve COBIT
4.1 DS5 sireci
dikkate
almmaktadir.

Ic denetim,
mevzuata uyum
¢ergevesindeki,
gdzetim
faaliyetlerini
stirdiirtirken
tanimladig1  kontrol
eksikliklerini st
yOnetime
raporlamaktadir.




I¢c denetim ekipleri

mevzuata
uyumluluga iliskin
stirdiirdiikleri
faaliyetlerde siireg
teftiglerinde
bulunmaktadirlar.

Tiirkiye'de faaliyet

gOsteren tim
bankalar BDDK'nin
5411 say1lt
bankacilik kanununa
gore bilgi
sistemlerini
yapilandirmaktadirl
ar.

1. Responsibility

Strongly
Disagree

1)

Disagree

)

Neutral

®)

Agree
(4)

Strongly
Agree
(®)

Internal audit has a role in performing necessary controls after
the findings are ensured within the context of cyber security.

The internal audit makes annual controls relating to cyber
security in accordance with the regulation which was issued by
BRSA on 15 March 2020.

Internal audit has a function in confirming penetration test
findings after the findings are secured.

Internal audit has a function in the identification of security
breaches within the context of cyber security.

Internal audit has the responsibility of reporting findings
directly to the general manager or management board.

2. Competency

Internal audit should carry out the auditing process of control
lists which are prepared for information security within the
scope of the regulations that are designed by BRSA with the
support of information technology auditors.

Internal audit must have a basic level of software knowledge in
order to maintain the audit activities which are carried out by
BRSA in accordance with the information systems regulation.

Internal audit must have system and network management
knowledge to be effective in the process of controlling and




confirming the penetration test findings which are carried out
by independent audit firms after they are ensured.

Internal audit must have technical level knowledge and
sufficient experience on information security architecture and
infrastructure to be effective in the auditing process of control
lists that are prepared for information security within the scope
of the regulations that are designed by BRSA.

Internal audit should be a master of using SIEM tools to take
an active role in monitoring and surveillance activities within
the scope of cyber security.

3. Governance

Internal audit has a consultancy role in the governance
between the board of directors, general manager, and
information technology department.

Required training events should be organized for internal
auditors who are performing specifically in cyber security
processes.

Internal audit must have direct authority for cyber security
controls.

Internal audit has a supportive position in cyber security
controls with its advisory role.

Internal audit has the responsibility for informing the senior
management necessarily with regular interval periods in cases
related to cyber security.

4. Confidentiality, Integrity, and Availability

Internal audit must record, maintain and report audit evidence
in accordance with the principles of confidentiality, integrity,
and availability when taking part in cyber security processes.

Internal audit should carry out its activities within the scope of
cyber security according to the principle of authority.

Internal audit should ensure that the access of the findings
which are obtained as a result of its activities within the scope
of cyber security is realized without disorganization.

Internal audit should provide assurance that the findings of its
activities within the scope of cyber security haven't been
modified or altered in any way.

Internal audits should assure that the findings of cyber security
controls are not being transmitted to unauthorized persons.

5. Corporate Management Principles




Internal audit should follow the legal environment and provide
the necessary reportings while performing its functions within
the scope of cyber security.

Internal audit must act accordantly with the professional ethics
of being not involved in any of the illegal actions while
sustaining its activities within the scope of cyber security.

Internal audit should carry out its operations in a manner that
respects the ethical principles and management principles of
the corporation when performing its activities within the scope
of cyber security.

Internal audit teams must engage tasks in line with their
knowledge, competencies, and experiences when they are
taking part in cybersecurity-related processes.

Internal audit teams must continuously improve their
capabilities, effectiveness, and quality level of service
consistent with emerging technologies while they are taking
part in cyber security processes.

6. Code of Ethics

Institutions should have written documents in which the ethical
rules are defined and specified precisely and clearly.

There should be a reporting mechanism that effectively
operates in the auditing of the functioning of ethical rules.

In case of violation of the code of ethics, reporting must be
made directly to the general manager or the board of directors.

Internal audit and cyber security teams should get findings
through a coordinated approach in cases of violation of ethics.

Internal audit teams should evaluate why the laws have been
being reframed while they are controlling the compliance of
institutions with the legislative framework.

7. Legislative and International Policy Framework

The internal audit follows the compliance of the control lists
which are established within the scope of the regulations that
are framed by BRSA and international standards.

BRSA regulation, 1SO 27001, and COBIT 4.1 DS5 processes
are taken into consideration within the framework of
compliance with legislation in the context of information
security for the banking sector of Turkey.

Internal audit reports the control deficiencies to the senior
management which are defined according to the compliance
framework while they are performing their monitoring
activities.




Internal audit teams carry out process controls in their
activities that are related to compliance with the regulation.

All banks, which are sustaining their businesses in Turkey,
structure their information systems in compliance with the
banking law no. 5411 of BRSA.




Appendix-12.Panelist Responses to Second Round of Delphi

Panelist ID 10 2 5 13 12 8 6 1 9 15 3 14 4 11
Statement 1 4 4 4 4 5 5 5 5 5 5 4 5 4 4
Statement 2 3 4 5 4 5 5 5 4 5 3 5 5 4 4
Statement 3 4 3 5 4 3 5 5 5 5 4 5 5 5 5
Statement 4 4 4 5 4 5 4 5 4 3 4 5 5 4 4
Statement 5 4 4 5 3 5 5 5 5 4 4 5 5 5 4
Statement 6 4 5 5 4 5 5 5 4 4 4 5 5 5 4
Statement 7 5 3 5 3 5 4 3 4 4 4 3 5 4 4
Statement 8 5 3 5 3 5 5 2 4 4 4 3 4 4 4
Statement 9 3 4 5 3 5 4 3 4 4 4 3 4 4 4
Statement 10 4 3 4 3 5 4 2 4 4 4 2 4 4 5
Statement 11 4 4 4 4 4 3 3 3 4 4 5 3 3 2
Statement 12 5 4 5 4 5 5 5 4 5 4 5 5 5 4
Statement 13 4 4 3 4 4 5 4 2 4 3 3 2 5 4
Statement 14 4 4 4 4 4 5 2 4 4 4 3 2 4 4
Statement 15 4 4 4 4 5 5 2 2 4 4 4 3 3 4
Statement 16 5 5 4 3 5 5 3 5 4 4 4 5 5 4
Statement 17 4 5 5 3 5 5 3 4 4 4 4 5 5 4
Statement 18 4 4 5 4 5 5 3 4 4 4 4 4 4 4
Statement 19 4 4 4 4 5 5 3 5 4 4 4 4 5 4
Statement 20 4 5 4 3 5 5 3 5 4 4 4 4 5 4
Statement 21 4 4 5 4 5 5 3 4 4 4 4 5 4 4
Statement 22 4 5 5 5 5 5 3 5 5 5 4 5 5 4
Statement 23 4 5 5 5 5 5 3 5 5 5 4 5 4 4
Statement 24 5 4 4 5 5 5 3 4 5 4 4 5 4 4
Statement 25 5 4 5 5 5 5 3 4 5 4 4 5 4 4
Statement 26 4 5 4 5 5 5 3 4 5 5 4 4 4 4
Statement 27 5 5 4 4 5 3 3 4 5 5 4 4 4 4
Statement 28 4 5 5 4 5 4 3 4 5 4 4 3 4 4
Statement 29 4 4 4 4 5 4 3 4 5 4 4 4 4 4




Statement 30 4 |4 4 3 5 2 2 2 5 4 4 4
Statement 31 4 4 5 5 4 5 4 5 4 4 4
Statement 32 4 |2 4 4 5 4 5 4 5 4 4 4
Statement 33 4 |3 4 4 5 5 5 4 5 4 4 4
Statement 34 3 |3 4 3 5 5 4 4 5 4 4 4
Statement 35 3 |1 5 5 5 5 4 4 5 4 4 4




Appendix-13.Questionnaire for Third Round of Delphi

Yetkinlik Kesinlikle Katilmiyorum | Kararsizim | Katiliyoru | Kesinlikle
Katilmiyorum(1) 2) 3) m (4) Katiliyorum

®)

I¢ denetim,
BDDK'nin bilgi
sistemleri
yonetmeligi
dogrultusunda
icra etmekte
oldugu denetim
faaliyetlerini
stirdiirmek i¢in
temel seviyede
yazilim bilgisine
sahip olmalidir.

I¢ denetim,
bagimsiz
denetim
firmalarinin
gergeklestirmis
olduklar1 sizma
testi
bulgularinin
kapatildiktan
sonra kontrol
edilmesi ve
onaylanmasi
siire¢lerinde
etkin olmak igin
sistem ve ag
yonetimi
bilgisine sahip
olmalidir.

I¢ denetim,
BDDK'nin
tasarladigi
yonetmelikler
kapsaminda
bilgi
giivenligine
yonelik
hazirlanan
kontrol
listelerinin
denetlenmesi
stirecinde etkin
olmak i¢in bilgi
giivenligi
mimarisi ve




altyapisi iizerine
teknik diizeyde
bilgiye ve
yeterli tecriibeye
sahibi olmalidur.

I¢ denetim, siber
giivenlik
kapsaminda
stirdiirdiigii
gbzetim
faaliyetlerinde
etkin rol almak
icin SIEM
araglarini
kullanmaya
hakim olmalidir.

Yonetigim

I¢ denetim,
yonetim kurulu,
genel miidiir ve
bilgi
teknolojileri
departmani
arasindaki
yonetisimde
danismanlik
roliine sahiptir.

I¢ denetim, siber
giivenlik
denetimlerinde
dogrudan
yetkiye sahip
olmalidir.

I¢ denetim, siber
giivenlik ile
ilgili vakalarda
gerekli
bilgilendirmeyi
diizenli araliklar
ile iist yonetime
yapmakta
sorumluluga
sahiptir.

Etik Kurallar

I¢ denetim
ekipleri
kurumlarin
mevzuata
uyumlulugunu




kontrol
ederlerken,
yasalarin neden
yenilendigini de
aragtirmalidirlar.

Competency

Strongly Disagree
1)

Disagree

@

Neutral

®3)

Agree
(4)

Strongly
Agree (5)

Internal audit must have a
basic level of software
knowledge to maintain
the audit activities which
are carried out by BRSA
in accordance with the
information systems
regulation.

Internal audit must have
system and network
management knowledge
to be effective in the
process of controlling
and confirming the
penetration test findings
which are carried out by
independent audit firms
after they are ensured.

Internal audit must have
technical level
knowledge and sufficient
experience on
information security
architecture and
infrastructure to be
effective in the auditing
process of control lists
that are prepared for
information security
within the scope of the
regulations that are
designed by BRSA.

Internal audit should be a
master of using SIEM
tools to take an active
role in monitoring and
surveillance activities
within the scope of cyber
security.

Governance




Internal audit has a
consultancy role in the
governance between the
board of directors,
general manager, and
information technology
department.

Internal audit must have
direct authority for cyber
security controls.

Internal audit has the
responsibility for
informing the senior
management necessarily
with regular interval
periods in cases related to
cyber security.

Code of Ethics

Internal audit teams
should evaluate why the
laws have been being
reframed while they are
controlling the
compliance of institutions
with the legislative
framework.




Appendix-14.Panelist Responses to Third Round of Delphi

Panelist 10 | 7 2 5 13 12 8 6 1 9 15 3 14 4 11
ID
Statement |5 |5 4 5 3 5 4 4 4 4 4 3 5 4 4
7
Statement |5 |5 4 5 3 5 5 2 4 4 4 3 4 4 4
8
Statement |4 |5 4 5 3 5 4 4 4 4 4 3 4 4 4
9
Statement |4 |5 4 4 3 5 4 4 4 4 4 2 4 4 5
10
Statement |4 |5 4 4 4 4 4 4 3 4 4 5 3 4 2
11
Statement |4 |5 4 3 4 4 5 4 2 4 3 3 2 5 4
13
Statement |4 |5 4 4 4 5 5 4 2 4 4 4 4 4 4
15
Statement |4 | 4 4 5 3 5 2 4 2 5 4 4 5 4 4
30
Panelist | Statement | Statement Statement State | Statement | Statement | Statement | Statement 30
ID 7 8 9 ment | 11 13 15

10
10 1 1 0 1 1 1 1 1
7 1 1 1 1 1 1 1 1
2 0 0 1 0 1 1 1 1
5 1 1 1 1 1 1 1 1
13 1 1 1 1 1 1 1 1
12 1 1 1 1 1 1 1 1
8 1 1 1 1 0 1 1 1
6 0 1 0 0 0 1 0 0
1 1 1 1 1 1 1 1 1
9 1 1 1 1 1 1 1 1
15 1 1 1 1 1 1 1 1
3 1 1 1 1 1 1 1 1




14 1 1 1 1 1 1 0 1

11 1 1 1 1 1 1 1 1

(Note: 0 values are showing that changing panelist opinions for the statements in third
round. For example, the panelist who has second identity document changed the
response from three (neutral) to four (agree) for seventh statement.)





